IIEPBOE BBICIHIEE TEXHUYECKOE YYEBHOE 3ABEJEHHE POCCHHU

MHHHCTEPCTBO OFPA3OBAHHS H HAYKH POCCHIICKOM ®EJEPAITAHN
tenepannnoe rocyaapcTBeHHoe GroaxeTHoe o6pasoBaTenLHOe YUPEKACHHE BhICIIEro 00pa3oBaHHA

«CAHKT-IIETEPBYPI'CKHI 'OPHBLIA YHUBEPCHUTET»

(TETOIT Gy

= L
ST W H Ry
&7 \";wausmungzg 4 ¥
2w bk

p‘ﬂm'ﬂ ¢ p‘

«AHpopmannonnas dezonacHocts B ACY TII»

Popma o0yueHus: oyHas

O6bem nporpammel: 40 qacoB

PykoBoauTennb Jexan @Oul’' /1, x.T.H.,

NporpaMmeli: /ééw/ nou. A.b. MaxoBukos
HoueHT kadeper MuKT

CocTaBUTEIH IPOrPAMMEBIL; K.T.H E.B. KaTtyHuos
Houent xadenpsr ATIIIT

k.17.H H.HW. Kotenesa

CAHKT-IIETEPBYPT
2018



1 O6mpe mooxeHAs

1.1 ITesns moATOTOBKH:

IIpnoGpeTeHne TeOpeTHYECKUX 3HAHWH M MNPAKTHYECKHX HABBIKOB B 0OOIAacTH
obecrieueHug uHGpOpManuonHoi desonacuoct ACY TIL

1.2 KaTeropus ciymareeii:

CrnenuanicTel M PYKOBOAMTENHN HOApa3AeicHui, o0ecneuuBaolmx (yHKIIHOHHPOBAHHE
ACY TIL

1.3 IInannpyemMple pe3yabTATBI o00y4YeHuss - mepedeHb NpodeccHoHATLHBLIX
KOMOETCHIMH, KAa“eCTBEeHHOe H3MEHEHHEe KOTOPLIX OCYIIECTB/IAETCH B pPe3yJanLTATe
0b0yueHns:

— IOHHMAaHHe OCHOBHBIX NPHUHIMIIOB obecneueHus MHGPOPMAIMOHHOH Oe30macHOCTH B

ACY TIL

— OBJIAACHHE METOHAMH 3alllATEI OKOHEYHOTe o0OpymoBaHHA W CceTeH mepeaayn
unpopmanuu ACY TIL

1.4 TpedoBanns K pe3yIbTATAM 0CBOEHHA MPOIPAMMBL:
C menpro AOCTHIKCHHS YKa3aHHBIX B IyHKTe 1.3 mpodecCHOHANBHBIX KOMIIETEHIMi,
CIYIIATENH B IIPOLIECCE OCBOCHHMS MPOTPaMMBI IIOBLIICHHS KBATH(QHKAIIMH TO/DKHEL
IoayunTs 3HAHAS 110X
— OCHOBaM yIpaBJIeHHs HHPOPMaUMOHHOH Oe3zonacrocteio B ACY TII;
— MCTOJaM 3aliMThl OKOHEYHOro 000opyIoBaHHs U ceTel nepenayun uudopmanuu ACY TII;
— TMpUHIMIAM ayauTa HHbopMaunonHoi 6ezonacHoctn B ACY TII.
Pazeuth ymenns:
— BBUIB/IITH YTpo3bl HHpopManuoHHoi 6ezonacuocty B ACY TII;
- obecIe4yHBaTh 3alllHTY OKOHEYHBIX YCTpoiicTB u cereit ACY TIL;
— MpOBOAUTH AyJUT MH(pOopManmoHHOH 6ezonacnocty ACY TII.

1.5 Ob6bem nporpaMmsl u BHAB! y4eOHO0MH paboThl:

Bup y4eoHoii paGoTnl Yacowl
JlexunoHHBIE 3aHATHS 24
IlpakTryeckne 3aHATHS 14
BeinonneHue nTorosol arrecranuu 2
O6muii 00BLeM NporpaMmMenl 40

1.6 Yuebusnrit naaH;

B oM uncie
=
1 = =
= oR| 3=
Ne HaumenoBanne moyas Beero = = B 2 8
JacoB | F | B ® | OE
o FD |23
= 88| 8E
= o
=
1 | Yupasnenue napopmanuonnoii 6esonacaoctso 8 ACY TTI 8 8 - -
2 | besonacHoCTh OKOHEUHEIX yeTpoiicTB ACY TI1 8 4 4 -
3 | besonacHocTh cetell mepeyaun uudopmanuu ACY TII 16 10 6
4 | Aynut unhopmarmonsoi 6ezonacgoctTu B ACY TIL .~ | 6 | 2. 4. :
Hrorosag artecranus 2 - - 2
Bceero 40 24 | 14 2




1.7 Kanengapuelii yaeousbiii rpadui:
Hpoxomknrensnoers | KoandecTBo 9acoB B Hejie/o
obyveHus (mo pacnucannio 00yUYeHHN)

Bajns! zaparrii

.HCKIII/II/I, IIpaKTHICCKHE
3afATHA, HTOrOBas
arrecransa

IIsts pa3 B Hepemo mo 8 yacos

Heemns N
Onsa nen ayIUTOPHOH paboTE

1.8 @opma uTOrOROI aTTECTANMM 110 IIPOrpaMme:
@opma UTOTroBOMH aTTECTAIMH IO IPOrPAMME — KOHTPOJIIBHOE TECTHPOBAHHE.

1.9 Bup nokymeHTa, MOATEEPKAAIOMHIA MOBLIMEHHE KBAJH(PHKAIMN:

IMocne ycriemmoro okoHuaHust 0GYMEHUS BEIIAETCS JOKYMEHT yCTaHOBISHHOTO 06pasma
O UOBBUUCHHH KBATA(HKAINM — yNOCTOBEPEHHE O MOBBINEHMM KBagupHKauuu (B o6neMe
40 gacoB).

2 Copepixanue 00yeHun:
2.1 Copep:xkanue 06yvueHNA MO OPOrpaMmme:

HanmMenoBanue pa3acjioB

Oo6bem
npodrecCHOHAIILHOY 0 Coaepaxanue y4eGHOr0o MaTepnaja qACOB
MOy 151
Mopyas 1. Yopasiaenue Tema 1.1. BazoBble IOHATHS U ONPEAEIICHUA B
HHpOPMALFOHH O obacTi HHGOPMALHOHHO Ge30IACHOCTH 2
fezonacHocThi0 B ACY
I Tema 1.2. 3aKOHOIATENECTBO, TOCYAAPCTBEHHBIC H
OTpacjeBhle CTanaapThl B 001acTH HHOPMAIHOHHOM 2
0e30MacHOCTH
Tema 1.3. Yupasnenue nponeccamu 5
nHGOPMaNMOHHOHA Oe3omacHoCTH
Tema 1.4. TTonuTHKa UEGOPMALOHHON 2
6esonacHocti. Meroauka pa3sbopa HHITHICHTOR
Moayae 2. Besonacnocth | Tema 2.1. OcHOBHBIE YTpo3Bl 6€301IaCHOCTH
OKOHCYHLIX YCTPOHCTB OKOHEYHRIX YCTPOHCTB. BUpyCHl, 4epBH, TPOSHEL 5
ACYTII HInuonckoe nporpaMMHoe obecnieyenne. Bakaopnl B

LPOrpaMMHOM OOCCIIeYEHHH

Tema 2.2. ATaxy Ha OKOHEYHEIE YCTPOUCTBA.
Ilepenonnenne 6ydepa. [ToBbiIeHHe TPUBHUIETHIA. 2
ITonGop napong. Orkas B 06cny)uBanuu
Tema 2.3. Opranuzains 3anHTE OKOHEUHBIX
YCTPOHCTB. MnenThn(ukanus u aBTopH3anus
IToNb30BaTened. AHTHBHPYCHOE HPOrpaMMHOE 2
obecneuenue. IlepconanbHble MeKCETEBBIE DKPAHEL.
3alIuTa yIaneHHOro JOCTyna

Tema 2.4. OcobeHHOCTH GE30MACHOTO HCIIOIB30BAHHMS
SCADA cucrem 1 nporpammuoro obecrregenus PLC

Mopuyun 3. besonacnocre | Tema 3.1. OcHoBHEIE yrpo3sl GesonacHOCTH ceTeit

ceTeil mepenauu nepenadn HHGOpManuy. XUIIEeHHE M H3MEHEHHE 2
uapopmanyn ACY TII uHpopMalHH

Tema 3.2. Bunnl cetessix atak. Yenopex HOCEpeaHHE.

Tepeanpecanus nopra. ATaki Ha Maplpyrusatopsi | 2
KOMMYTaTOPBI

Tema 3.3. Obecnieuenne Ge30nacHOCTH epUMeTPa

ceTd. MexceTeBble 3kpaHbl. CHCTEMBI 00HApYKeHHs 2

H IIPEJOTBPAILEHHS BTOPKCHU I
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HanmeHoBaHue pa3nesioB Obnem
npoheccHoNANLHOTO Copep:xaHne yqe0HOr0 MaTepHAIA HACOR
MOy
Tema 3.4. Obecneuenue 6e30NaCHOCTH JIOKAIEHOM
CEeTH. 3alliTa KOMMYTaTOPOR. 3alliTa 6€CIPOBOIHEIX 2
cereit
Tema 3.5. Obecrieuenne 6e30MACHOCTH KAHATIOB
nepeadyu gaHHbIX. [lnppoBanne JaHHBIX. 2
WmurosctaBku. [udposrie nognucy. Bupryanbusie
JACTHEIE CETH
Tema 3.6. ATaky MeTOIaMM COIUAIBHOM HHXXEHEPHH 5
U 3aIIATa OT HUX
Tema 3.7. beszonacHocTs 00N29HBIX TEXHOIOTHIH
Tema 3.8. Obecnieuenye Oe30macHOCTH B CTAHAAPTE 9
OPC
Monyas 4. Ayaur Tema 4.1. Opranusanms ayaurta HahOpMaIHOHHOA 9
HEPOPMAITHOHHOH HeszonacHocT B ACY TII
GesonacHocrn B ACY TII | Tema 4.2, Ayaut 6e300aCHOCTH OKOHEUHBIX
ycrpoiicts. [Iporpammnoe obecnedenue s MoxcKa 2
YA3BHMOCTEH
Tema 4.3. Aynut 6e30macHOCTH cereii mepenayn 2
OaHHBIX. MeTompl 0OHAPYIKEHUS YA3BHMOCTEH B CETAX

1.

2.2 Bonpoch! JJ1 HTOI'0OBOXO TECTA:
Kakopa n1HHa XelI-3HAYEHUS TOJIYYAEMOro B pe3yabTare paboTel Secure Hash

Algorithm 1 (SHA-1)

a. 160 6ut
b. 160 6aiir
C. 512 dur
d. 512 6aiir

2. Hist KaKuX OpHIIOKEHHH HAHITY4IIHM 00pa3oM HOAXOHT PEXUM MK (BPOBAHHS
Electronic Code Book (ECB)?

a. iudpopanne coemuueHnii 10 pajuo KaHamy

b. [punoxenuii ¢ BHICOKHME TpeGOBaHHAMHE K 3ANIHIICHHOCTH

c. Hludpopanue ManeHbKHUX 3aMycKaeMEBIX (Baiiios

d. [Iudpopanue GonpHX rpaduueckux haitnos
3. Hesupnmetii nu@popoit Boxsroit 2nax (Digital Watermark) 3To npuMep coOBpeMEHHOTO
HCIIONL30BAHHUA:

a. Kpunrorpadmm

b. Kpunroananusa

c. Creranorpaduu

d. Creranoananmsa
4. Hayka o B2noMe mupos HasslBaeTcs

a. Kpunrorpadus

b. Kpunroananmns

C. Creranorpadmus

d. Creranoananis
5. Cnyuaitnas Benmuunna HpPI6aBJIHeMa$I K HCXOTHOMY cooSmeHmo mo cpejicraM XOR,

nepen HPPOBaHAEM 3T0]

a. KonrpossHas cymma
b. BexTop uHHImAaH3aI1[UH
C. Benuguna KOHTPOJIS 1ETOCTHOCTH
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d. Benpunaa n30BITOUYHOCTH

6. Kakas xapakreprcraka He o6s3aTenbHa s obecnedeHns HaIe)KHOCTH OAHOPA30BEIX
nm(po-6noksoTos (One-Time Pab)?

a. bnOKHOTEI TeHEPHPYIOTCS HCTHHHO CIIy4aiHEIM 06pazoM

b. Kittoun He MOTyT HCIIOJNIL30BATHCS BAYKAEI

c. BroxHOoT nocie HEnoMb30BaHUA YHHUTOKAETCH

d. Komryecrso wnoueil B O110KHOTE HE TOJDKHO IpeBRIIATH 128,
7. Kaxopa sdppexTiBHas KpunrocTroiikas JUIMHHEA Knroya B anropurme Triple DES (3DES)

a. 56 our

b. 112 dut

C. 168 dur

d. 192 bur
8. Knaccudukanus akTHBOB 10 YPOBHSAM CMOKET TOMOYE BO BCEX HHIKETIEPEUHCIIEHHBIX
CHTYallHIX, HCKIIIOYas KAKYIO?

a. I'pynnuposka knaccupUIHpoBaHHON HAQOPMALIHE 10 HEPAPXHE H YPOBHIO

3aLUTEHI

b. Hcxmodenne He1yBCTBUTEIBHEIX JaHHBIX W3 MEpP H3JHIIHER 3aIlATH

c. Hzpneuerue nanunix U3 6aswl JAHHBIX

d. CHmxeHre CTOMMOCTH 3alHThI JIAHHBIX
9. UT0 M3 HEKEIIEPEIHCTIEHHOTO HE SIBISIETCS HAPYMICHHEM [ICIOCTHOCTH (integrity)
AaHHBIX?

a. He asTopr3oBaHHBIe H3MEHEHUS HITH MaHUITYTSILAS JIAHHBIX

b. Mopnduxanus nanEsIX 0€3 ayTeHTHPHKAITHH

c. [TpensaMeperHoe wiu cnydaifHoe H3MeHeHHe JAHHBIX

d. W3Bnevyenne JaHHBIX U MOCIEOYIONee NPEIOCTABIEHHE HEABTOPH30BAHHOrO

OOCTYIa K HUM
10.  Yro M3 HHXEOPHYHCIEHHOTO OTHOCHTCA [0 XapaktepucTukaM K IDS (cucrema
o0HapyKCHUA BTOpKeHHH) paboratomeii Ha Gase mpapu?

a. Henonp3oBanus sKCIIEPTHOI CHCTEMOI ¢ 3aIpOrpaMMHPOBAHHEIME YCIOBHIMHE

IF/THEN

b. Onpenenenne HCII0AE30BaHIS IPOTOKOIA B HE THITMYHON CHTYalMH

c. CpaBnenue mabJOHOB OBEICHHS CHCTEMBI

d. Bo3MOXHOCTE olIpefeneHnsa HOBBIX aTak
11.  Kaxoi tan pe3epBHOTO KOIHPOBAHHS apXHBHPYET TONBKO Te (ailinl KOTopLle GEUIH
H3MEHEHBI CO BPEMEHH HIOCIECTHETO PE3EPBHOTO KOIHMPOBAHH.

a. HaxpeMeHTaNnbHbIH

b. [Toebrii

c. YacTHyHbIH

d. JuddepeHunansHbIM

12.  Kakoif u3 HIKenepeuncIeHHEIX IAroR TOMDKEH ObITh C/le/aH IEPBEIM Hepes
BHE/IPEHHECM KOMIUIEKCHBIX Mep hu3uieckoil 6ezonacHocTH?

a. Co3snanue MeTOMUKH olleHKH 3(QEeKTHBHOCTH KORTPMED
b. Onenxa puckoB
c. PazpaGoTrka nporpaMMHBIX JOKYMEHTOB
d. Brenpenune koHTpMEp
13.  Mapus J0/DKHA ITOCYHTATh KAKOE KOJNHYECTBO KITOUEH J0MIKHO ObITH CreHEpUPOBAHO AT

260 cOTpyAHAKOB HCTIONB3YIOMMX B KOMIIAHHH ACCUMETPHYHLIE alrOPHTMEI ITH(PORARK.,
Kaxoe xoaudecTro Kioueii notpedyercs?

a. 33670 . _ . ) o
b. 520 - -

C. 67 340

d. 260



14.  IIudpopaHue MOXKET OCYIIECTRIATHCS HA PA3HBIX YPOBHAX BHYTPH OTICPAIIHOHHOMN
CHCTEMBI HAM HA PA3HBIX YPOBHAX B CTEKE CETEBBIX IPOTOKONOB. I'ne Haxoantes PPTP

¢ popanue?
a. KanannHpli ypoBeHb
b. BuyTpu npunoxesus
c. TpancnoprHbIid YPOBEHD
d. KananbHolii uiny Gpu3zngeckuil ypoBeHb

15.  Yro sBnseTcsa HauOolee BAXKHBIM IeHCTBHEM, KOTOPOE HEOOXOANMO BLIIOIHHTE IPH
YBOJIBHEHHH COTpyAHKKA?

a. Ilepenats Bce daiinsl yBOIHBIIETOCS COTPYARAKA APYTOMY COTPYAHHKY.
b. Brinonsute npolieaypy pe3epBHOTO KOIAPOBAHUS BCeX MATEPHANIOB ¥ PaGoTEl
YBOIHBIUErOCA COTPYIHHKA.
c. OnoBecTUTH APYTHX COTPYAHHKOB 00 YBOJBHEHHH,
d. JeakTHBHpOBaTh HOCTYI K HHGOPMALMOHHEIM PECYPCaM YBOIHBINErOCs
COTPY/IHHKA.
16.  Kaxoii n3 HIDKENEPEUHCIIEHHEIX IIPOLICCCOB ABISETCS TIEPRRIM IAroM B paspabotke BCP
¥ DRP nnanos B koMnanuu?
a. Beibop anbTepHaTHBHOM NIONIANKH
b. Ananus BiHAHEA Ha OuzHec (Business Impact Analysis)
c. TecToBEIC TpoLEAYPHI M NEPHOAMYHOCTE HX BLITIOIHEHHS
d. Knaccudukamus uudopmaunu
17.  OcHoBHag NpHYHHA HCIIOJIH30BAHUA INEKTPOHHOMN HOAMUCH — YOS UThCA B:
a. KonhumeHuuaisHOCTH JaHHBIX.
b. LlenocTHOCTH DaHHBIX.
c. Hamunm naHHeX.
d. CBOEBpPEMCHHOCTH JAHHBIX.
18.  BupryansHas gacTHas cetb (VPN) obecrieunBaeT KOHQHACHIMAILHOCTS JAHHBIX,
UCIIONB3YA:
a. Secure Sockets Layer (SSL)
b. Tynuenuposanue
c. DNEKTPOHHYIO HOIITHCE
d. «@umuer» (phishing)
19.  Yro m3 HKENEpEUHCICHHOrO sBIsgeTCs ocobennocThio IDS (Intrusion Detection
System)?
a. C6op undopmanuy o MONEITKAX aTaK
b. Ompenenenne cnabbix MECT B ONPENENECHHUH TIOTHTHK
c. Bil0KHpOBKa N0CTYIIa K ONpeesieHHbM caiftam Hutepuer
d. 3amuTa onpeeeHHbIX CEPREPOR OT JOCTYIIA [IONB30BATENCH

20.  OpraHmsanus MIaHAPYET PACIONONKEHHE HOBOTO O(GHCA, KAKOM U3 HIDKE TIepedrCIIeHHEIX
daxtopoB HAVMMEHEE saxen a5 8Be100pa MecTONON0KeHu?

a. Paccrosnaue 0o OOPHBIX MYHKTOB 9KCTPEHHBIX CITYXKO.

b. OcBellleHHOCTE

C. YacToTa NpUpOHBIX KaTacTpod

d. YpOBeHb IPECTYNHOCTH
21.  Advanced Encryption Standard (AES) 310 aropuT™ KOTOPBIH HCTIONB3YETCA VIS

a. ObecneueHus HEIOCTHOCTH JaHHEIX

b. HIudporaums MacCHBOB JaHHEIX

C. Boccranosnenns kmoueit

d. PacnpocTpaneHys cUMMETPHYHBIX KIIOUYEH - - - -
22. - Kaxas U3 nepeuHcICHHBIX KOHTp Mep He 3¢deKTHBHa IPOTHB crama? '

a. OrtkpeiTeii mail relay cepsep.

b. Hajiexamum o6pazoM HacTpoenHsli mail relay cepeep

C. QunbTpanusa Ha MArHCTPaJIbHOM IIOYTOBOM CEPBEPE



23.

d. DUILTpauys Ha KIHEHTE
Aurca Xo4eT 00BEIWHHTD BCe KOMIBIOTEPEI IPOSKTa M3 PA3HbIX OTJIEJIOB JUIs TOrO YTO

OBl YIIpoCTHTEL 0OMeH HHpOpMALHK O npoekTe 110 ceTH. Kakas M3 CIeayronux TEXHOIOTHA
HO3BOJIUT €i PeInnTh 3Ty 3a1a4y?

24,

25.

a. VLAN

b. OTKpriTas ceTeBas apXUTeKTypa

c. Intranet

d. WAN

YTo H3 HIKENIEPEUCAeHHOTO He SBISCTCA JOCTORHCTBOM VoIP?
a. CrouMocTh

b. Konseprenmus (Convergence)

C. I'ubxrocts (Flexibility)

d. Hapexmocts

C xaxoii OEIbIO KOMIIAHUAM CTOWUT OTHPABJIATE COTPYAHHKOB B 00s3aTeILHEBIC OTIIYCKa

(Mandatory vacation):

26.

27.

a. ITO TO3BOISET COTPYAHHUKAM JIYIIE OTALIXATE, H CICIOBATEIBHO JIydIile
paboTars

b. 2710 obneryaer NOMCK BPEMCHHOM 3aMeHEI

C. 3TO MO3BOJISLET BEIABUTE CIyYaH MOLIEHHHYECTEA

d. 3T0 HEOOXO0AUMO AN oOecHeyeHUs IIpeIOCTABICHH HAHMEHBIIEr0 YPOBHS
JocTyma

OsnakoMnenze o npaBuiax 0e30macHOCTH (Security awareness) 3To:

a. TOXE CaMO€ 9TO U MpodiecCHOHANBHOE 00yIeHHE

b. TIPOBEPKa TPYAOBOH UCTOPHH COTPYIHHKA H IIOATBEPKACHHE €0 JaHHEIX 00
06pa3oBaHKH.

C. IO3BOIIAET ONPEAEINTE, KTO B KOMIAHUH ABIACTCS HOTEHUHAIBHON yrpo3oi
0C30MaCHOCTH,

d. TIPOLENYpa ¢ KOTOPOH HaguHacTCA MEepBhlit NeHb PaloThl COTPYAHMKA

Yro 6y,ueT NICPBHEYHBIM IHATOM IIPH OLCHKE PHCKOB, HCIIONB3YA KAQ4YCCTBCHHEIC

(qualitative) MeTOZIBI.

28.

29.

30.

a. Paspabotka crienapus.

b. OLEHUTD YTPO3bL.

C. OnpejieniTs NOTEHITHANBHBIE €XKETOHBIC TOTEPH.,
d. OueHATH NOTERIUANIBHEIC IOTEPH.

Kaxoe 13 HuKenepeucIeHHEIX AEHCTRBAM Hellb3s IPUMEHSTE IIPY YIIPABICHUH PHCKAMU:
a. [Ipunars

b. HrHopupopath

C. IlepenoxuTs

d. Otkazarbes

KayecTBeHHas OLICHKA PHCKOB HCIIONB3YET CASAYIONUHE OUECHKH:

a. IIponenTsr

b. Pacuér HONHBIX €XKEroAHEIX IOTEPh

c. Bricokuit/cpenanii/Hu3Kuit

d. Bennuuna B nonnapax

Kakoe 13 clefiyromux onpeleneHuii COOTBETCTBYCT NPHHATHIO PUCKa (acceptance):

a. He ncnonp3oBats MepOTIPHATHS HANPABICHHEIC HA CMATYEHHE PUCKA H ITOKPLITE
YOBITKH M3 COOCTBEHHEIX HCTOYHHKOB B ClIyyae HACTYILIEHHS PHCKA.

b. IlepenaTh pacxoibl 110 PHCKY APYroi KOMIAHMH

C. Hcrmone308aTh JONMONHUTEILHBIE MEPE!, KOTOPBIE TIO3BOIIAT CHH3UThH (PMHAHCOBLIE
3aTPAThl B CIy4ae HACTYILICHHS PHCKA T e I
d. He npunMMaTh HEKAKUX JeHCTBHIL, TOAYMATh O TOM, YTO ACIATh C PUCKOM TOTIA,

Korna oo HaCTYIIHT.



31. Kakoe u3 onpenenenuii He sBJISETCS OJHAM U3 TpUansl uadopManuonnoi
0e30IacHOCTH:

a. Tlenocrrocts
b. KonduaenmmanbHoOCTh
c. MacmrabnpyemMocTh
d. HoctymHocTs
32, Yro Ttakoe xem kosuiu3ed (Hash collision)
a. Ommubxa nmpy renepartuy xem GyHKIHT
b. [loBTOpEI B pe3ynbTHpyIoiei HudpoBoit HoCIeOBATENIEHOCTH, KOTOpPLIS
CBHIETENBCTRYIOT O HEHAJEKHOCTH XEIll AITOPHTMA
c. CoBnaneHne pe3ynsTUpPYIOMed TH(GPOBOI NOCIEOBATEIEHOCTH H IH(POBOI
HOJITHCH
d. WpenTuuHas pe3ynsTupylomas HHGpoBas MocieI0BaTeNbHOCTE B Ppe3yiLTaTe
pPa3’HBIX HCXOJHLIX MOCIECAOBATEILHOCTEIH.
33.  Yro gBnsgeTcs MEPBHIM MIATOM IIPH YCTAHOBIIEHUH 3AIHIIEHHOTO COS/TUHEHUE B
THOpUIHEIX cucTeMax Takux kak SSL wim IPSEC
a. OdMeH CUMMETPHUHBIMH KITFOYAMKH
b. OOMeH myOJHYHBEIMA KITIOYaMH
C. Bribop xem ¢yHKImg
d. Bri6op anroputma nmmm@popaHus
34.  Yro sBmsAeTCS HAMIIyUINIHM METOIOM IIPOBEPKH AOCTOBEPHOCTH IHQPOBOH IOTHCH
a. IIpoBepHuTE NOAINCEH IYTEM CpaBHEHUS XeIl PYHKUMH BPYYHYIO
b. HcnonszoBats myOMuUHEI KO JUIs8 NPOBEPKH UHGPOBOMA MOANHCH
C. HomyunTs MyOGMMUHENE KIFOY W3 IOBEPEHHOIO YAOCTOBEPAIONIEro nenTpa (trusted
certificate authority) u npoBepuTs NOAMKUCE ¢ HCOOIB30BAHUEM [OIYUEHHOTO KIIOYa
d. Mcnonezosars Hanbolee HaNEeKHEIH XEI AITOPHTM IS IIPOBCPKH.

35.  Hayka o ckphITOH nepenaye HHGopManHWH yTEM COXpAaHCHHSA B TaiiHe caMoro (hakra
NepeNavy HA3LIBAETCH:

a. Kpunrorpagus
b. Creranorpadus
c. Kpunroarams
d. Creraananuz

36. UYTO 13 HIKENIEPEUHCIEHHOTO He SIBIICTCA IPaBUIBHON XapaKTePHCTHKOMH X paHHITHII
nIanaeIxX (data warehouse)?

a. Hcnonp3oBanie NOBEINIAET PUCKH HEITPHKOCHOBEHHOCTH YACTHOM XKH3HH.

b. PazpaboTans! s XpaHeHHS AaHHEBIX C [{EIHH MTOCIIENYIOIIEr0 aHaltu3a.

c. XpaHAT NJaHHBIC U3 HECKONBKMX Pa3HBIX HCTOYHHUKOB.

d. Co3znaHe! # HCIOIB3YIOTCSA U1 TPOEKTHO-OPHEHTHPOBAHIBIX TAKTHUECKHX IIENEH,
37.  Korpa opranusanys He yBepeHHA B OKOHYATENBHEIX CBOWCTRAX pa3spabaThiBaeMOro
IPOJyKTa, KaKasg MOJEINE pa3paboTKH MoJoHAeT HAMIydInuM 00pa3oMm.

a. Cleanroom

b. HccnenoraTensckas MOIENE

C. IlpotoTHma Moaenn

d. Hrepanmonnas paspaborka
38.  Uro M3 HHXKeNepedHCICHHOro 00RIUHO He ABILCTCA YaCThIO CHCTEMBI KOHTPOJISL
HU3MEeHeHHH

a. Tectupopanue

b. SLA i niponecca yTBepXKICHHS

C. OTuers! JUis PyKOBOACTBA o

d. - OnoOpeHue H3IMEHEHHIT -
39.  Tumyp H ero KoMaH/ia IOJIYIHIH OT KIIMEHTA 34Ka3 Ha IPOBEEHHE TECTOBOrO B3J10Ma

ceTH. CeTeBEIE aMHHUCTPATOPE! IIPEJIYIIPEKACHBI O IPOBEICHIE TECTA HO HE 3HAIOT BpeMs
TECTHPOBaHMA. THMYp cobpan nHMOPMAIHIO 0 TOTEHIHANBHON HENH H3 HHTEPHETA, H TAKKE



oOpeIBOUHAs HHQOpMAIUA IpeaocTaBieHa KnenToM. Kakoil ypoBeHb 3HAHHS ¥ KOMaH IbI
TECTHPOBAHHS, H Kako# THH TecTa OyaeT mposogures?

a. Ilomueni ypoBeHS 3HaHHMIL; CIENOM TECT.
b. YHacTHYHEIA YPOBEHb 3HABMM; CNIENOH TeCT.
C. HacTuuHblH ypOBEHb 3HAHUH; ABOHHOM CHCIO TECT.
d. Hynesoit ypoBeHb 3HaHHIA; Clenoif TecT.
40, Crnenpamicr o 0€30MaCHOCTH IBITASTCS IPEIOTBPATHTD B KOMIIAHHH CHTYAIMH KOTA

MOJB30BATENN OTY4at0T H3IHIIHNUE IPUBUIICTHH, KAKOH U3 HAXKeNlepeYuCIIeHHBIX METOIOB
MOJOHET JIyqIle BCEro?

a. OnobpeHue npas DOIBL30BATEICH PYKOBOICTBOM
b. JByx-akTopHas naenTadUKaIys ¥ Ay TeHTHOHKAIHS.
c. IlepexBat mpenocTaBieHHs NPUBUIICTHH B KYPHAIE! ayAUTA
d. Brenpenne nomuTHKY yCHIIEHHOTO MHH(pPOBAHAS
41.  Bacsa obmapy>xui uto Acs nonyyra HEABTOPU3OBAHHEIM JOCTYII K €TI0 KOMIILIOTEPY,

oxHaKo Acd He ob1anaeT o4eHb GOJNBIINM OIIBITOM PaboTH ¢ KoMIbOTEpaMu. KaKkylo TeEXHHKY
IiepexBaTa Iapoisi BeposiTHES BCEro HCIONb30Bana Aca?

a. CrnoepapHas araka
b. Barman u3-3a mneya
c. ITepexsar MEeKTPOMarEUTHEIX ot
d. PanysxHble TaGMHAILIB
42.  Yro Takoe mMyONMHUHBIH KIIIOY:
a K04 npu oMoy KoToporo 3amm(ppoBHBacTCs H paciiubpOBLIBACTCA
coolieHne
b. CexpetHas nu(poBast 10CIeNOBATENBHOCTE MCIIONB3YEMAs 18 3au(POBEIBAHIS
coobmenns ¢ Henpio obecnedyeHn KOHDHASHIHATEHOCTH
c. ObmenoctynHas L poBas HOCICAOBATENBHOCTh ¢ UEbIO YCTAHOBIEHHS
OTIPABHTEILS
d. Knrouepas napa npuMeHseMas B ACCHMETPHYHOM MHBPOBAHUH
43.  Yr0 M3 HHXKEIEPEUHCICHHOTO HE SBJIACTCS aTaKoH Ha pe3yIbTHPYIOILYIO 1H(POBYIO
TIOCNEAOBATENBHOCTE Xell (hYHKIIHH:
a. I'py6as cuna (Brute force)
b. Pagysxusie Tabnuusl (Rainbow tables)
c. Knaspatypnsiit mmaon (Keystroke logger)
d. Artaka no cnosapio (Dictionary)
44.  Kakoii 3 RAID MaccHBOB uMeeT HauMeHbLIAH Koo hHIHEnT H36BITOYHOCTH
a. RAID 1
b. RAID 5
C. RAID 10
d. RAID 0+1
45.  Kaxoif u3 RAID MaccHBOB HMeeT HaHMEHbBIIHH KOd(QHIMERT OTKA30YCTORYHBOCTH
a. RAID 0
b. RAID 1
c. RAID 5
d. RAID 10
46.  Kaxas madopManus He TOIKHA 00I3aTENEHO 06pabaThIBATECS IPH HHBEHTAPH3AIMH
00opyIoBaHHUA ¢ LeNbio obecnedenus HE(GOPMALHOHHON 6€30IIaCHOCTH:
a Hudopmanys o sianensne
b. Hudopmaniis o pacnonoxennu
C. JaHHBIE 0 IOCTABINHKE o . .
d. - Yuernas undopmalus (cepriiHbIE HOMEpPa H MOJENH) - -
47.  Kakas cTpaTerts HCIIOIB30RAHAS IIPOrPaMMHOre ofecneueH s IBIseTcs Hanboee
PHCKOBaHHOMN JJII KOMIIAHUH:
a. Hcnonp3oBanue IporpaMMHOTO 00ECTIeUeHHs PasHEIX BEHIOPOB
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b. Hcrmons3oBaHue MHPATCKOTO OIPOrpaMMHOTo 00ecIieHeH st

c. HUcnonp3oBaHHE IPOrpaMMHOTO 00ECIeUeH s TOJIRKO OJHOTO BEHI0Pa
d. Hcnonp3oBanne NporpaMMHOro 0OECIIEYCHHS ¢ OTKPBITEIM KOIOM
48.  Kr0 B3 HIUKENIEpEYHCIICHHBIX a]MHHHCTPATOPOB AMEET HCOTpaHHYCHHbIE HpHBHHBI‘PIPI B
CHCTEMAaxX yNpaBJIcHUA 0a3aMH JIAHHBIX:
a. AnmuHHCcTpaTop 0e30MacHOCTH
b. AnmMuHucTpaTop 0a3bl JaHHBIX
C. CeTeBoii aJIMUHUCTPATOP
d. CHCTeMHBIH aIMHHHCTPATOP
49.  Kakue TpeOoBaHHA BBIIBUTAIOTCS K 3AIKTE PE3CPBHLIX KOMHUI:
a. PesepBHEIe KOIMM MOTYT GBITH 3aIIHIICHEI ciabee, YeM UCXO(HAs HHPOPMAaLIH
b. Pe3epBHBIe KOIMMM MOTYT OBITH 3aMANICHE] CUNILHEE, Y€M HCXOIHAS HHPOPMAIHs
C. PesepBHBIE KON DOIDKHBI OBITH 3aIULIEHB] HE MEHEE HAIEKHO, YeM HCXOHAas
wHbpoOpMaIHs
d. PesepBHBIE KOIIMKE MOTYT OBITh 3aAIMILEHEI TAKOKE KAK M HCXOHAS HHPOPMAIHA
50. B coorseTcTBHE ¢ TpeGOBAaHHAMH HONATHKYA HEOOX0QMMO TOMOIHHTENLHOE pazpelleHHe

Ha HCTONL30BaHUE CHHGBepa. KTo U3 HHXe IePEeUHCIIEHHBIX COTPYIHHKOR HOILKEH OBITh
BKJIFOYEH B CIIMCOK YTBEPKIAIOMIHX:

a. CrcTeMHBIH aIMHHHCTPATOP
b. CeTeBoif aiMUHHCTpATOP
c. ApMuHucTparop 6€30nacHOCTH
d. AnmunMcTparop 6a3 TaHHEIX
51.  JIBe 4acTH LENOCTHOCTH - 9TO CHCTEMA M
a. JlanHEle
b. TIpouecc
c. Wndopmanns
d. Tpanzaximm
52.  Wcnonp3opaHue KpHOTOrpadus MOBBILIACT PUCKY HAPYIICHUS:
a. IenoctHOCTH
b. KondumennmmansHoctu
c. HoctymHocTr
d. HocroepHocTH
53.  Tipumepom Kakoro THITa KOHTPOJII JOCTYNA ABIAETCH AETEKTOPH! IBHIKCHHS H KaMePhl
HabMONeHH:
a. AIMHHUCTPATHBHBIH
b. Texaugeckuit
C. Horuveckmit
d. Du3HYecKuit
54.  Kaxo# U3 THIIOB ayTeHTHOHMKAIME HE OTHOCHTCA K METORY «UTo 51 3Har0»:
a. Iapons
b. Iaponsnas ¢pasza
C. ACHHXpPOHHBI! TOKEH
d. IepconansHas uctopus
55.  Kaxo#i 3 THIIOB ayTeHTHOHKAIMH HE OTHOCHTCS K CTATHIECKOMY GHOMETPHYECKOMY
METO[IY:
a. Cetuartka riaza
b. ['ecoMerpus nagoun
c. [Nonocoroii ma6mon
d. OTnevaTok mansna S S

56. - B xaxoMm oTBeTe COMEPKHTCH IPABHIIBHAS TOCHENOBATENBHOCTE IIATOS JiJis OLCHKY
PHCKOB

a. Vnentudukanms yrpos, HaeH UKL YI3BUMOCTEH, ONMCAHHE XapaKTePHCTHK
aKTHBA, ONPeIeIeHHEC IOCHeICTBHA

10



b. WUnenTudukainms yrpo3, MACHTHOUKAINA YA3BEMOCTEH, ONpeaeieHue
BEPOATHOCTH, ONPEIEICHAE IOCIEICTBH

c. OneHKa pHCKOB, HACHTH(OHKAINS YI3BHMOCTEH, ONpe/ie/ieHIe BEPOATHOCTH,
onpeseIeHne IOCICACTBAH
d. HpeHTH(UKAIMS YIPO3, IOJI'OTOBKA PEKOMEHIAINH, ONPEJICIICHUE BePOSTHOCTH,
IOJTOTOBKA OTYETA
57. Kakoii 13 crtocoboB sBISETCH HAMIIYYIIHM U XPAHEHHA NapoNieH BHYTPH CHCTEMBL:
a. Daiin ¢ OrpaHUYEHHEIM JIOCTYIIOM
b. Dalin 3alHINEHHBIH TapoieM
c. ObpatuMad mudporpamMma
d. Heobpatumas mudporpamma
58.  Kaxoi U3 HIDKENEPEUHCIEHHBIX Cl0co00B ayTEHTUGHKAIHE [IO3BOJISET YCUIUTD
KOHTPOIL IOCTYTIA K CHCTeME:
a. HMuckpernnii
b. JByx-(haKTOpHBI
c. Obs3arenpublit
d. PasrpanuyeHHBIi 10 BpeMeHR
59.  Yro H3 HHKENEPEUHCIIEHHOTO HaNMEHEE BAYKHO IS XPaHEHH B KyPHAIAX
0e300acHOCTH:
a. WM nonwzoBarens
b. Wnentuduxarop moys3osarens
C. Tun coberras
d. Hara cobprtus

60.  Uro u3 HEKENepeUHCIeHHOro SBIIeTCS Hanboslee cnabbiM 3BeHOM B 00eCIIeYeHNH
HH()OPMAIHOHHOI 6e3omacHoCTH:

a. KonTtpoas moctyma

b. CoTpynunaxn

C. PyxosojacTeo

d. IIporpamMmmer obydenus
61.  Kakue ocHOBHEIE 3HaHUS coJiepkatcs B crangapre ISO 27002:

a. Ynupasnenune nHGOPMAIROHHOH 6e30MaCHOCTHIO

b. PexoMennanuu no paspaboTke IporpaMMHOI0 obeceyeH s

c. Hudopmarnis 1o yrpasneHHIO MepCOHATBHEIME JaHHBIMK

d. TpeboBanms U1 KpeAUTHBIX OpPraHu3aIuii mo pabore ¢ KPEOUTHEIME KapTaMi
62.  Kakoif m3 HIXKENEPEUHCIEHHBIX AlTOPUTMOB HE PEKOMEHAYETCS HCIIONL30BATE LIS
mK(pPoBaHHs, TAK KaK OH He SBIETCS YCTOMYHBEIM K KPUIITOANAIH3Y.

a. RSA

b. Diffie-Hellman
c. Merkle-Hellman Knapsack
d. Elgamal
63. B kaxoii U3 HHKENEPEUHCICHHEIX PEXKUMOB IHQPORaHHS HET BEKTOpA HHHITHATH3AIIH
a. Cipher Block Chaining (CBC)
b. Output Feed Back (OFB)
C. Electronic Code Book (ECB)
d. Cipher Feed Back (CFB)

64. B kakoM ciydae yIOCTOBEPSAIOUIHI LIEHTP JO/DKEH IOMECTHTE CEPTHRMKAT B CHHCOK
OTO3BaHHLIX cepTH(PUKATOB?

a. Torna xorza y cepTudHKaTa 3aKOHYMICS CPOK JEHCTBHS
b. B ciyuae ecm ceccioHHBIH KITF0oY GBUI CKOMIPOMETHPOBAH : -
¢ Ecma cepruduxaT He HCIIONB30BANCS B TCUCHHH [UTHTEIBHOIO IEPHO2 BPEMEEH
d. Ecmn 3axpermeii ko4 Bragensia cepTadukara Gbul CKOMIPOMETHPOBAH
65.  laiignaitner (Guidelines) sTo:
a. Pexomenpanun
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b. Toxe caMoe UTO U CTaHAAPTHI

c. Obs13aTenbHbBIE K UCTIOINHEHHIO
d. YacTH BEICOKOYPOBHEBEIX MOIHTHK
66.  BozMoxHO ...
a. [ToaHOCTBIO YCTPaHUTE PHCK
b. [IposecTH MOJHYIO KOMHYCCTBEHHYIO OLIEHKY PHCKOB
C. IIpoBecTH NOMHYIO KAYECTBEHHYIO OIICHKY PHCKOB
d. losyyunTs HpHU pacyeTax OTpMUATENBHEIH MoKa3aTens ARQ npu xadecTseHHOI
OIICHKE.

67.  Kakas, n3 HIKEIIEPEYHCICHHBIX IPYIII JIFOAEH COCTABNIAET HAUGOBIIHE PHCKH
MOIICHHUYECTEA H PACKPBITHIO KOH(H/IeHIIHaNbHOHM undopMaiuu

a. CoTpynHuxn

b. Xaxepsl

C. BuemrarHbie COTPYIHAKH

d. Buelnue KOHCYIBTAHTEI
68.  Kro HeceT oIHYI0 0TBETCTBEHHOCTS 3a TO YTO JAHHEIC KIACCHPHIMPORAHEI 1
3AIHINCHEI?

a. Brnapensrpl faHHBIX

b. [TonszoBarenn

c. AJMUHHCTpATOPEI

d. PyxoBoacTso
69.  Kak mocumtaTh ocTarounsli puck (residual risk)

a, [Vrposa] x [Puck] x [Beauuuna akTHBa]

b. ([Yrposa] x [Bemuunna aktuea] X [Ysaseamocts)) x [Prek]

C. [SLE] x [HacToTa]

d. ([Yrposa] x [YsazeumocTs] x [Benuuuna akrueal) x [I[IprasTeie Mepsi]

70.  lleunas undpopmanns Os1a coxpanena Ha CD-ROM, oiHaKo TeHeph 5TOT HOCHTENb
A2HHLIX Gonblue He HyxeH. Kak mTydie Bcero yHUITOXKTE HEGOPMAITHIO?

a. Crepetb
b. YHUYTOXKUTE (HH3HYECKH
c. IlepesamucaTs Gecrione3HEIMH JAHHBIME
d. Pasmaruututs
71. B xaxoi MOMEHT Ge30IacHOCTh NO/DKHA OBITh BKIOYEHA B IPOEKT Mo paspaoTtke I10.
a. B nponecce cbopa tpeGopanmii
b. B nponecce BHeapenus
c. B nponecce pa3paboTKy apXHTEKTYPBI
d. B MOMEHT (hHHATBHOTO TECTHPOBAHHS
72.  Yro Takoe noruveckas 6omGa?
a. Ito I1O xoTOpOE NepeMelaeT JaHHbE C OHOTO KOMIBIOTEpPA Ha JPYToit
b. 970 110 KoTOpOEe AKTUBHpPYETCS 110 KAKOMY-HUOY b COBBITHIO HITH II0 BPEMEHH
C. Jto camopermuuupyomuecs 10
d. 310 I10 KOTOPOE BLINONHAET MOJIE3HBIC H BPEOHOCHBIE (YHKIHH 0/JHOBPEMEHHO
73. OMHIHS NPOCTyITABAET CETh ¢ LENbIO IIEPEXBATA IIAPosIelt I TTOCTeAYIOIIEH
ayTeHTHQHKAIKNHE K cepBepaM. Kak HaspIBaeTcs Taxoi Tin aTaku?
a. [lcuxonoruyeckas araka (Social Engineering)
b. I"'pybas cuna (Brute Force)
C. Artaxa nosropoMm (Replay attack)
d. Araka o cnosapto (Dictionary attack)
74.  Kaxoe yreepiaeHne nyulie BCero oNACHIBAET IIPOLECC CO3aHMs 1 POBOH TIOIIHCH.
-a. 'OTHpaBHTeJIB'SaIIIH(bPOBLIBaeT XCI-CyMMY JNOKYMCHTA CBOMM CEKPETHRIM
KIIHOYEM
b. Orapasurens 3amubpoBLIBAET XEIU-CYMMY A0KYMEHTA CBOMM OTKPBITHIM
KITI049eM
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c. [omygarens 3amupoBLIBacT XEHI-CYMMY JOKYMEHTA CBOHM CEKPETHBIM KIIKOYEM

d. IonygaTens 3amngpoBBIBAET XEM-CYMMY JIOKYMEHTa CBOHM OTKPBITBIM KIIHOUEM
75.  Yro U3 HIKe NePEeUHCISHHOr0 He ABIAETCA YaCThIO MIPollecca aHAN3a ITOCIEACTBHIA 1
AesrensHocTH (business impact analysis) npu mIaHAPOBaHWH HEIPHPBIBHOCTH Ou3HECa?

a, IlapannenpHOe TECTHPOBAHHE HIIH TECTHPOBAHNEC C HOJHLIM BOBICYCHHEM.
b. CocraBneHue cxeMbl KJIaCCH(HKAINH 110 YPOBHIO KPHTHYHOCTH.
C. C6op nHpOpMaLMK C HCIIOIB30BAHUEM HHTEPBEIO HIIH OIIPOCOB.
d. Hoxymentanusa 6uzHec GyHKITHIT.
76. Komnanus «Roga und Kopyta, ltd, inc, corp» XoueT 3alIUTHTE CBOIf JIOTOTHII OT

HEIIPABOMEPHOTr0 HCIIONB30BaHus. Kakoll THI IOpHAMYECKOH 3aIMHTE, H3 HIDKCTICPESUHCIICHIBIX
mogoiinet?

a. ITatent

b. Copyright

c. Trademark

d. Toprosrlii cexper
77.  Kakoii THII, U3 HHXEIICPCTUCISHHBIX, IIPOrPAMMHBIX JIMIIEH3H IIPENOIATAET YTO
IIpoTpaMMHOE OOeCIIeUeHHE IPOACTCH 110 CHIKEHEEIM leHaM?

a. Shareware

b. AxaneMH4ecKHe

o Freeware

d. Kommepueckue
78.  UYto U3 HIDKE IEPEIUCICHHOTO He SBIsIeTCsl 00A3aTeNbHEIM IIAroM IS KOHTPOJIA
H3MEHEHHH NPU ynpasieHHHE KoHpurypanysmu (Configuration Management)?

a. ITpoBepka 1 mpeacTaRICHUE

b. Onobpenne SLA (Service-level agreement)

c. OTuers! 10 W3MCHEHHS /I PYKOBOIUTENEH

d. Onobpenne H3MeHeHHI
79.  BsrBoccranaBniBaeTe Balll OCHOBHOH ouc moce paspyliuTensHO KatacTpoQbl, Kakne
(bYHKIHM JOJKHE] OBITE TIEpeHECeHB] H3 BPEMEHHOTO B OCHOBHOM 0(HC B HEPBYIO ouepens?

a. MeHexMeHT

b. Haubonee KpuTHIHBIE CHCTEMEI

c. Hawmbonee xpuTudnsie QyHKUUA

d. Haumenee kputuunnle GpyHxnuu

3. Opran3anHOHHO-NMEAATONMYECKHE YCIOBHA PEATHIAIMHA NPOTPAMMBL:

3.1 MaTepuanbLHO-TeXHHYECKHE YC/I0BHS PEATN3AUMH NPOTPAMMBI:

Ilpd uTeHMH JNEKOMH MCHONB3yeTCs MYJIBTHMEOMHHOE OGOpYNOBaHHE, NO3BOIIIOIIEE
JEMOHCTPHPOBATE MpeseHTanuy B Microsoft Power Point. IIpakTuueckue 3aHATHS OpOXONAT B
CHCHHATH3HPOBAHHBIX AYAHTOPHSX, OCHAIIEHHLIX KOMIBIOTEPHEIM 000PYAOBAHKEM.
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3.2 KanpoBoe obecneuyenne ofpa3oBaTe/ibHOIO IPOLECCA 10 POrpaMMe:

JOJKHOCTE, yueHast Konuuectro
O6pazoBanue CTelleHb, 3BaBHE, CTaX Hay4HbBIX U
Gamuns, Hus, -
No 0 (By3; ['on oxoB4aHms; paboThL B IAHHOH WK yuebHO-
THECTRO CrenuanbHOCTE) aHAJIOTMYHOMH METOIUYECKHX
obacTh, meT nyGuKanui
PykoBopuTens nporpaMmel
1 | MaxoBHKOB banruiickuit Hekan dakynnrera bonee 180
Ajekceit rocyJapCTBCHHBIH (yHIAMEHTATHHBIX H
bopucopuu TEXHHYIECKUN YHUBEPCUTET; | FYMaHHTAPHBIX
1994; CucreMpl JHCIHITINYE, K.T.H.,
YIIpaBiCHHA paKeTHO- JIOTIEHT, 23 roga
KOCMHYECKHMH 00 BEeKTaMH
H KOMITJIEKCAME
JIETATENLHRIX aNNapaToB
Tpodeccopcko-npenoiaBaTebCKHid COCTAB NPOTPAMMBI _
2 | Karynmoe BoeHHBIHA yHUBEpCHTET 3am. 3aB. Kad. bonee 60
Esrennit IIBO (dunuan r. Cankr- MH(OPMATHKH H
Bnagumuposuu | Iletepbypr), 2002, KOMIOBIOTEPHBIX
PanuosnexTpoHHbie TEXHOJIOTHH, K.T.H.,
crcteMbl; CaHKT- uHcTpykTop CeTeBoi
[Terepbyprckoe BEICIIEE Axanemun Cisco, 15
BOCHHOE YYHITHINE neT
PaaHOdICKTPOHHKH
(BocHHEI uHCTHTYT), 2006,
[Ipenojasatens BeICLIEH
LTKOJIB
3 | boiixos Hanuonaneusii Accucrent kad. Bonee 40
Anexceit MHHEPAIBHO-CHIPhEBOH aBTOMAaTH3aLMK
Bukropopuu yHEBepcHTeT «[ OpHBli», TEXHOJIOTHYECKHUX
2013, Apromartuzanus MIPOLIECCOB H
TEXHOJIOTHIECKIX IIPOH3BOJACTB, K.T.H., 3
IIPOIIECCOB U MPOM3BOACTE | roa
4 | Kotenesa Caukt-IlerepOyprekmii Houent xadeaprr Bonee 50
Haranes roCyJapCTBCHHBIN I'OPHBIN | ABTOMATH3AIHHA
HBanoeHa HHCTHTYT HMEHH TEXHOJIOTAYECKHX
I'.B. ITnexanora TIPOLIECCOB H
(TexHHYeCKHiH MPOU3BOICTB, K.T.H., 8
yHHBepcuTeT), 2007, JET
ABTOMATH3AIASA
TEXHOJIOTHUECKUX
IIPOIECCOB ¥ IPOU3BOJICTE
5 | llapox Cankt-IleTepOyprexuii Jlouent xadenpsr bomnee 50
Beponuxka ToCyAapCTBCHHEIH COLIHOJIOTHH 1
Buxropoena yHuBepcuteT; 2006; IICUXONOTHH, KJIICX.H.,
Ilcuxonorus 7 net

4 HadopManHonHoe odecreveHie NPOTPaAMMbI:
Tlepeuenr pekOMCEHIYyeMBIX yUeOHBIX H3zaHuii, MHTepHeT-pecypcoB, IONOIHUTENHLHOM
nareparypr.
WHTEepHET-pecypChL:

1. DnexTponusle

marepuansl  CeTeBoit

aKajgcMum

Cisco 1o

Kubepbesonacnoctu: https://www.netacad.com/courses
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