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1. OBIIME IMOJIOKEHUSA

1.1. Hacrosiiee Ilonoxenue o0 uHpopmanmoHHON Oe3omacHOCTH (nanee —
[Tonmoxxenne) (dheaepaabHOr0 TOCYIAPCTBEHHOTO OFOJKETHOIO 00pa30BaTeIbLHOTO
yuapexaeHusi  Beicmiero — oOpazoBaHusi  «Caukrt-IlerepOyprckuii  TOpHBI
YHHBEPCUTET» (Hajiee — YHUBEPCHUTET) SBISICTCS O(PHUITHATBHBIM JOKYMEHTOM.

1.2. [Tonoxxenne pa3paboTaHO B  COOTBETCTBUHM C  TPEOOBAHHSAMU
®enepanbHoro 3akoHa oT 27 wuions 2006r. Ne 152-03 «O mnepcoHalbHBIX
JAHHBIX», TPEOOBaHUSAMHU K 3allUTe NepcoHaNbHbIX JaHHbIX ([I/IH) mpu wux
o0paboTke B  MH(MOPMALIMOHHBIX  CHCTEMax  IEPCOHAIBHBIX  JIAHHBIX,
YTBEpXKIAECHHBIMU nocTtaHoBieHueM l[IpaButenscTBa Poccuiickoit @enepanun ot |
HOs1Opst 2012 1. No1119, denepanbabiM 3aKk0oHOM OT 27 utoist 2006 roga Ne149-03
«O0 nundopmaiuu, UHPOPMAITMOHHBIX TEXHOJIOTHUIX U O 3aIIUTE UHHOPMALTUN.

1.3.B  Tlonoxxenuu  ompenenaeHbl  TpeOOBaHHUS ~ K  IMEPCOHAITY
WHPOPMAIIMOHHONW  cHcTeMbl TepcoHabHbIX  gaHHbIX  (MCIT/IH), cTemneHb
OTBETCTBEHHOCTH  MEpPCOHANa, CTPYKTypa U  HEOOXOJIMMBIA  YpOBEHb
3alMIIEHHOCTH, CTaTyC M  JOJDKHOCTHBIE  OOSI3aHHOCTH  COTPYAHHUKOB,
OTBETCTBEHHBIX 32 o0ecreyeHnue 0e30MmacHOCTH nepcoHabHbIX JaHHbIX B MCII/x
YHuBepcurera.

1.4. Ilennro HacTosmiero IlonoxkeHus sBisieTcss oOecreueHrne 0e30MacHOCTH
O0OBEKTOB 3aIUTHl YHUBEPCUTETA OT BCEX BHUJIOB yIrpo3, BHEIIHUX U BHYTPECHHHUX,
YMBIIIJICHHBIX W HEMpeJHAMEPEHHBIX, MUHUMHU3AIMS yIiepda OT BO3MOKHOMU
peanuzaiuu yrpo3 0e30macHOCTH NepcoHaNbHbIX JaHHbIX (Y BIIJIH).



1.5. be3onacHOCTb MEPCOHANBHBIX JAHHBIX TOCTUTAETCS MyTEM UCKITIOYEHUS
HECAHKI[MOHUPOBAHHOI'O, B TOM YMCJIE CIy4allHOrO, JOCTyNa K MNEPCOHAJIbHBIM
JIAaHHBIM, PE3YJbTaTOM KOTOPOTO MOXET CTaTh YHUYTOXEHUE, W3MEHEHMUE,
0JIOKMpOBaHUE, KOMUPOBAHKE, PACTIPOCTPAHECHHE TTEPCOHATBHBIX JIAHHBIX, a TAKKE
VHBIX HECAHKIIMOHUPOBAHHBIX JEHUCTBUU.

1.6. Uadopmanus u CBS3aHHBIC C HEW PeCypcChl TOJDKHBI OBITH TOCTYITHBI
JUIsl aBTOPU30BAHHBIX MOJb30BaTeNeH. JIOJPKHO OCYIIECTBISITBCS CBOEBPEMEHHOE
oOHapykeHne u pearmpoBanue Ha YDBIIJIH. JIo)DKHO  OCYIIECTBISATHCS
NpEeAOTBpaIllCHUE MPEIHAMEPEHHBIX WJIH CIYYalHbBIX, YACTUYHBIX WM TOJHBIX
HECAaHKIIMOHUPOBAHHBIX MOAU(DUKAIIMA WM YHHYTOKCHUS TaHHBIX.

2. OBJIACTDH JJEMCTBHUSA

2.1. TpeboBanusi Hacrosimiero IlojoskeHus pacnpoCTpaHSIOTCS Ha BCEX
COTPYIHUKOB YHHUBEpPCUTETA (IITATHBIX, BPEMEHHBIX, pA0OTAIOIIUX IO KOHTPAKTY
U T.I1.), a TAKXKE BCEX MPOYMX JUIL (TOAPSIAYUKHI, ayAUTOPHI U T.11.).

3. OCHOBHBIE ITOHATHUA

B Hacrosmem I[lonokeHMM WCHONB3YIOTCSA CIEAYIOIIHE TEPMUHBI U HX
OIIpEEIICHUS:

aBTOMATHU3MpPOBaHHAs CHCTEMa — CHCTEMa, COCTOAIIAs W3 IEepcoHala U
KOMIUIEKCA CpPEACTB  aBTOMATHU3AallMM €ro  JEATENbHOCTH, pealu3yromas
MH(OPMAIMOHHYIO TEXHOJIOTHIO BBITIOJIHEHHS YCTAaHOBJIEHHBIX (DYHKIIMIA;

aYTeHTI/I(bHKaI_II/IH OTIIPAaBUTCIII JAaHHBIX — IIOATBCPXKIACHUC TOI'O, YTO
OTIIPABUTCIIb ITOJTYUYCHHBIX JAHHBIX COOTBCTCTBYCT 3a4BJICHHOMY,
0e30I1acHOCTh IICPCOHAJIBHBIX JAHHBIX — COCTOSHHC 3allMUIICHHOCTHU

NEPCOHAIBHBIX JaHHBIX, XapaKTepU3yeMO€ CIOCOOHOCTHIO IOJB30BATENEH,
TEXHUYECKUX  CpPeICTB M  MH(POPMALMOHHBIX  TEXHOJOIMM  oOecrneduThb
KOH(QUICHIMATBHOCTb, LEIOCTHOCTh U JIOCTYITHOCTh IEPCOHAIBHBIX JaHHBIX HpU
ux 00paboTke B UHPOPMALMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX;

OMOMETpUYECKUE TEpPCOHANbHBIE  JaHHbIE —  CBEACHHS, KOTOpBIE
XapaKTepHU3yIOT (HU3UOJIOTHUECKHME OCOOEHHOCTH YE€JIOBEKAa U Ha OCHOBE KOTOPBIX
MO>XHO YCTAHOBUTH €r0 JIMYHOCTb, BKJItOUas (OoTOrpaduu, OTHEYATKH MaJbIEB,
o0pa3 ceTyaTKH Tjla3a, OCOOCHHOCTHM CTPOEHHUS Tejda W APYryH MOJ00HYIO
uH(pOpMaIHIO;

0JIOKMpOBaHUE MEPCOHAIBHBIX JTAHHBIX — BPEMEHHOE IMpeKpaiieHue coopa,
CUCTEMATHU3ALMH, HAKOIJIEHUS, HCIIOJIb30BAHMS, PACIPOCTPAHEHUS IEPCOHATIBHBIX
JIAHHBIX, B TOM YHCJI€ UX MEepe/layuu;

BUpPYC (KOMIIBIOTEPHBIN, MPOTrPaMMHBINA) — HCHOJHSIEMBIA HPOTrpaMMHbIN
KOJT WM HHTEPIPETUPYEMbI HA0Op WHCTPYKIIHH, 00Jagaronuii CBOMCTBAMU
HECAaHKIIMOHUPOBAHHOTO PacCIpOCTPAHEHUsI U CaMOBOCIPOM3BEAEHUS (CO31aHHbBIE
nyOnIMKaThl KOMIBIOTEPHOTO BHpYCa HE BCErja COBMAJAIOT C OPUTHMHAJIOM, HO
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COXPaHAIOT  CHOCOOHOCTH K  JajdbHEHIIeMy  pacHpOCTPaHEHUIO u
CaMOBOCITPOU3BEICHHIO);

BpEJAOHOCHAsE MporpaMma — [porpamma, MpeJHa3HAu€HHas Ui
OCYIIECTBJICHUS! HECAHKIIMOHUPOBAHHOTO JOCTyna u (WJM) BO3ACUCTBUS Ha
MEPCOHANIbHBIE TAHHBIE WJIM pecypchbl MHOOPMAIMOHHOW CUCTEMBbI NIEPCOHATBHBIX
JAHHBIX;

BCIIOMOTATENbHbIE TEXHUYECKHUE CpPEJCTBA M CHUCTEMbl — TEXHUYECKHE
CpEICTBa U CUCTEMBI, HETIpeTHAa3HAYCHHBIE IS TIepeaun, 00pabOTKU U XpaHCHHS
NEPCOHANBHBIX JAHHBIX, YCTAaHaBIMBAaEMbIE COBMECTHO C TEXHHYECKUMHU
CpEICTBAaMH M CHUCTEMaMH, MpeIHa3HauYeHHBIMU JUid 00pabOTKH MEepCOHABHBIX
JaHHBIX, WJIA B TOMEIIEHUSX, B KOTOPBHIX YCTAaHOBIEHBI HH(POPMAIIMOHHBIC
CHCTEMBbI MIEPCOHANIBHBIX JTaHHBIX;

JOCTYTI B OINEPAIMOHHYIO Cpely KOMIbioTepa (MHGOPMAIMOHHON CHCTEMBbI
NEPCOHAIBHBIX JTAHHBIX) — IOJIyYEHHE BO3MOXHOCTH 3allyCKa Ha BBINOJIHEHHE
IITAaTHBIX KOMaHJ, (PYHKIHM, MpoLeyp ONEpalluOHHON CUCTEMBbI (YHUUTOKEHUS,
KOIIUPOBaHUS, MEpEMEIICHUs U T.[.), HCIOJHAEMbIX (DalijIoB MPHUKIAIHBIX
Iporpamu;

J0CTyll K UHGOpPMaluu — BO3MOXKHOCTb IOJyYeHUs HHQOpMAIUM U €€
UCIIOJIb30BaHUS;

3aKJIaJOYHOE YCTPOWCTBO — D3JEMEHT CpeJICTBa cheMa HH(pOpMaluu,
CKPBITHO BHEAPSAEMBI (3aK/IaJbIBa€Mblil WM BHOCHMBIH) B MECTa BO3MOKHOTO
cbema nHpopmanuu (B TOM YUCIE B OTpaKACHHE, KOHCTPYKIIHIO, 000pyAOBaHHUE,
peIMEeThl HHTEPhEPA, TPAHCTIOPTHBIE CPEJICTBA, @ TAK)KE B TEXHUYECKUE CPEICTBA
U CUCTEMBI 00pabOTKU MH(pOpMALUN);

3amuiraeMas uHbopMaius — uHGOpMAIUs, SABIAIOMAACA TPEIMETOM
COOCTBEHHOCTH U TMOAJIEKAIIasi 3alldTe B COOTBETCTBUM C TpeOOBaHUSIMU
IPABOBBIX JIOKYMEHTOB WUJIM TPeOOBaHUSIMH, YCTaHABIMBAEMbIMU COOCTBEHHUKOM
uHdopmaIuy;

uAeHTUUKAIMS — TPUCBOCHHE CyOBEKTaM U OO0BEKTaM JIOCTYyIa
unaeHTuduKaTtopa u (WIKM) CpPaBHEHHE NPEIBABISIEMOro UACHTHUUKATOpA C
NEPEYHEM MPUCBOCHHBIX UJIEHTU(PUKATOPOB;

MHPOPMATUBHBIM CHTHal — DJEKTPUUYECKHE CHUTHANbI, aKyCTHUYECKHUE,
AJIEKTPOMArHUTHBIE U Jpyrue pU3NYECcKue Mois, Mo napaMerpaM KOTOPBIX MOXKET
ObITh pacKkpbiTa KOH(UACHIMAIbHAs HHGOpMaLMs (IIEpCOHAIbHBIE JaHHbBIE),
oOpabaTtbeiBaemasi B UHPOPMAIMOHHON CUCTEME MEPCOHAIBHBIX JaHHBIX;

uHpopmanmoHHas cucrema nepcoHanbHbIX AaHHbix  (MCIIHH) —
uHPOpMAIIMOHHAS ~ CHUCTeMa,  TMPEACTABIAIOIMAs  CO0OW  COBOKYIHOCTB
NEPCOHANBHBIX  JIaHHBIX, COIEpXKaluXcs B 0a3e JaHHBIX, a TakKke
WHPOPMAIIMOHHBIX ~TEXHOJOTMA ¥  TEXHMYECKUX CPENCTB, TO3BOJISIOINX
OCYILIECTBISATh OOpabOTKY TaKUX MEPCOHANBHBIX JaHHBIX C MCIOIb30BAaHUEM
CPEICTB aBTOMAaTU3aLMU WIH 0€3 UCTIOIb30BaHUS TAKUX CPEJICTB;

MH(GOPMALIMOHHBIE TEXHOJOTUM — TMPOLECChl, METOJbl TOHCKa, cOopa,
XpaHeHus, 00paOOTKH, WPENOCTaBICHUS, PACIPOCTPAHCHUS WHPOPMALUA U
CHOCOOBI OCYILIECTBICHHS TAKMX MPOLECCOB U METO/IOB;



UCIOJIb30BaHNE TEPCOHAIBHBIX JaHHBIX — JEWCTBHUS (Omepanmuu) ¢
NEPCOHAIBHBIMU JAHHBIMH, COBEpIIAEMBIE ONEPATOPOM B LENAX IPUHATHUSA
pEelICHUH WJIM COBEpILIEHHUS HWHBIX JEHUCTBUN, MOPOXKAAIOIMINX HOPUIUYECKUE
HOCJIEACTBUSI B OTHOLIEHMHM CYOBEKTa MEPCOHAIBHBIX JaHHBIX WIW JAPYTUX JINLL
a100 MHBIM 00pa30oM 3aTparuBarolIMX MpaBa U CBOOOABI CYObEKTa NEPCOHAIBHBIX
JAHHBIX WU IPYTUX JIMLI;

UCTOYHUK YTpo3bl O€30MacHOCTH HH(MOpMAlUU — CYOBEKT JIOCTYyIa,
MaTepuagbHbIi OOBEKT WM (PU3UYECKOE SIBJICHUE, SBIAIOMIMECS TPUYUHOU
BO3HUKHOBEHUS YTPO3bI 0€30MacHOCTH WHPOPMAIINY;

KOHTPOJIUpYEMasi 30Ha — IPOCTPAHCTBO (TEPPUTOPHSL, 3AaHUE, YACTh 3TAHMS,
MOMEIIIEHNE), B KOTOPOM HCKIIOYEHO HEKOHTPOJIHMpYEeMOe MpeObIBaHUE
MOCTOPOHHUX JIMII, & TAKXKE TPAHCIOPTHBIX, TEXHUUECKUX U UHBIX MaTepHAIbHBIX
CPEIICTB;

KOH(QUACHIMAIBPHOCTh IEPCOHAJBHBIX JAHHBIX — 00s3aTesNbHOE JIs
COOJIIO/ICHHS ONEpPaTOPOM WM HHBIM MOJIYYHUBIIUM JAOCTYNl K HEPCOHAIbHBIM
JaHHBIM JIMIOM TpeOOBaHHE HE JOIYyCKaTh MX paclHpocTpaHeHue Oe3 coriacus
CyObeKTa MepCOHANBHBIX JAHHBIX WM HAJIUUYUs HHOTO 3aKOHHOI'O OCHOBAHUS;

MEXCETeBOM  9KpaH —  JIOKaJbHOE€  (OJHOKOMIIOHEHTHOE)  WJIH
(YHKIIMOHAJIBHO-PACIIPEICICHHOE  MPOrpaMMHOE  (NPOrpaMMHO-aNNapaTHOE)
CpeACTBO (KOMIUIEKC), peau3yloliee KOHTPOJb 32 HH(popMaluel, MoCTynarouen B
UHGOPMAIIMOHHYIO CHCTEMY TNEPCOHAIBHBIX MaHHBIX M (WJIM) BBIXOMASIIEH U3
MH()OPMAIMOHHOW CUCTEMBI;

HapylmuTeab O€30MaCHOCTH NEPCOHAIBHBIX JaHHBIX — (PU3WYECKOE JIHIIO,
CIly4ailHO WJIM TpeIHaMEPEHHO COBEpIIAIOIIee ACHCTBHUA, CIEACTBUEM KOTOPBIX
ABJIIETCSl HapylleHuEe O0e30MacHOCTH MEPCOHANBHBIX JAHHBIX MPU UX 00paboTKe
TEXHUYECKHUMHU CpEICTBaMH B HMH(POPMAIMOHHBIX CHUCTEMaX MEPCOHATBHBIX
JTaHHBIX;

HEaBTOMATU3UPOBaHHAsA 00pabOTKa MEPCOHANBHBIX JTAaHHBIX — 00paboTka
NEPCOHAIBHBIX  JIaHHBIX, COJEp)KalUMXCd B  HMHPOPMAIMOHHOM  cHUcTeMe
NEPCOHAIBHBIX JIaHHBIX JMOO W3BJICUEHHBIX W3 TaKOM CHUCTEMbI, CUUTAETCA
OCYLIECTBJIEHHOU oe3 UCIOJIb30BaHUS CpEICTB aBTOMAaTH3ALUU
(HeaBTOMATU3UPOBAHHOI), €CJIM TaKue JEHCTBUS C NEPCOHATBHBIMU JaHHBIMU, KaK
UCIIOJIb30BaHUE, YTOYHEHHE, PACHpPOCTPAHEHUE, YHUYTOXKEHHE NEepCOHAIbHBIX
JAaHHBIX B OTHOIICHHH KaXJOTO0 M3 CYOBEKTOB TMEPCOHAJIBHBIX JTaHHBIX,
OCYUIECTBIISIIOTCS MPU HEMOCPECTBEHHOM yYaCTUU YEJIOBEKa;

HEJEKJIAPUPOBAHHBIE BO3MOXKHOCTH — (DYHKIMOHAJIbHBIE BO3MOXHOCTH
CPEICTB BBIYUCIUTEIHHONW TEXHWUKHU, HE OMUCAHHBIC WJIM HE COOTBETCTBYIOIIHE
ONMCAaHHBIM B JOKYMEHTAIMHM, TPH MCIOJIH30BAHUM KOTOPHIX BO3MOXKHO
HapylleHue  KOH(PHUICHIMATBHOCTH,  JOCTYMHOCTM WM  LEJOCTHOCTHU
oOpabartbiBaeMoi nH(MOpMAITUY;

HECaHKIMOHUPOBAHHBIA JOCTYN (HECAaHKUMOHUPOBAaHHbIC JEHCTBUS) —
JnocTyn K uHGOpManuu WiId JSHCTBUS ¢ MH(OpMAaIMel, Hapyllarole npaBuia
pa3rpaHU4eHUs TOCTyIa C UCIOJIb30BaHUEM IITATHBIX CPENICTB, MPEIOCTABIIEMbIX
UH(GOPMAIIMOHHBIMU CHCTEMaMU MEPCOHANBHBIX JaHHbBIX;
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HOCHUTENh MHPOpMAIMH — (PU3HUECKOE JIULO WM MaTepuaibHbId OOBEKT, B
TOM YHciie PU3NUECKOE I0JIe, B KOTOPOM MH(pOpMAIMs HAXOAUT CBOE OTPaKEHHE B
BUJE CHMBOJIOB, OOpa3oB, CHUTHAJIOB, TEXHHUYECKUX pEIIEHUIl M TPOILECCOB,
KOJINYECTBEHHBIX XapaKTEPUCTUK (PU3UIECKUX BETUYMH,

00e3TMYMBaHKe MEPCOHAIBHBIX JAHHBIX — JACUCTBUS, B Pe3yIbTaTe KOTOPHIX
HEBO3MOXHO OTNPEAEIUTh MPUHAJICKHOCTh EPCOHATIBHBIX TAHHBIX KOHKPETHOMY
CYOBEKTYy MepPCOHAIBHBIX TaHHBIX;

o0paboTka TMEpPCOHANBHBIX JAaHHBIX — JACHCTBUSA  (Oomepamuu) C
MEPCOHALHBIMU  JTAaHHBIMU, BKJIIOYasi COOp, CHCTEMATH3AIMIO, HAKOTUICHUE,
XpaHEHHUE, YTOYHEHHE (oOHOBJIEHUE, M3MEHEHUE), HCIIOJIb30BaHUE,

pacnpocTpaHeHue (B TOM YHCIE Tiepenady), oOe3IMurMBaHHE, OJOKHUPOBAHHUE,
YHUUTOKEHUE TIEPCOHABHBIX JTaHHBIX;

OOIIeIOCTYITHBIE MEPCOHATbHBIC JAaHHBIE — MEPCOHATBHBIC JaHHBIE, TOCTYI
HEOTrPAaHUYEHHOI0 KpyTa JHIl K KOTOPBIM HPEIOCTaBJIEH C corylacusi CyOBbeKTa
MEPCOHANIBHBIX JIAHHBIX WJIM Ha KOTOPhIE B COOTBETCTBUU C (efepaibHBIMU
3aKOHaMU HE pacHpoCTpaHsaeTcs TpeOoBaHHe cOOJII0IeHUSI KOHPUAECHIINAIbHOCTH;

omeparop (NMEPCOHANBHBIX  JAHHBIX) — TOCYJApPCTBEHHBI  Opras,
MYHULIMIIAJIbHBIA OpraH, I0pUANYECKOe WK (PU3HUECKOE JIMIIO0, OPraHU3yIoLee U
(umu)  ocywecTBisIoNlee 00pabOTKy NEPCOHAIbHBIX JaHHBIX, a TakKke
OTIpEEISAIONINE LIETU U COoiepKaHne 00pabOTKU NEPCOHANIBHBIX JaHHbBIX;

TEXHUUYECKHE CPeACTBa MH(POPMAIMOHHONW CHCTEMbI IEPCOHANBHBIX JTaHHBIX
— CpeICcTBa BBIYMCIUTENIBHON TEXHUKH, WH()OPMAIIMOHHO-BHIYUCIUTEIbHbIC
KOMIUIEKCHl M CETH, CPEICTBA W CHCTEMBI Iepenayd, nmpuemMa u o0paboTku
MEPCOHANBHBIX JIaHHBIX (CPEICTBa M CHCTEMBI 3BYKO3AIHMCH, 3BYKOYCHJICHHS,
3BYKOBOCIIPOM3BEICHUS, TIEPETOBOPHBIC U TEIEBU3MOHHBIC YCTPONCTBA, CPEICTBA
W3TOTOBJICHUSI, THUPAXUPOBAHUS JOKYMEHTOB W JPYrHe TEXHUYECKUE CPElCTBa
00paboTKH pedeBoii, rpaduueckoi, BUI€0- U OYKBEHHO-IIM(PPOBON MHPOPMAIIUN),
MporpaMMHBIE CpeACTBa (OMepalMOHHbBIE CUCTEMbI, CUCTEMbI YIIpaBJICHHs 0a3zaMu
JAHHBIX W T.I.), CPEACTBAa 3alUThl HUHPOpPMALMU, TPUMEHSAEMbIE B
UH(OPMAITMOHHBIX CUCTEMAX;

nepexBaTr (MHPOpMAIMK) — HEMPABOMEPHOE TMOJyYeHHE HHPOPMAIUUA C
UCIIOJIb30BAaHUEM TEXHUYECKOI'O CPEICTBAa, OCYIIECTBISIOIIEIO OOHapyKEHHE,
npueM 1 00paboTKy HHGOOPMATUBHBIX CUTHAJIOB,

NepCOHANbHBIE JaHHbIE — Jo0as wWHGOpManusa, OTHOCSMIAasICI K
OTIPECTICHHOMY WJIM ONpENeIIieMOMYy Ha OCHOBAaHMM TakoW WHGOpMaIuu
¢usznueckomy iy (CyOBEKTYy MEpCOHANbHBIX JIAHHBIX), B TOM YHCIE €ro
dbamunus, uMsi, OTYECTBO, TOJI, MECAII, 1aTa U MECTO POXKACHHS, aJipec, CEMEHHOe,
collMajgbHOe, WMYIIECTBEHHOE IOJIOKEeHHEe, oOpa3oBaHue, mpodeccus, TOXOMIbI,
npyrasi uHbopmarus;

MOOOYHBIC AIEKTPOMATHUTHBIC M3IYYCHUSI U HABOJKU — DJIEKTPOMATHUTHBIC
U3ITy4CHUs] TEXHUYECKHX CpEeACTB 00paboTku 3ammimaeMor uHdopmauu,
BO3ZHHKAIOIINE KaK MOOOYHOE SIBJICHUE W BHI3BAHHBIC DJIEKTPUUECKUMH CHUTHAJIAMH,
JNEUCTBYIONUMHA B HMX OJJIGKTPUYECKMX W MAarHUTHBIX [EMAX, a Takke



AJIEKTPOMArHUTHBIE HABOJKH JTHX CUTHAJIOB HA TOKOMPOBOASIINE JIMHUH,
KOHCTPYKIIUU U 1IeNU MUTaHUS;

MOJIMTUKA «YHUCTOTO CTOJa» — KOMIUIEKC OPTaHU3aIMOHHBIX MEPONPUATHH,
KOHTPOJIMPYIOIIHUX OTCYTCTBUE 3alMCBhIBAaHUSI Ha OyMa)KHbI€ HOCHTENU KIHOYEH U
aTpuOyTOB JIoCTyNa (TapoJjiei) U XpaHeHUs UX BOJM3M 00BEKTOB JOCTYIIA;

M0JIb30BaTeNIb UHPOPMALIMOHHON CHUCTEMBbI MEPCOHANIBHBIX JIaHHBIX — JIUIIO,
ydacTBymoliee B (yHKIIMOHUPOBAHUU MH(GOPMAIIMOHHON CUCTEMBI NIEPCOHATBHBIX
JAHHBIX WM UCTIOIL3YIONIEe PE3YIbTaThl €€ (DYHKIIMOHUPOBAHUS;

mpaBuja  pasTpaHUYCHHsS]  JIOCTyMa  —  COBOKYIMHOCTH  TIpaBuII,
pETIaMEHTHPYIOIINX MTpaBa J0CTyIa CyObEKTOB IOCTYIA K OOBEKTaM JIOCTYIIA;

MporpaMMHasi 3aKjiajika — KOJ MpOorpaMMbl, MIPEIHAMEPEHHO BHECEHHBIN B
MIPOrpaMMy C IEJbI0 OCYIIECTBUTh YTEUKY, H3MECHUTbH, OJIOKUPOBATh, YHUUYTOXKHUTH
WHOOPMAITUIO WIH YHUYTOXHUTh U MOJAU(PHUITUPOBATH MPOTrPaMMHOE 00OECTICUCHHE
WHOOPMAIIMOHHONW CHCTEMBbI TEPCOHAIBHBIX JAHHBIX U (WJIM) OJIOKHPOBATH
anmnapaTHble CPEJ/ICTBA;

IPOrpaMMHOE (mporpaMMHO-MaTEeMaTUYECKOER) BO3JICHCTBHE —
HECAaHKIIMOHUPOBAHHOE  BO3JICMCTBME HA  PECypchl  aBTOMATU3UPOBAHHOMU
WH(OPMAITMOHHONW CHUCTEMBI, OCYIIIECTBIIIEMOE C HCIOJIb30BAHUEM BPEIOHOCHBIX
porpamwm;

PACKpBITHE TMEPCOHAIBHBIX JIAHHBIX — YMBIIUIEHHOEC WIH CIydyaiiHOe
HapylieHne KOHOHUICHIINATEHOCTH TIEPCOHATBHBIX JaHHBIX;

pactpocTpaHEHUE TEePCOHANBHBIX JTaHHBIX — JCHCTBHS, HAIlpaBJICHHBIC Ha
nepeaady MepCOHANBHBIX JAaHHBIX OINPEACICHHOMY Kpyry Juil (mepemada
MEPCOHANIBHBIX JIaHHBIX) WM Ha O3HAKOMJICHHE C TIEPCOHAJIBHBIMH JTaHHBIMU
HEOTPAaHWYCHHOTO Kpyra JHIl, B TOM 4YHCIe OOHApOJOBaHHE TEPCOHATBHBIX
JAHHBIX B CPEACTBAaX MacCOBOW HMH(OpMaIuu, pa3MelieHne B WHPOPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CETSAX WJIM MPEAOCTABJICHHUE JOCTyNa K MEePCOHAIBHBIM
JTAHHBIM KaKHUM-JIN0OO UHBIM CITIOCOOOM;

pecypc MH)OPMAITMOHHOW CUCTEMbl — UMEHOBAHHBIM YJIEMEHT CUCTEMHOTO,
MPUKIIATHOTO WIH anmapaTHOro oOecrieueHus (byHKIIMOHUPOBAHUS
HH(POPMAITMOHHON CUCTEMBI,

CrielMaIbHbIe KATETOPUM TIEPCOHATBHBIX JAaHHBIX — NMEPCOHANILHBIE JTAHHBIE,
Kacarolyecss pacoBOM, HAlMOHAIBHOM  MPUHAMICKHOCTH, TMOJIUTHUYECKHUX
B3TJISJI0B, PEUTHO3HBIX WIH PUIOCOPCKUX yOEKIEHUN, COCTOSHUS 30POBBS U
WHTUMHOM KM3HU CyOBEKTa MePCOHANBHBIX JaHHBIX;

CpeICTBa BBIYHCIUTEILHON TEXHUKH — COBOKYIMHOCTh IPOTPAMMHBIX H
TEXHUYECKUX  DJIEMEHTOB  CHUCTeM  OOpaOOTKM  JaHHBIX,  CIIOCOOHBIX
(GYHKIIMOHUPOBATH CAMOCTOSTEIBLHO WIIM B COCTaBE APYTHX CUCTEM;

CyOBeKT gocTyna (CyObEeKT) — JIMIO WM TPOIecC, IEUCTBUS KOTOPOTO
PETJIaMEHTHUPYIOTCS TIPaBUJIaMU pa3TpaHUYEHUs JOCTYIIA,;

TEXHUYECKUN KaHal YTEYKM HWH(OOpPMAIMU — COBOKYIMHOCTb HOCHTEIS
uHdopmaruu  (cpeacTBa 00pabOTKHM), (U3UYECKON Cpembl pacmpoCTpaHEHUs
WHOOPMATUBHOTO CHUTHAJla W CPEACTB, KOTOPBIMU JTOOBIBACTCS 3aluIacMast
uHdOopMaIus;



TpaHCTpaHWUYHasg IepeJadya MNEPCOHAJIBHBIX  JAaHHBIX —  [epejada
MEPCOHAIBHBIX JAHHBIX ONepaTopoM 4epe3 [0CylnapCTBEHHYIO T'paHHUILY
Poccuitickonn ~ ®epepaumu  OpraHy  BJacTH  HWHOCTPAHHOIO  TOCYZApCTBA,
bu3YecKOMyY WU IOPUANYECKOMY JHILy MHOCTPAHHOTO TOCYapCTBa;

yrpo3bl 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCThH YCIIOBUW U
(bakTopoB, CO3JAIONIMX OIMACHOCTh HECAHKIMOHUPOBAHHOTO, B TOM YHCIE
CIIy4allHOT0, JIOCTyNa K MEPCOHAIbHBIM JaHHBIM, PE3yJbTATOM KOTOPOTO MOXKET
CTaTh YHHUYTOXCHHE, M3MEHEHNE, 0JIOKUPOBAaHKE, KOTTMPOBAHUE, PACTIPOCTPAHCHHE
MIEPCOHANBHBIX JIAHHBIX, & TAKXKE WHBIX HECAHKIIMOHUPOBAHHBIX JIEMCTBUM MPHU UX
00paboTke B MHGOPMAIIMOHHON CUCTEME TIEPCOHATBHBIX JaHHBIX;

YHHUUTOKCHUE MEPCOHAIBHBIX JAHHBIX — JIEMCTBUS, B PE3YJIbTATE KOTOPBIX
HEBO3MOXXHO  BOCCTAaHOBHUTH  COJECPXKAHHE  IEPCOHAIBHBIX  JAHHBIX B
WH()OPMAITMOHHONW CHCTEME TEePCOHAIBHBIX JAHHBIX WM B PE3YJIbTaTe KOTOPBIX
YHUYTOXAIOTCSI MaTEPUATIbHBIE HOCUTEIN IEPCOHAIBHBIX TAHHbIX;

yreuka (3amumiaemMoit) wuHGOpMAMK 1O TEXHUYECKUM KaHajlaMm —
HEKOHTPOJUPYEMOE PACIPOCTPAHEHHE HH(POPMAIMKA OT HOCHUTEINS 3allUIlaeMOi
uHdopmaruu  4epe3  (PUIMUECKYIO Cpely JI0 TEXHHYECKOrOo CpeJCTBa,
OCYIIECTBJISIONIETO MepexBaT HHPOPMAIINH;

ySI3BUMOCTh — CIA0OCThb B CPENCTBAX 3alIUThl, KOTOPYI) MOXKHO
WCITIOJIB30BATh JIJI HAPYIIICHUsI CUCTEMbI WM COJIepiKallelicsa B He nHdopManuu;

LEJOCTHOCTh HMH(POpPMAlMd — CHOCOOHOCTh CpPEICTBA BBIYUCIUTEIBHOM
TEXHUKU WIM aBTOMAaTU3UPOBAHHOW CHUCTEMBbI OO0ecleunBaTh HEU3MEHHOCTD
uHpoOpMaIIM B YCIOBUSX CIy4allHOTO W/WIM TPEAHAMEPEHHOIO0 HCKaKEHUS
(pa3py1enus).

4. CUCTEMA 3AIUTHI HEPCOHAJIBHBIX IAHHBIX

4.1. Cucrema 3amuthl mepcoHanbHbix AaHHbIX (C3IIJJH) cTpouTcs Ha
OCHOBAaHUU: TEPEUHs TEPCOHANBHBIX JAHHBIX, MOMJIEKAIIUX 3allUTe, aKTa
OTPEICJICHUS] YPOBHS 3AIMUIIEHHOCTH UH(POPMAIMOHHON CUCTEMBI MEPCOHAIBHBIX
JIAHHBIX, MOJIEJIM yTpo3 0e30MacHOCTH MEPCOHAIBHBIX MAHHBIX, IMOJOXKEHUS O
pa3pelIuTeIbHOW  CHUCTeME  JoCTyna  pabOTHUKOB K 3al[UIIA€MbIM
uHopmarmonusiM pecypcam NCIIH, pykoBoasumx gokymeHtoB OCTIK wu
®Cb Poccun. Ha ocHOBaHMM 3THUX JOKYMEHTOB ONPEIEISAETCS HEOOXOIUMBIi
ypoBeHb 3amuiieHHocty [IJIn kaxngoro cermenra UCII[IH YuuBepcutera. Ha
OCHOBAaHHMH aHaJW3a AaKTyalbHBIX yrpo3 Oe3omacHoctu I[I/IH, ommcanHOrOo B
MOJEIN yTpo3, M OT4EeTa O pe3yibTaTax MPOBEJACHUS BHYTPEHHEW MPOBEPKU
JIeaeTCs 3aKII0UEeHNE O HEOOXOIMMOCTH UCTIOIB30BAHMS TEXHUYECKUX CPEICTB U
OpPraHW3allMOHHBIX MEPOTNPUATHH 1 oOecmedenust OezomacHocTy  [1/1H.
Bri6pannabie HE0OX0IUMbBIE MEPOTIPUATHS oTpaxatorcs B [Imane meponpusTuii mo
obecnieueHuto 3anuthl [1/1H.

4.2. Insa WCII[H pomxeH OBITh COCTABJICH CIHUCOK HCMOJIb3yeMBbIX
TEXHUUYECKUX CPEJCTB 3alluThl, a TaKXke MPOorpaMMHOI0 oOOecreueHus,
ydgacTByromero B oOpaborke IIJIln, wna Bcex omementax HWCII/H:
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aBTOMATH3MpOBAaHHOM paboyem wmecte (APM) monb3oBateneii, cepsepe
NPUIIOKEHUH, CUCTeMe yipaBieHus 0azamu naHubix (CYB/L), rpanuiie JIoKaabHOM
BeruuciuTenbHol cetn (JIBC), kaHanax mepenayu B CETH OOINETO MOJIb30BAHUS U
(MJ11) MEXAYHApOIHOIO OOMEHa, — €CJM 1o HUM nepenarotcs [1J1H.

4.3. B 3aBucumoctu oT ypoBHs 3amnuiieHHoctd WCII[H u akTyalbHBIX
yrpo3, C3IIIlH MOXeT BKIIOYATh CIEAYIOIIME TEXHUYECKUE CpEACTBA:
aHTUBUPYCHBIE CpeACTBa JUIsi pabo4yMX CTAHIMK TOJIb30BaTee M CEPBEPOB;
CpEICTBa MEXXCETEBOTO AKPAaHUPOBAHUS; CPENCTBA KPUNTOTpaPUUECKON 3alUThI
uHbopMalluu, TpU Tepenade 3alMIiaeMoll HMH(pOpMaMKU MO KaHajdaM CBS3U.
Taxke B CIHCOK JOJDKHBI OBITh BKJIFOYEHBI (DYHKIIMH 3aIIUTHI, 00€CIIeunBacMbIe
mMTaTHeIMA cpencTBamu 00pabotku [IJ]IH omepanmmonubiMu cucteMamu (OC),
NPHUKJIATHBIM ~ NporpaMMHbBIM  obOectieuenneM  ([1I0) w  cnenmaabHBIMA
KOMILJIEKCAMHU, PEATU3YIOLIMMHU CPEACTBA 3ALIUTHI.

4.4. Cnucok (QyHKIMP 3alIUThl: YIpaBiICHUE M pasrpaHUYCHHE JI0CTYyMa
MOJIb30BATEJICH; perucTpanus U y4deT AeUcTBUil ¢ umHdopmaiuel; obecreueHue
I[EJIOCTHOCTH JIAaHHBIX; OOHAPYKEHHUE BTOPKEHUI.

4.5. CiCOK UCMOJIb3yEMbIX TEXHUYECKUX CPEICTB OTPaKaeTCsl B KypHaie
M0 y4YeTy MPUMEHSEMbIX CPEACTB 3amuThl HHPOopManuu. CIUCOK UCIOIb3YEMBIX
CPEACTB JOJDKEH MOJJEPKUBATHCS B aKTyalbHOM cOCTOSIHUM. [Ipn n3MeHeHuu
COCTaBa  TEXHUYECKUX  CcpencTB  3amuThl  wik  snemeHtoB  WUCII/Ix
COOTBETCTBYIOIINE U3MEHEHHUSI JOJKHBI ObITh BHECEHBI B CIHUCOK U YTBEPIKICHBI
PEKTOPOM YHHBEPCHUTETA WJIM JMIIOM, OTBETCTBEHHBIM 3a O0OECIEYEHHE 3alUThI
IT/1H.

5. TPEBOBAHMUS K IIOACUCTEMAM C3I11n

C3I1dn BKiIIOYAET B ce0sl CeyIOLUE MOJACUCTEMBL: YIIPaBIECHUE JOCTYIIOM,
perucrpauusa u y4eT; o0ecrnedeHre LEeJOCTHOCTU M JOCTYIHOCTH; aHTHUBUPYCHAs
3aIllMTa; MEXCETEBOE HSKPAHUPOBAHUE; aHAIW3 3allMIIEHHOCTH; OOHapyXeHue
BTOP)KEHMI; 3aluTa WHGOpPMAIMU OT YTE€YKH IO TEXHUYECKUM KaHajaMm;
kpuntorpapuueckas 3ammta. I[logcucrembr C3II[JH uMeOT  pa3IUYHBINA
(GyHKUIHMOHAT B 3aBUCUMOCTH OT ypoBHs 3amuineHHocty MCII/IH, onpeneneHHOro
B AKTE OMNpeeNieHuss YPOBHS 3alUIIEHHOCTH HHMOPMAIIMOHHON CHUCTEMBI
NIEPCOHAJIBHBIX JAHHBIX.

5.1. Tloncucrema  ympaBji€HHS  JOCTYIIOM, pPEruUCTpallud W ydeTa
npelHa3HayeHa Ui peaju3alud clAeAylommx QYHKIUN: HWASHTU(PUKAIUU U
ayTeHTU(UKALMK; KOHTPOJS AOCTYIa IMOJb30BaTeNel K 3allUIaeMbIM pecypcam;
peructparuu  coObiTuii  6e3omacHocT  MICII[IH cormacHO mpeabsSBIIsSeMbIM
napamMeTpaM pPErucTpaluy; ydeTa BCeX HOCUTeNel MHGOpMaluu Ha pas3InyHbIX
ATanax Ux KU3HEHHOTO LUKIIA.

[Toacuctema ynpaBiaeHUs TOCTYIIOM MOKET ObITh pealu30BaHa ¢ TOMOUIBIO
MITaTHBIX cpeacTB oOpabotku IIJIH (omepanumoOHHBIX CHUCTEM, MPUIOKEHUH U
CYB[), a Takxe BHEIPEHHEM CHEHUATbHBIX TEXHUYECKHX  CPEICTB,
OCYUIECTBIISIIOLIMX JOTOJHUTENbHBIE MEPbl 1O AyTEeHTHU(PUKALUUU U KOHTPOJIIO:
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NPUMEHEHUE E€IMHBIX XPAaHWIUI] YYETHBIX 3alMCel MOoJb30BaTeledl u
pErucTpalluOHHOM  WMH(OpMalUK,  UCMNOJb30BaHHE  OMOMETPUYECKUX U
TEXHUYECKHUX (C MOMOIIBIO 3JIEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(DHUKAIIUY U AP.

5.2. Iloncucrema oOecrieueHus LEITOCTHOCTH u JOCTYITHOCTH
npelHa3HaueHa il oOecrnedeHusl IeJOCTHOCTH u  jaoctynHoctd  [1/1H,
nporpaMMHbIX U amnmnapatHbix cpenacts UCII[H YHuBepcurera, a TakkKe CpEICTB
3aIlUTHI IPU CIy4YalHOM WM HaMEepEeHHON MoIU(UKaIIUH.

Iloncucrema peanusyercs OpraHM3aled  PE3EpBHOIO  KOMMPOBAHUS
00pabaThIBa€MbIX JTAHHBIX, BOCCTAHOBJICHUEM CHUCTEMBI 3aIINATHI
uH(GOPMAIIMOHHON CHUCTEMBI, pe3epBUpOBaHHEM KiIr04eBbIX sneMeHToB MCII/IH,
o0ecrieyeHneM IEJOCTHOCTH TMPOTPAMMHBIX ~ CPEACTB  CHUCTEMBI  3aIlUTHI,
¢dusznyeckoil oxpaHol HH(POPMAIMOHHON CHCTEMBbI, TECTHPOBaHHEM (DYHKUIUN
CUCTEMBI 3AILNTBHI.

5.3. [loacucrema aHTHBUPYCHOM 3alIUTHI MIpeIHA3HAaYeHa sl 00eCIIeYeHMs]
antuBupycHoi 3amuthl (ABC) cepBepoB m APM mnonb3oBateneit MCIIdn
VYHuBepcurera. CpencTtsa aHTUBHPYCHOM — 3aIMTHI  NPEJHA3HAYEHBI  JUIA
peanu3almy CIEAYIOMUX (PYHKUUNA: PE3UACHTHBIM aHTUBUPYCHBIH MOHUTOPUHT;
aHTUBUPYCHOE CKaHHPOBAHUE; CKpHUNT-0JIOKUPOBAHHUE;
LEHTpaIN30BaHHasl/yJalleHHAs YCTaHOBKA/IEUHCTAIIISAUS AHTUBHPYCHOTO
IPOAYKTa,  HACTpPOWKa,  aJAMUHUCTPUPOBAaHWE,  IPOCMOTP  OTYETOB U
CTaTUCTHYECKOW wuH(poOpMaluu 1o padoTe MNpoAYyKTa; aBTOMATU3UPOBAHHOE
OOHOBJIEHUE aHTUBUPYCHBIX 0a3; OrpaHUYEHUE NPAB MOJb30BATEN HA OCTAHOBKY
WCIIOJHAEMBIX 33/1ad M HW3MEHEHHs HACTPOEK AHTUBHPYCHOI'O MPOTPAMMHOTO
oOecrieueHus; aBTOMaTUYECKHI 3ayck cpa3y nocie 3arpy3ku OC.

IToncucrema ABC peanusyercd nyTeM BHEAPEHUS  CIIEUAIBHOIO
aHTHUBUPYCHOTO MpOorpaMMHOro odecneuenus Ha Bce dneMeHTsl UCI/IH.

5.4. lloxcucrema MEXCETEBOrO HKPaHUPOBAHUS IpeJHAa3HAYEHa IS
pean3alyy CIeAyIOUUX (YHKIMM: (UIbTpaMd Ha COOTBETCTBYIOIIEM YPOBHE
mozenn OS] ceTeBbIX MaKeTOB, MAKETOB CIYXEOHBIX MPOTOKOJOB M 3alpOCOB,
COTJIaCHO TPEIBSBIAEMbIM TPEOOBAHUSAM; HWACHTHU(MUKAIMU U ayTeHTU(]HUKAIUN
aMUHHUCTPATOpPa MEKCETEBOIO0 HKpaHa, a TaKKe pPa3jIu4HbIX 3alpoCoB
MI0JIb30BATENsl; PETUCTPALMU COOBITHI 0€30MaCHOCTH; COXPAaHEHUsl LEJIOCTHOCTU
CBOEH MporpaMMHON M MH(POPMAIIMOHHOMN YaCTH; BOCCTAHOBJICHHS Mociie cO0eB U
OTKa30B 000PYI0BaHUs; TECTUPOBAHUS BBITIOJIHAEMbIX (PYHKIIUH.

Iloncucrema  peanusyercs  BHEIPEHHEM  MPOTPAMMHO-aNIapaTHBIX
KOMILIEKCOB MEKCETEBOT0 dKpaHupoBanus Ha rpanune JIBC, kiraccom He Huxe 4.

5.5. Tloacucrtema  aHanmus3a  3alUIIEHHOCTH  JOJDKHA  oOecrieunBaTh
BBISIBJICHUS  YSI3BUMOCTEHM, CBSI3aHHBIX € OIIMOKaMu B  KOH(Urypauuu
nporpammHoro o6ecneuenuss WCIIH, koTophle MOTryT OBITH HCIOJIB30BaHbI
HapylIUTENEeM Ul peaM3alii aTakd Ha cuctemMy. (DyHKIMOHAT MOACUCTEMBI
MOXXET OBITh pealiu30BaH MPOTPAMMHBIMH H  MPOTPaMMHO-aNMapaTHHIMU
CPEACTBAMH.

5.6. Iloncucrema oOHapyXeHHsI BTOPXKCHHM  JIOJDKHA  00OecreuynBaTh
BBISIBJIICHHE ceTeBBIX aTak Ha djeMeHThl MCIIJIH, moaKII0OUeHHBIC K CETsIM OOIIETro



MOJIb30BaHUsl W (WJIKM) MEXIyHapoaHOro oOMeHa. DyHKUIHMOHAN MOJICHUCTEMBI
MOXXET OBbITh pealid30BaH MPOTPAMMHBIMH M MPOTrpaMMHO-aNNapaTHbIMU
CPEACTBAMH.

5.7. lloncucrema 3amuThl MHGOPMAIMM OT YTEUKH [0 TEXHUYECKUM
KaHajaM MpeIHAa3Hay€Ha ISl MCKIIOYEHHS HECAaHKIIMOHUPOBAHHOTO JOCTYyIIA
(HCH) x szammmaemoit mapopmanmu B WCII/IH YHuBepcuTeTa HOCPEICTBOM
NMOOOYHBIX 3JIEKTPOMATHUTHBIX H3aydeHud u HaBojok ([ID9MUH). [Ipumenenue
JAHHOM TOJCHUCTEMBI 3aBUCUT OT akrtyanbHocTH [IDOMHMH c Toukum 3peHus
MOCTPOEHHOUN MOJENH YIpo3, TM00 coraacHo TpedoBaHusM kiacca UCIT/H.

5.8. [logcucrema kpunrorpad@UyecKol 3amUThl  TpeIHa3HayeHa IS
uckimoueHns HCJI k 3ammmaemont nudopmanuu B UCIIIH YHUBepcuTeTa mnpu ee
nepegaye IO  KaHajgaM CBs3M  ceTed  oOiiero mojip3oBaHus ¢ (WIM)
MexayHaponHoro ooOmena. Ilogcucrema peanmsyercss ImyTeM — BHEIPEHUS
KpUNTOrpapuuecKkux nporpaMMHO-aNnapaTHbIX KOMIUIEKCOB.

6. IOJIb3OBATEJIN UCII/In

B MUCIIJu VYHuBepcuTeTa MOXHO BBIACIUTh CIEAYIOMINE TPYIIbI
I0JIb30BaTeNe, y4acTBYyIOUIMX B 00paboTke u xpaHeHuu I[IJIH: monb3oBaTelnb
(omepatop) MUCII[H; aamuHUCTpatop MHGOPMAIIMOHHONW  0€30MacHOCTH,
nporpammuct-paspadotunk UCII/IH.

6.1. Onepatop APM — coTpyaHuk YHHBEpPCUTETa, OCYIIECTBISIOMIAN
obpabotky II/In. O6pabotka II/[H BkiIIO4aeT: BO3MOXKHOCTH mpocMoTpa I1/[H,
pyunoit BBoa II/In B cucremy HUCII/IH, popMupoBaHue crnpaBoK U OTYETOB IIO
uHpopmanuu, nonydeHHod u3z UMCIIA. Onepatop HEe HMMeEET MOJHOMOYMN IS
yIpaBJIeHUs nojacucTeMaMu 00padoTku gaHHbIX U C3I1/IH.

6.1.1. Onepatop WCII[In oOnamaeT creayroomuM YpOBHEM [OCTyINa U
3HaHWI: 00JIalaeT BCEMU HEOOXOIUMBIMU aTpuOyTamu (HampuMmep, MapoJieM),
o0ecreunBaIIUMU JIOCTYII K HEKoTopoMy noaMHoxkectBy [I/IH; pacnonaraer
KOH(HICHIIMATbHBIMU TAaHHBIMHU, K KOTOPBIM HUMEET JIOCTYII; UMEET BO3MOXKHOCTh
npsMoro (pusznyeckoro) gocrymna k pparmentam texaundeckux cpeacts UCTIIH.

6.2. AnmuHHCTpaTOop HMH(POPMAIMOHHON O€30MacHOCTU —  COTPYIHHUK
YHuBepcUTeTa, 3aHUMAIOLIMNCA HACTPOWKOM, BHEIPEHUEM U CONPOBOXKICHUEM
CUCTEMBI, KOH(UTYpUPOBAaHUEM M YIMPABICHUEM MPOrPAMMHOIO OOECHeYeHUs
(ITO) u obopynoBanus, BKJIOUas oOOpyIOBaHUE, OTBEUaroliee 3a 0€30MacHOCTh
3aIMIIAEMOT0 OOBEKTa: CPEeACcTBa KPUNTOIpapUUecKor 3aiiuTbl HWHGOpPMALHH,
MOHUTOpPUHIA, pEerucTpanuu, apxuBauuu, 3amutel or HCJ[. Aamunuctparop
uH(QOpMAIIMOHHOW  O€30MacHOCTM  OTBEYAaeT 3a  COOJIIOJIGHHE  MPaBHII
pasrpaHu4eHus JTOCTYIa, 32 TEHEePalMIO KIIOYEBbIX 3JE€MEHTOB, CMEHY MapoJei,
OCYILIECTBIISIET AYAUT CPENICTB 3aIUTHI OOBEKTA.

6.2.1. Aqnmunuctpatop  wHGOpMAIMOHHOW  Oe3omacHocTH  o0namaer
CIIEYIOIIMM YPOBHEM JIOCTYyMa: o0janaeT mojJHoW uHpopMalueil 0 CUCTEMHOM U
npukiaagHoM  mporpammHoM  obecnieuennn  WCII[H; oOnamaer  mosHOU
uHdopmarmern o TexHuueckux cpencrBax u koHburypamuu WCII/IH; umeer

10



JIOCTYNl KO BCEM TEXHHYECKHM CpelIcTBaM 00pabOTKM HMH(OpManud M JaHHBIM
NCII[x; oOnagaer mnpaBaMd KOHOUTYPUPOBAaHUS UM aJIMHHUCTPATUBHOMU
HacTporiku Texuuyeckux cpencts MCIIIH; umeeT MOCTynm K CpeAcTBaM 3allUThI
uH(OpMAaIUU U IPOTOKOIUPOBaHUs, 00sagaeT noiHoi undopmarmeit 06 MCII/x;
UMeEeT JOCTYI K CPEeACTBAM 3alllUThl HHPOPMAILIUU U TPOTOKOIUPOBAHUS .

6.3. IIporpammuct-pazpabotuuk MWCIIJlH — coTpynHMK YHHBEPCHUTETA,
KOTOpBIM 3aHMMaeTcsi pa3paboTkoil mporpammHoro obOecreueHus. PazpaboTumk
NCTI/Ia obrmamgaeT ciaemyromuM ypOBHEM JOCTyma: oOmamaer wHpopMamuen o0
alroputTMax ©u mporpammax oOpabotku undopmanuu Ha WCII[IH; obnamaer
BO3MOXXHOCTSIMH ~ BHECEHHSI OIIMOOK, HEIEKJIApUPOBAHHBIX BO3MOXHOCTEH,
IPOrpaMMHBIX 3aKJIa/I0K, BPEAOHOCHBIX MPOrpaMM B MPOrpaMMHOE oOecrieueHne
HUCIIln Ha craguu ee pa3paOOTKH, BHEAPEHUS M COMNPOBOKICHUS, MOXET
pacnosiaraTh Jf0ObIMU (parmeHTamMu uHGopManuu o Tomoioruu WCIIJIH u
TEXHUYECKUX cpeacTBax o0padboTku u 3ammthl [1/1H, oOpadareiBaembix B MCII/IH.

/. TPEBOBAHUS K IEPCOHAJIY 10 OBECIIEYEHUIO 3AIIUTHI
HEPCOHAJIBHbBIX TAHHBIX

7.1. Bce coTpyaHUKH YHHUBEPCHUTETA, SBISIOIIMECS I0Jb30BATEISAMU
NCIIH, 1omKHBI YETKO 3HATh U CTPOTrO BBINOJHATH YCTAHOBJIEHHBIE MpaBUiA U
00s3aHHOCTH O JOCTYMNY K 3aIlIMIIAeMbIM OOBEKTaM M COOJIIOJIEHUIO MPUHSITOTO
pexxuma Oe3omacuoctu [1/1H.

7.2. IIpu BCTYIUIEHUH B JIOJKHOCTH HOBOT'O COTPYAHHKA HEMOCPEICTBEHHBIH
HAYaJIbHUK TOJpPa3/eieHUsl, B KOTOPOE OH IOCTYIaeT, 00s3aH OpraHu30BaTh €ro
O3HAaKOMJIEHUE C JIOJDKHOCTHOM MHCTPYKLUHEH U HEOOXOAMMBIMU JTOKYMEHTaMH,
peraamMeHTupyrmuMu TpedoBanus no 3amure [1/[H, a Takke oOyueHue HaBbIKaM
BBITNIOJIHEHMSI TIPOIIelyp, HEOOXOAUMBIX Il CAHKIIMOHUPOBAHHOT'O UCIIOJIb30BAHUS
NCITH.

7.3. COTpyaHHUK IOJHKEH OBITh O3HAKOMJIEH CO CBEICHHUSIMH HACTOSIIETO
[Tonoxenus, npuHATHIX Tpoueayp padotsl ¢ anementamu UCITn u C3I1/H.

7.4. CoTpyAHUKM YHUBEPCUTETA, MCIOJIb3YIOIIME TEXHUYECKHE CPEICTBA
ayTeHTU(UKALMKM, JIOHKHBI O00eCleurBaTh COXPAHHOCTh HUIAECHTU(PUKATOPOB
(anekTpoHHBIX Kitouel) u He ponmyckarh HCJl k HUM, a Takke BO3MOKHOCTh HUX
yTepu WIM HUCIOJb30BAaHUSA TpeThbUMU JuuamMu. Ilomb3oBaTenn  HeCyT
NEPCOHATIbHYIO0 OTBETCTBEHHOCTD 32 COXPAHHOCTh UICHTHU(PUKATOPOB.

7.5. COTpyAHUKH YHUBEPCUTETa JOJDKHBI CIIEJOBaTh YCTAHOBJIEHHBIM
mpolenypaM TmojaaepkaHus pexxkuma Oe3omacHoctu [I/lH mpu  BeIOOpe U
UCIIOJIb30BAaHUM TMapoJiell (€cauM HEe HCIONb3YIOTCS TEXHUYECKHE CpEeICTBa
ayTeHTU(PUKAIINH).

7.6. CoTpyaHUKH YHUBEpCUTETa JOJDKHBI OOecreynBaTh HaAJEKAIIYIO
3aIuTy 000pYAOBaHMS, OCTABISIEMOT0 0€3 MPUCMOTPa, OCOOEHHO B T€X CIydasXx,
KOI/Ia B TOMEIICHHE HMMEIOT JIOCTYNl MOCTOPOHHME Juua. Bce mosb3oBatenu
JOJDKHBI 3HaTh TpeboBaHus mno Oe3omacHoctd [IJIH W mpoueaypsl 3auiuThI
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00OpyZ0BaHUs, OCTABICHHOTO 0€3 MPUCMOTPA, a TAKXKE CBOM OOS3aHHOCTU IIO
00EeCIIeUYEeHNI0 TaKOM 3aIUTHI.

7.7. CoTpyaHUKamM 3arpernaercs yCTaHaBIUBAaTh IIOCTOPOHHEE
IpOrpaMMHOE OOECIeueHue, MOJKII0YaTh JIMYHbIE MOOWIBHBIE YCTpPOWCTBA U
HOCUTENM UWHQPOpMalMu, a TakXKe 3aluChiBaTh HA HUX 3alllMIIaeMYO
nHpopMmaruro.

7.8. CoTpyaHMKaM 3ampeniaeTcsl pas3riamaTh 3alMilaeMy0 HTHPOpMaIHIo,
KOTOpasi cTaja MM H3BECTHa Npu paboTe ¢ HHPOPMAIMOHHBIMH CHCTEMaMHU
YHuBepcurera, TPETHHM JTUIAM.

7.9. Ipu padote ¢ [1/1n B UCII[In coTpyaHuku ¥YHUBEpCUTETa OOS3aHbI
o0ecneunTh OTCYTCTBHE BO3MOXHOCTM mpocmotrpa [I/[H TpeTbumu nuuamu c
MOHUTOPOB APM nnu tepMuHanos.

7.10. Ilpu 3aBepennn padotsl ¢ UCII[IH coTpyaHuku 00s3aHbl 3alIUTHTD
APM unu TepMHHAIBl C MOMOIIBIO OJIOKUPOBKH KIHOYOM MM HKBUBAJIEHTHOTO
CpEICTBa KOHTPOJISI, HAIPUMEP, JOCTYIIOM IO MApOJII0, €CIM HE HUCHOJB3YIOTCS
0oJiee CUIIbHBIE CPECTBA 3AIIUTHI.

7.11. CoTpyiHUKH YHHMBEPCUTETA JOJKHBI OBITH MPOUH(DOPMUPOBAHBI 00
yrpo3ax HapylueHus pexxuma Oe3onacHoctd IIJ[H M OTBETCTBEHHOCTH 3a €ro
HapymieHne. OHU JOJKHBI ObITh O3HAKOMJIEHBI C YTBEPKIACHHON (hOpMalbHON
IpoLEAYPON HAJOXKEHUS AUCIUITIMHAPHBIX B3bICKAHUM Ha COTPYJHUKOB, KOTOPHIE
HapYILIWJIN NPUHATBIE TIOJIUTUKY U ITpolenypsl 0ezonacHoctH [1/]H.

7.12. Cotpynuuku 00si3aHbl 0€3 MpOMEUIeHUs coolImar 000 BceX
HaONIOAAeMbIX WM TOJO3pUTENbHBIX ciiydasx pabotel MWCIIJIH, Morymmx
MoBJIeYb 3a c00O0M yrpo3bl Oe3zomacHocTv II/[H, a Takke O BBISBICHHBIX HUMHU
COOBITUAX, 3aTparuBaroIux OezomacHOCTh [IJ[H, pyKOBOJACTBY mojpa3zielieHus: u
JUIy, OTBEYAIOIIEMY 3a HEMEUICHHOE pearupoBaHUe Ha Yrpo3bl 0€30MacHOCTU
IT/1H.

8. OBSI3BAHHOCTH MMOJIb30BATEJIEM HTHOPOPMAIIMOHHOMN
CUCTEMBI IEPCOHAJIBHBIX JAHHBIX

O6s3annoctr  mosb3oBarened  MCII[Iln  ommcanbl B CIEIyIOMIUX
UHCTPYKLHUSAX:

1) UHCcTpyKIMS  agMUHUCTpaTopa HWHMOPMAIIMOHHOW O€30MacHOCTH  TI0
oOecreyeHunto 0e30MacCHOCTH NePCOHATBHBIX JaHHBIX;

2) UHCcTpyKIIMst  mojb3oBareiass 1o oOecreueHWr0 — 0€30MacHOCTH
NEPCOHANIBHBIX JAHHBIX TMpu 00paboTke B HMHGOPMAIMOHHBIX CHCTEMax
NEPCOHANIBHBIX JAHHBIX;

3) UHCTpyKIIMS TOJIb30BATENs, YYaCTBYIOIIETO B HEaBTOMATH3MPOBAHHOM
00paboTKe MepCOHANTBHBIX JTAHHBIX;

4) PykOBOJICTBO IMOJBb30BATENIsl IO OSKCIUTyaTalldd CPEJICTB  3alUThI
uHdopMaIuy;

5) UHCTpyKIIKS TI0 OPraHU3aI[|K TApOJIbHOM 3aIUThI.
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9. OTBETCTBEHHOCTbD COTPYJHUKOB UH®OPMAIIMOHHOM
CUCTEMBbI IIEPCOHAJIBHBIX TAHHBIX YHUBEPCUTETA

B cootBeTcTBUU co cT. 24 @enepanbHOro 3aKkoHa Poccuiickoil denepanuu
oT 27 urons 2006 r. Nel52-®3 «O nepcoHaIbHBIX JaHHBIX» JIMIlA, BUHOBHBIE B
HapylieHun TpedoBaHuil nanHoro denepanbHOro 3aKoHa, HECYT TPa)kITAHCKYIO,
YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JTUCHUILUIMHAPHYIO U UHYIO MPEIyCMOTPEHHYIO
3aKOHOJIaTeNbCTBOM Poccuiickoit denepannl OTBETCTBEHHOCTb.

JleiicTBytomiee 3aKOHOAATENbCTBO PP MoO3BOIIAET NPEAbIBIATh TPeOOBaHUS
no o0ecnedyeHruto Oe3omacHON paboThl ¢ 3amumaeMoirl uHpopManuen u
MpeaycMaTpUBAaeT OTBETCTBEHHOCTh 32 HApPYILICHHE YCTAaHOBJIEHHBIX MPaBUII
skcIutyaranu OBM u cucreM, HempaBOMEPHBIN 10CTyN K MH(OPMAIIH, €CIIH 3TU
JIEUCTBUS MPUBEIIM K YHUUTOXKEHHUIO, OJIOKUPOBAHUIO, MOAU(PUKAIUA HHHOPMALIUH
Wi HapyuieHuto padbotet DBM unm ceteit (cratbu 272,273 u 274 YK PO).

AnmuHucTpaTop MHGOPMAIIMOHHONW 0€30MacHOCTU HECET OTBETCTBEHHOCTH
3a BCE JICMCTBUSA, COBEPIICHHBIE OT UMEHU UX YYETHBIX 3alHUCEN WM CUCTEMHBIX
YUETHBIX 3aIUCeH, €CIIM He JToKa3aH (aKT HECAHKIIMOHUPOBAHHOTO HCIIOJIb30BAHUS
YYETHBIX 3aIUCEH.

[Ipu HapyumieHUsAX COTpyIHUKaMHu Y HuBepcuteTa — nosb3oBarenein UCI/x
MpaBW, CBs3aHHBIX ¢ Oe3omacHOCThiO II/[H, OHM HeCyT OTBETCTBEHHOCTb,
YCTAHOBJIEHHYIO JEHUCTBYIOIINM 3aKOHOAATENLCTBOM Pocculickon denepanum.

[IpuBeneHHbIE BhINIE TPEOOBAHMS HOPMATHUBHBIX JIOKYMEHTOB IO 3allUTE
nHpopMalu JTOJDKHBL OBITH OTpakeHbl B [loJOKeHMSIX O TOApa3aeTIeHUsIX
VYHuBepcutera, ocymectsistomux oopadotky IJ[n B UCII[IH, U AOMKHOCTHBIX
WHCTPYKIMSX ~ COTPYJHUKOB  YHUBEpCUTETa, a TaKke CBeAeHUs 00
OTBETCTBEHHOCTH HWX PYKOBOAUTEIEH W COTPYJAHUKOB 3a pas3rialleHue u
HECaHKIIMOHUPOBaHHYIO0 Mojaudukanuio (uckaxenue, danscudukanuio) [11H, a
TaKke 3a HENPaBOMEPHOE BMENIATEILCTBO B MPOLECCHl MX aBTOMATU3WPOBAHHOM
00paboTKH.
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