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PaGouyass mporpamMma AMCHMIUIMHBI «XpaHEHHE U 3aIIUTa KOMIBIOTEPHOW HMH(OpMamum» pas-
paborana:

- B coorBeTrcTBHM ¢ TpeOoBaHusaMu PI'OC BO - marucTparypa 1Mo HampaBICHUIO TOATOTOBKHU
15.04.04 «ABTOMaTH3aUUsl TEXHOJOTHUYECKUX MPOLECCOB U MPOU3BOACTBY», YTBEPKICHHOIO MIPUKA30M
Muno6puayku Poccum Nel452 ot 25.11.2020 r;

- Ha OCHOBaHHMM y4eOHOTO IJIaHAa MAarucTPaTyphl 10 HaINpaBlIeHHIO NoArotoBku 15.04.04 «ABTo-
MaTH3anus TEXHOJOTMYECKUX MPOLECCOB M NMPOU3BOIACTBY» HampaBieHHOCTh (mpoduib) «Cuctemsl aBTO-

MATHU3HUPOBAHHOTO YIIpaBJICHUSA B TOPHOM JCJIC).

CocTaBuUTEIh K. T. H., go1. H.M. Korenena

PaGouas nmporpaMma paccMoTpeHa H oao0peHA HA 3acedaHnu Kadeapbl «ABTOMAaTH3ALHH

TEXHOIOTMYECKUX MPOLEeCcCoB U mpon3soacTs» 0T 31.01.2023 r., npotokon Ne 10,

J.T.H.,

3apenyromuii kadenpoit ATIIIL MOIEHT

A A. Kynpunukuii



1. HEJH 1 3ATAYN JUCHUILINHBI

I_Ie.ﬂb N3YYCHUSA TUCHUIMJIHHBI — OCBOCHHE CTYACHTaMH crnoco0oB XpaHCHUd U METOJAOB obec-

IICYCHUA PIH(l)OpMaLIHOHHOfI 6630HaCHOCTI/I; HpI/I06p6T€HI/I6 TCOPECTUUCCKUX 3HAaHUH H MNPAaKTHYICCKUX

HaBBbIKOB 10 HMCIIOJIb30BAHUIO COBPEMCHHBIX IMPOTPaMMHBIX CPCACTB A obecrneucHUs HH(l)OpMaHHOHHOﬁ

0€30TMaCHOCTH ¥ 3aIlUTHl HHPOPMAIIUH OT HECAHKIIMOHMPOBAHHOTO HCIIOJIH30BaHUA.
OcCHOBHBIC 3202494 JUCHUNIUHBI:

M3y4eHHEe HOPMATHBHOW JOKyMEHTAllMH B 00JacTH MHPOPMALMOHHOW 0€301acHOCTH;
yMmeHue QopmynupoBaTh TpeOoBaHHS K obecredeHHI0 WHPOPMAIMOHHOW O€30MacCHOCTH
KOMITBIOTEPHOW HH(pOpPMaNHH;
bopMHpOBaHHE NPEACTABICHUN O TEXHHYECKHX CPEJCTBaxX, 00ECNeynBaromuX HHPOpMa-
UOHHYI0O 0€30MacCHOCTh MPOMBIIIJICHHBIX 00BEKTOB;
yMEHHE HCIO0JIb30BaTh CHEIUAIU3MPOBAHHOE NpOTrpaMMHOE olecredeHune, obecrnednBalo-
mee MHGPOPMAIMOHHYI0 0€30MacHOCTh MPOMBIIIIEHHBIX 00BEKTOB;
HpHOOPETeHNE HABBIKOB IPAKTUYECKOI'0 MPUMEHEHHUS MOJYYEHHBIX 3HaHUH; CIOCOOHO-
CTEH JUIsi CaMOCTOSTEIbHONW padoTHI;
pa3BUTHE MOTHBAIMM K CaMOCTOSATEIbHOMY IIOBBIIICHUIO YPOBHS IPO(EecCHOHANBHBIX
HABBIKOB B 00JIACTH XpaHEHHS M 3aI[UTHl KOMIBIOTEPHONH MH(POPMAIINH.

2. MECTO JUCHHUNIJIMHBI B CTPYKTYPE OIIOII BO

HucuunnnHa «XpaHEHHE U 3allUTa KOMIBIOTEpHOH MHPOPMALMM» OTHOCUTCS K 4YacTH, GOopMH-
pyemMoll ydacTHHKaMH 00pa3oBaTelnbHBIX OTHOWmEHWH broka 1 «ducuumimeel (MOIynw)», OCHOBHOU
npodeccuoHanpbHOW 00pa3oOBaTeIbHONW MPOTPaMMBI MO HampaBieHUI0 moarotoBku 15.04.04 «ABTomMaTu-
3alUsl TEXHOJIOTHYECKUX INPOLECCOB M MPOM3BOACTB» (YPOBEHb «Marucrparypa») M u3ydaercs B 3 ce-

MecTpe.

3. IJTJAHUPYEMBIE PE3YJBTATBI OBYYEHUA 1O JUCIHUIIJIMHE, COOTHECEHHBIE
C IVIAHUPYEMBIMHU PE3YJBbTATAMHU OCBOEHHUS OBPA3OBATEJBLHOUI

IHPOI'PAMMBI

[Ipounecc wu3ydeHHWs NUCHUIIIHHBI «XpaHEHHE W 3alATa KOMIBIOTEPHON WHMOpManWu» HaMpas-
JIeH Ha ()OpPMHUPOBAHHE CIENVIOMNX KOMIETEHIINI:

dopmupyeMble KOMIETEHUHH

Conep:xanue Kon
KOMIleTeHI U H KOMIleTeH I U H

Koa u HauMeHOBaHHe HHAUKATOpa
JOCTHKCHHUA KOMIICTCHIIHH

4. CTPYKTYPA U COAEPKAHUE JUCHUTIIUHDbI

4.1. O0beM AMCUUIIMHBI U BUABI Y4eOHOH padoThI
OO0mas TpyI0éMKOCTb YUEOHOM OUMCIMILINHEL cOCTaBadeT 4 3auéTHBIe eNUHUILI, 144 " aKk. 4acoB.

AK. 4achl 1o
Bunx yuyeOHoil paboThl Bcero ak. yacos ceMecTpam
3
AyautopHasi paboTra, B TOM 4HcJIe: 42 42
Jlexmuu (JI) 14 14
[Ipaktuueckue 3auatus (113) 28 28
JlabopaTtopubie pabotsr (JIP) - -




AK. Jachbl 1o

Bun yuedHoii padoThl Bcero ak. yacos ceMecTpam
3
CamocTosTeabHas padora cryaenros (CPC), B ToM umnc- 66 66
je:
BrimonHeHnune kypcoBoil paboThl (IIpoeKTa) - -
Pacuerno-rpaduueckas padora (PI'P) - -
Pedepar _ ~
[ToaroToBKa K NPpakTUYECKUM 3AHATUIM 42 42
[ToaroToBka K 1abOpaTOPHBIM 3aHATHSIM - -
Nsyuenune xypca CereBoii akagemuu Cisco 24 24
IIpomeskyTouHas aTTecTanus - 3k3aMeH (J) 36 (@) 36 (@)
O0masi TpyA0eMKOCTb JUCHHUIIIHHBI
aK. yac. 144 144
3a4.eq. 4 4

4.2. Conep:xaHue IMCLHHUIIUHBI
Y4yeOHBIM IIJIAHOM NPESYyCMOTPEHBI: JICKLUH, NPAKTUYECKHE 3aHITUS U CaAMOCTOsTEIbHAas paboTa.

4.2.1. Pa3neibl JMCUUINJMHBL M BU/Ibl 3aHATHIH
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Paznen 1 «OcHOBBI kubGepOe30mMacHOCTH» 36 4 8 7 24
Paznen 2 «Cmoco0sl 3amuThl HHPOPMAITHTH» 38 4 8 7 26
Pasnen 3 «OcobeHHocTH 00€ecIIeYeHUs LEJIOCTHOCTHA 36 ) 3 26
TTAHHBIX) N
Paznen 4 «OcobenHoctu obecrnedeHnss HGOPMAIHOH- 34 4 4 26
HOoM OezomacHoctu ACYTII» N
HTroro: 144 14 28 _ 102
4.2.2. Cojep:xaHue pa3aejioB AMCIMIJINHBI
Ne . TpynoemkocTh
Pa3zneanl Coaep:xaHue JeKHUOHHBIX 3aHATHH
n/n B aK. yacax

Pazngen 1: «OcHo-
BBl KuOepOe3omnac-

[puanuner naPopmMannonHoit 6e3onacaoctu. Cocros-
HUS AaHHBIX. Mepbl kubepoesonacaocTu. KornduaeHnu-

cu 1 cepradukarsl. ObectiedeHre TeIOCTHOCTH 0a3 JaHHBIX.

4
HOCTH» anbHOCTh. LlenocTtHocTh. JlocTynmHOCTE. YTPO3Bl KHOEp-
0€30M1acHOCTH, YSI3BUMOCTH M aTaKu.
Pasnen 2: «Cnoco- | Kpunrorpadus. ®@ynkuun ynpasiaenus nocrynom. Co-
2.| OBl 3aIUTH UH- KpBITUE JaHHBIX. 4
dhopmanumn»
3 | Paszen 3: «Oco- Buzbl cpenctB KOHTpOIS LENOCTHOCTH AaHHBIX Llidposbie momm- )




Ne . TpynoemkocThb
Pa3zneant Coaep:xaHue JeKIHOHHBIX 3aHATHI
n/n B aK. yacax

6enHocTu obecrme-
YEeHUS LEIOCTHO-
CTH IJAHHBIX»

Pasnmen 4: «Oco- HopmaTtuBuas 6a3a B o0nactu mHPOpManMOHHOU Oe3-
O0eHHoCTH olecrie- omacHoctu ACYTII. Aynutr wuHdopMaumoHHOU Oe3-
4.| yenust uapopma- onacHoctTH ACVYTII. OcobGeHHOCTH 3aIUT KOMIOHEHT 4
LMUOHHOU Oe3omac- ACVYTII n cienuain3upoBaHHBIX CHCTEM.
Hoctu ACYTII»
Hroro: 14
4.2.3. llpakTHyecKkue 3aHATUSA
Ne TpyaoemkocTs
u/n Pazgeant HaumeHoBaHMe NMPaKTHYECKUX padoT B aK. Y2Cax
| Paszen 1 HacquoﬁKa CEeTEeBBIX ycTpoucTB. OOHapyXeHHUE yIpo3 U yA3BUMO- 4
creil.
2 Pasgen 1 |ABTOopu3amus u ayTeHTU(UKAIUA. 4
3 Pasnmen 2 |[IpoBepka meaocTHOCTH (alJioB U JAHHBIX 2
4 Paszmen 2 |Hudpossie nonnucu u ceprudukatel B ACYTII 2
5 Paszen 2 3ammuTa OT HECAHKIIHOHUPOBAHHOTO AOCTYIa K KOMIOHEHTaM )
ACYTII
6 Pasnmen 2 |BecnpoBonnbie cetn B ACYTII
7 Pazgen 3 |Hactpoiika MeXceTeBOro 3kKpaHa
8 Paszmen 4 |Hactpoiika VPN mexay kommonentamu ACYTII
9 Pasen 4 Pe3epBupoBanue ceTeBbIX YCTPOUCTB U CEPBEPOB XPAHEHUS JaH- )
HeIX B ACYTII
Hroro: 28

4.2.4. JlabopaTopHble padoThl
JlaGopaTopHbIe pabOTHl HE MPEAYCMOTPECHBI.

4.2.5. KypcoBbie padoThl (IPOEKTHI)
KypcoBbie paboThl (IpOEKTHI) HE MPEAYCMOTPEHBI.

5. OBPA3OBATEJIBHBIE TEXHOJOI'NN

B xone oOydeHUsT MPUMEHSIOTCS:

JleKMH, KOTOpBIC SBIAIOTCS OJHUM M3 BaXHEHIIMX BUJIOB YYEOHBIX 3aHITHH W COCTaBISIOT OCHOBY
TEOPETHUYECKONW MOATOTOBKHM oOydarommuxcs. llenn TeKIUOHHBIX 3aHATHM:

- I1aTh CUCTEMAaTH3UPOBAHHBIC HAyUYHBIC 3HAHWS MO JUCIUILIMHE, aKI[CHTHPOBATh BHUMaHWE Ha Hanbo-
Jiee CIIOKHBIX BOINpPOCAX MUCIHUIIIHHEIL;

- CTUMYJIIPOBATh aKTUBHYIO NO3HABATEIbHYIO JNEATEILHOCTh 00YydYalOIMMUXCA, CIIOCOOCTBOBATh (DOPMHU-
POBaHHUIO WX TBOPUYECKOTO MBIIIJICHUS.

IIpakTudeckue 3aHsaTHsA. llenp mpakTHYECKUX 3aHATHH — COBEPIICHCTBOBATh YMECHHUS M HaBBIKH pe-
IICHUS MPAKTHYCCKUX 3a7ay.

['maBHBIM copepKaHHEM 3TOTO BHJAA YUYCOHBIX 3aHATHH SABIseTCsA paboTa KaxJoro oOydaromerocs 1o
OBJIAJICHUIO TIPAKTUYCCKUMH YMEHUSIMH M HaBbIKaMHU PO eCcCHOHANTBLHON AeATEIHLHOCTH.

KoHcyabTanuu (Tekymias KOHCYJIbTAIMs, HaKaHYHE 3aueTa) SABJIAIOTCSA ONHON W3 (HOPM PYKOBOJICTBA
yueOHOl paboTol oOydJaromuxcs U OKa3aHWS UM IOMOINM B CAMOCTOSITEILHOM HM3YYEHHUH MaTepuala JUCIU-
IUIMHBI, B JTUKBHUAALMN UMEIOIIUXCS TPOOEIOB B 3HAHMAX, 3aJI0JDKCHHOCTEH MO TeKYIIUM 3aHATHSAM, B TOJATO-
TOBKE MUChbMEHHBIX paboT (pedepaton).




Texyme KOHCYNbTAIlMM MPOBOAATCS IpenojgaBaTeNeM, BEAYLIMM 3aHATHS B y4eOHOW Tpymme, Hayd-
HBbIM PYKOBOJUTENEM U HOCIT KaK HHAMBUAYAIbHBINA, TAK U TPYNIIOBOM XapakTep.

CaMocTosiTeJbHasi padoTa o0y4yarouuXcs HampaBlieHa Ha yriIyOJIeHHWE W 3aKperjieHHe 3HaHWH, IMO-
JY4YCHHBIX Ha JIEKIUSAX U JAPYTHX 3aHATHIX, BBIPAOOTKY HABBIKOB CaMOCTOSITEILHOTO aKTHBHOTO Ipuolpere-
HUS HOBBIX, JIOTIOJIHUTEIbHBIX 3HAHUH, IMOATOTOBKY K NMPEACTOSIINUM YUEOHBIM 3aHATHIM M IPOMEXKYTOUHO-
My KOHTPOIJIIO.

6. OHEHOYHBIE CPEJACTBA 1JISd TEKYIHETI'O KOHTPOJISA YCIIEBAEMOCTHU,

MPOMEXYTOUYHOMN ATTECTAIIAM IO UTOT'AM OCBOEHUS JUCIHUILINHBI

6.1. CamocTtosiTeabHas padora cryaeatoB (CPC)

CamocrosiTenpHas paboTa CTYyACHTOB IO JUCLUIIINHE «XpaHEHHE M 3alIUTa KOMIIBIOTEPHON HH-
dbopmanum» MpoxXoAuT B (HOpMe MOATOTOBKH K MPAKTHUYECKHM 3aHATHSIM. Kpome MOATOTOBKM K NPAKTH-
YeCKUM 3aHATHSIM, B KauyeCTBE CAaMOCTOSTEIbHOW pabOThl CTyACHTHI NOJIKHBI, MCIOIB3YsS CHUCTEMY OH-
naiia-o0y4yenuss NetAcad, momHocThi0o ocBouTh Kypc CereBoit akajgemum Cisco: «OcHOBBI kuOepOes-
OTIACHOCTHY», BBINOJIHUB BCE JAMCTAHIMOHHBIE KOHTPOJbHBIE Pa0OTHl M ClaB (UHAIBHBIE TECTHI (C Pe3yib-
tatoM He MeHee 50% mpaBUIBHBIX OTBETOB). [l0 OKOHYAHWU MPOXOXKIEHUS KypPCOB OHH IOIY4alOT cep-
THPUKATH MEXIAYHAPOJHOTO 00Opasma.

6.1.1. TemaTuka 0JI1 CAMOCTOSITEJBLHOM MOATOTOBKH

Pazoen 1. Ocnosvt Kubepbezonacnocmu.

1. UYro Takoe KOH(MHUIECHUHATBHOCTh, LEIOCTHOCTh W JOCTYMHOCTb IS WH(POPMAIMOHHON
6e3omacuoctu?

2. Ha3oBuTe Tpu COCTOSHHMS JAaHHBIX B CHCTEMax

3.  Haszosute u3zBectHbic Bam yrpo3sl kubep0e30macHOCTH, YI3BUMOCTH U aTaku?

4.  Vkaxute ocobeHHOCTH oOecnedeHuss wWHHOPMAMOHHON 0Oe30macHOCTH OeCIpOBOJTHBIX
YCTPOKCTB

5. Yro Takoe couuanbHas WHXKEHEPHUS

Pazoen 2. Cnocobwvl 3auwjumosl ungopmayuu.
1. Yro Takoe CHMMETpHUYHOE MH(PpPOBaAHUE
2 UYTo HA3bIBAIOT ACCUMETPUYHBIM MHU(POBAHHEM
3. Meroasl ayTeHTH(HUKAIUN
4 MeToabl aBTOpHU3AIUH
5 Metoabl UIEHTUDUKAIHA
Pazoen 3. Ocobennocmu obecneueHus uea10CMHOCMU OAHHBIX.
1. Ykaxute u3BecTHble Bam anropuTmpl XeIUpPOBaHUA
2 Yro Takoe nobaBinenue conu? g 4ero MCHONB3yeTCs JaHHAsS TEXHOJIOTHUS
3. Kak ompenensiercst 1enoCcTHOCTh 0a3 JTaHHBIX
4 Yro Takoe muppoBbie NOANNUCH U KaK OHU HCIIOIB3YIOTCS
5 Uto Takoe cepTU(PUKATHI U KaK OHH HCIOJIB3YIOTCS
Pazoen 4. Ocobennocmu obecneuenuna uungopmayuonnoii oezonacnocmu ACYTIL

1 VKaxuTe crocoObl MOBBIIIEHUsT HAJE)KHOCTH cepBepa

2 VYkaxure cnocoObl obecredenus nHGpopManuoHHoi 6e3zomacHoctu [1JIK

3. VYkaxure cnoco0sl obecrnedueHuss nHpopmanrnonHol 6esomacHoctn SCADA-cucrem
4 VYkaxure crocoOsl obecrneueHus uHpopmamnrnoHHoi 6e3omacHoctu OPC-cepBepa

5. VYkaxure criocoObl xpanenuss uHpopmanuu B ACYTII

6.2. OueHouyHble cpeacTBa AJiA NPoBeJeHNs] MPOMEKYTOYHON aTTecTanuu (IK3aMeHAa)
6.2.1. [IpumepHbIi NepevyeHb BOMPOCOB K IK3aMEHY:

Uro Takoe BUpyc?

Yo Takoe noruveckas 6omoba?

Ykaxute 0COOEHHOCTH MPOTpaMM-BbBIMOTaTenen?

YkaxuTe 0COOCHHOCTH MHTEpPHET-YepBeit?

VKaxute 0COOEHHOCTH «TPOSTHCKOTO KOHSI»?

Kakum 006pa3om mpou3BOIAT aTaku 4epe3 IJIEKTPOHHYIO MOUTY

RIS



7. Kak npousBogutcs ataka depe3 Opaysep

8. Urto takoe QumuHT

9. Vkaxurte u3BecTHble BaM TaKTHKHU COIMAIbHON HHXKEHEPUU

10. OnmumuTte aTaky OTKa3 B 00CIyXHMBaHUH

11. Onumure ataky OpoOCIylIMBaHUE

12. OnumuTte ataky 4yepe3 NOoCpeJHHKa

13. C noMoImpI0 KaKMX METOJOB NMPOU3BOAUTCS aTaka O0ECIPOBOIHBIX YCTPOUCTB

14. Uto Ttakoe kpunrorpadus

15. Onumure cnocoObl MHUPPOBAHNE C OTKPBITHIM U € 3aKPBITBIMHU KII0OUYaMHU

16. Ilepeuncnure n3BecTHble BaM aaropuTMbl HCTIONB3yeMble B MU(POBOH MOIMKICH

17. Uto coboii mpeacraBiseT Mpolecc MpoBepKu cepTudukara

18. YTo 03Ha4YaeT TEPMHUH IAThH OEBITOK

19. Uro Takoe pezepBupoBanue? C MOMOMIpI0 KaKUX TEXHOIJOTHI OHO o0ecreuynBaeTcs

20. Uto Takoe 0TKa30yCTOWYMBOCTH cuCTeMbl? C MOMOIIBI0 KaKUX TEXHOIJOTHH OHa oOecrednBaeTcs

21. Onumure nportokousl Telnet, SSH u SCP

22. YkaxuTe NpUHIUNBl UEIOCTHOCTH JaHHBIX

23. Ilepeuncnaure ypoBHH obecrnedeHuss KkuOepOe30nacHOCTH

24. Yxaxute ocobeHHOCTH o0OecrneueHuss 0€30NaCHOCTH I yPOBHS yCTPOMCTB

25. Ykaxute 0coOEHHOCTH oOecrnedueHus: 0€30MacHOCTU ISl YPOBHS JIOKAJIbHOU CETH

26. Ykaxxute 0cOOEHHOCTH obecrnedeHusl 0€30mMacHOCTH ISl YPOBHS 4acTHOTO o0iaka

27. Ykaxute 0co0eHHOCTH obecrneueHus: 0€30MacHOCTU sl YPOBHS (U3MUECKUX CPEICTB

28. Ykaxute 0ocoOeHHOCTH oOecrneueHus: 0€30IacCHOCTH ISl YPOBHS NMPUIOKEHHUH

29. Ykaxute 0ocoOeHHOCTH oOecrneueHus: 0€30MacHOCTU Il YPOBHS 00IIEAOCTYIIHOTO o0naka
6.2.2. IIpuMepHBbIe TEeCTOBBIE 32JaHUS K IK3aMeHY

Bapuanut 1
No
w/ Bormpoc BapuanTts! oTBeTa
Uro takoe BYOD? 1. mpuHecHu cBOE yCTPOUCTBO
2. wucnonb3yu Tonbko BHyTpeHHue 110 u
1. o0opytoBaHHe
3. 3amycTH aHTHBHPYC
4. mupuHECH c co0OH OMacHOCTh
Kak Ha3pIBaloT Xakepa, 3aHUMAOIIETOCS B3JIOMaMHU 1. XaKuBHCT
2 paau OpOABMKEHUS HEKOU uaen? 2. cepsbli XaKkkep
) 3. 4epHBIA XaKKep
4. Xaxkkep-1UIHUOH
WNudopmanus, nomydeHHas B pe3yibraTe HaOIOIe- 1. JaHHBIC
HUI WM U3MEPEeHUH OTIeNbHBIX CBOUCTB (aTpuody- 2. -3HAHHS
3. TOB), XapaKTEPHU3YIOLINX 00BEKTHI, IPOIECCHl H 5B- 3. JlaHHbBle WM 3HAHUS
JIEHHUS TIPeMETHON 00JIacTH Ha3hIBAETCS 4. DkcreprHas HHGOPMALHS
[Ipu xaxoii aTake 1e7Tb BEIBOAUTCS U3 CTPOS IyTeM 1. Qanscudukanus
OTIIPaBKH €I OTPOMHOTO KOJIMYECTBA 3aIPOCOB OT 2. DDoS-artaka
4. MHOJECTBA JPYyTUX CHUCTEM? 3. DoS-araka
4. ping araka
Kakue u3 nmkeykazanHbeix Mep 5QdexTuBHbI B 00ph- | 1. Haem xakepos
0e ¢ KubepnpecTynHUKaMu? 2. BaenpeHue cucteM paHHEro OIOBEIE-
5. HUA
3.  OrtkiaoueHue ceTu
4. 3ameHa ONepalMOHHBIX CUCTEM
Uro 03HaYaeT TEPMHUH «YSI3BUMOCTHY? 1. moTeHIMaNbHAs yrpo3a, CO3JaHHAs XaKe-
poM
6. 2.  W3BECTHAs IeJeBas CHCTeMa WM Malllu-
Ha-)KepTBa
3.  ysA3BUMOCTbH, U3-32 KOTOPOTO IeNieBasi CH-




i Bormpoc Bapuantsl otBera
cTeMa MoJBEepKeHa TeM WM MHBIM aTakaM
4. MeroJ aTaku C MCIOJIb30BaHUEM JKC-
IJIOKTA B 1IEJIEBOM cUCTEME
HpI/I KaKOU aTake KOMIIBIOTEP BBIBOAUTCA U3 CTPOS 3a 1. AITOpUTMHUYCCKasl aTaka
CUCT NCPCIIOJIHCHUS ITaMATHU HUJIN NIEPETrPYy3KU LCH- 2. HACUYEpIIaHUE PECYPCOB
7 TpajJbHOTO Ipoueccopa? 3. DDoS-araka
4. APT
Jist wero caysxut DLP? 1. Tlpemymnpeskaaer Mojib30BaTess O MOIbIT-
Kax B3JIOMa U XaKePCKUX aTaKax
2. Bomonnser ¢pyHKuMio 6€30macHOr0 BBOJA
8. napoJsuei
3. IlpenotBpamaer yTeuky uHGpOpMaLuu ¢
KOMIIBIOTEpa
4. 3amuniaet KOMIbIOTEP OT BUPYCOB
Oo0ecrieunBaet a1 (opMaTUPOBAHKE KECTKOro AucKa | 1. ObGecreynBaeT MOJHOCTBIO
TIOJIHOE M30aBICHHE OT BUPYCOB? 2. (OOecrneunBaeT MpU HAU3KOYPOBHEBOM
9. (dbopMaTHpOBaHUH
3. Her
4. OOecrieunBaeT eCii BBIIIOJIHEHO OBICTpOE
(opmaTHpoBaHue
st wero ucnons3yercst Firewall, 1. st hunbTpanuu Tpaduka
2. st hopMaTUPOBAHUS
10. 3. JUIsl OYMCTKH KOMITbIOTEpA
4. 17151 OBICTPOro M 0E30I1acHOTO IMOHCKA
nHpOpMAaIH
MOHO T XpaHUTh BRXHYIO MHPOPMAIMIO HA J)KeCcT- | 1. Jla, ecy KOMIIBIOTEP HE MOAKIIOYEH K
KOM JIMCKE KOMIIBIOTEPA, B TOM YHUCIIE MapOIx UHTEPHETY
3. Ha, eciy 5TO MOM JMYHBIM KOMIIBIOTEP
4. HET
VYcTaHOBKa OIHOBPEMEHHO HECKOJIBKHUX aHTHBHPYC- 1. Ila
HBIX IIPOTrPaMM IOBBIIIAET 3AIIUIIEHHOCTh. BEI co- 2. Her
12. IJIaCHBI ¢ 3TUM? 3. Ha, eciu 3TO aHTUBHUPYCHl OJHOIO
MIPOU3BOAMTEIIS
4. Ha, ecny 3TO aHTUBHPYCHI OT H3BECT-
HBIX POM3BOAUTEICH
Kakoe nelictBue BeposiTHEH BCero MpUBEAET K 3apa- 1. [lonmyyenne cooOIIEHUST IO SJEKTPOH-
KEHUIO0 KOMIIbloTepa? HOM moure
13 2. 5 OtmpaBka COOOIIEHHSI TIO DIIEKTPOH-
HOH moure
3. 3arpy3ka nuparckoro 110
4. Co3nanue HoOBorO (haiina
1. ITocemaTh TOMBKO CaWThl H3BECTHBIX OPEH-
JI0B
14. Kaxk rapantupoBats 100% 3amuiieHHOCTh KOMIBIO- | 2. BrmounTts Opanamaysp
Tepa OT 3apa)KeHUsI BUpyCaMU B ceTu? 3. Takux rapaHTuii HeT
4. CBOEBPEMEHHO yCTaHABIMBATh OOHOBJICHUS
POrpaMMHOI0 00eCIIeYeHHs
1. OTKIII0YaeT HA30MIKUBYIO PEKIaMy
15. | ®OunpTpanyst KOHTEHTA, JJIS 9YeT0 OHA CITYXKHT? 2. SaILHILACT OT CKPHITOH 3arpy3Kit Bpe-

JIOHOCHOTO TIPOTPAaMMHOTO 00ecrieueHHs
3. OTcenBaeT MOMUCKOBBIA CIIaM




n/m

Bomnpoc

Bapuantel oTBeTa

4. [ToMoraeT OBICTPO HAXOAUTH B CETH
TpeOyeMbIii KOHTCHT COXPaHsIS MPU 3TOM MHO-
r'o JparoleHHOTO BpeMeHU

16.

Camplii Tyqmui cmocod XpaHeHHs apoJiel B UH-
dhopmanuoHHoO# cucteme?

1. BooO1ie He coxpaHsTh

2. ApxXuBHpOBaHUE

3. XemupoBaHue

4. XpaHUTh TOJBKO C BKJIFOYCHHBIM OpaH/I-
May3poM

17.

C ueMm cBsizaHa aTaka BBEJCHHEM MPOU3BOJIBHBIX 3a-
MPOCoOB B 0a3y NaHHBIX?

1. Henomanka PHP Include

2. ¥sazsumocth SQL Injection
3. Cooit Denial of Service

4. Ommoxa Denial of Service

18.

Kakyo yrpo3y MoXHO Ha3BaTh MpeIHaAMEPEHHON?
CoTpyaHuK:

1. BBen HenpaBUIbHBIE JAHHbBIE

2. OTKpBUI MHCBMO COAEpIKAIee BPEIOHOCHOE
o

3. Bxmrouns kommbioTep 0e3 paspemeHus

4. CoBeplin He aBTOPU30BAHHBIN TOCTYII

19.

Ecnu He HaxxuMas Ha MKOHKH TPOCTO MPOCMOTPETh
TOJIO3PUTENBHBIN CAlT, HUYEro He Tpou3oneT. Boi
COTJIACHEI?

1. Her. 3apaxxeHne MOXET MPOU30UTH
Ja’ke eCJIM BBI MPOCTO MOCMOTpenu nuHpopma-
LU0 C 9KpaHa, PH TOM HHYETO HE HAKUMAs
2. Ha, 3apakeHre MpOUCXOIUT TOJIbKO
Mocyie KJIMKOB, YeM 3aIlyCcKaeTcs BUPyCHAs
mporpaMma

3. Ja, mpocToil MpOCMOTp HE HAHOCUT HUKA-
KOTO Bpena

4. ITogo3pUTENbHBIN CAUT OTKPHITH HEBO3-
MOJKHO, TaK KaK OH aBTOMaTHYECKH OJIOKHPY-
€TCSI BCEMH CHCTEMaMU

20.

[IpencTaBasgioT 1 yrpo3y BHPYCHI IS KPYITHBIX
KOMIIaHUK?

1. Ckopee HeT. B kpyIHBIX KOMITAHHSX Pa3BH-
Ta cucTeMa 0€30IaCHOCTH

2. Ecnin koMmaHus o01ajiaeT COTpyTHUKAMH
3aHUMAIOIUMHCS 0€30MMaCHOCTHIO CETH, BUPY-
Chl HE MOTYT HaHECTH TaAKOMY MPEIIPUATHIO
Bpena

3. Ja, npencraBisitoT

4. Het

Bapuant 2

Ne
w/n Bomnpoc BapuanTel oTBeTa
AHTHUBUPYC NOJHOCTHIO 3aLIUIIAET KOMIIBIOTEP OT 1. 3amumaer COBMECTHO C BKIIOYCHHBIM
BHPYCOB U aTak mpu padote B ceTu. Brl cormacHsl ¢ OpaHIMayspoM
1 3TUM? 2. Het
) 3. Jla, eciu 3TO JUIEH3UOHHBIA aHTUBHUPYC
WU3BECTHOTO MPOU3BOIUTENS
4. Ja
Kakme BUPYCH aKTUMBUBUPYITCHA IIOCJE 1. 3arpy3o4Hbie
) BrJOUeHus OC? 2. Cauddepsr
' 3. TpostHBI
4. Yepsu
UYTo uyame BCETrO MCIOJb3YT 1. ®ummnr
3 3JIOYMBIJICHHMKN IPU aTakKe Ha 2. 3arpy3Ka ckpheIToro BpemoHocHoro I10
) KOMIIBIOTEPE OOJIKHOCTHEIX JIML U 3. DDos araku
PYKOBOIMUTEJIEM KPYIIHBEIX KOMIIAHUN? 4. Coam




W Bormpoc Bapuantsl oTBera
B kxakoM 6OJyiok odanyie autorun.inf uyame 1. DIl
BCEer0o MNPONMCHBAETCS BPENOHOCHAS 2. Setup
4 nporpamMMa ? 3. Open
' 4. Downloade
dro os3HauaeT abbpeBuarypa IOE? 1. Internet of Everything (Bceo6bsemmronuii
HHTepHEeT)
2. Intelligence on Everything (Bceo6bsemitto-
5 masi aHAJINTHKA)
' 3. Internet of Everyday (MHTepHET Ha KaXKIbIid
JICHB)
4. Insight into Everything (Llennas nadopma-
us 000 BCEM)
Kax Ha3pIBaloT ycTpOoMCTBO XpaHEHUs JaHHBIX, MOA- 1. O6mako
6 KIIIOYCHHOE K CeTH? 2. NAS
' 3. RAID
4. ceth xpaHeHUs JaHHBIX (SAN)
HazoBute merom obecmedeHus: JOCTYIHOCTH CH- 1. pe3epBHOE KOIIMPOBAHHUE CHCTEM
cTeM. 2. CBOEBPEMEHHOE OOHOBIIEHHE OIIEpPAI[MOH-
7. HBIX CHCTEM
3. OTKa30yCTOWYHUBOCTh CHUCTEMBI
4. UCTIONB30BAHUE OTHETYLIUTENCH
Kax HaspiBaeTcs neficTBue, B pe3yJsibTaTe KOTOPOIO 1. OBpEXICHUE
MepBOHAYANBHBIC JAHHBIC M3MEHSIOTCS (IIyTeM H3- 2. UENOCTHOCTh
8. MEHEHUS IMOJIb30BATEISIMU BPYyUHYI0, 00pabOTKH U 3. Moaudukamus
W3MEHEHUS 3TUX JaHHBIX MPUIOKECHUSIMHI WIH UX 4. ynanenue
HW3MEHEHUS B pe3yJibTaTe OTKa3a 000pynoBaHus)?
Kaxoif MexaHu3M ompezenseT mepeueHb TOCTYITHBIX 1. buoMeTrpuueckass UACHTU(DUKAIHS
9 MOJIb30BATEII0 PECYPCOB U OTEPAIIHii? 2. aBTOpH3aLU
' 3. yuer
4. uIeHTHPUKATOD
K kakoit kareropuu OTHOCSITCS 3aKOHBI B chepe Ku- 1. HEeBO3MOXXHOCTh OTKa3a
6ep0Oe30MacHOCTH, PETYIUPYIONINE PACKPBITHE Opra- | 2. KOH(PHUACHIUATHHOCTh MEPCOHATIBHBIX JaH-
10. HU3aIUAMH KOH(HUICHIMATbHONH HHGOpMAaK 0 Bac? | HBIX
3. ayTteHTU(UKAIUA
4. 11eJI0CTHOCTD
Kakoil U3 mpuHIUIIOB MOJIpa3yMeBaeT UCKIIOUYEHUE 1. HEeBO3MOXXHOCTh OTKa3a
1], | AoCTyMa HEaBTOPH3OBAHHBIX JIHII, PECYPCOB 1 MPO- 2. JOCTYNHOCTB
1eccoB K uHpopmaru? 3. KOH(PUACHIMATHHOCTD
4. yuer
Kak HaszpIBaeTcs 3aiuiiieHHasi BUPTyalbHAs CETh, 1. IPS
1o, | cymecTByomas BHyTpU 00IEeI0CTYTHON ceTH? 2. MPLS
3. VPN
4. MexceTeBol 3KpaH
Kakoii MexaHn3M MOHO IPUMEHUTH B OpraHU3aluu B 1. SHA-1
13. KAueCcTBE CPEICTBA 3aIIUTHI OT HETIPEIHAMEPEHHOTO H3- 2.  um¢ppoBaHHE
MeHEeHUs HHPOPMAIIY aBTOPU30BAaHHBIMU MOJIB30BATE- 3.  ympaBicHHE BEPCHAMH
TsMu? 4.  XOIIMPOBaHUE
1. YpoBHs npuiioxxeHuit
14. | IIporokon TCP sBiseTcs MPOTOKOJIOM 2. TpancrioptHOro yposHa
3. YpoBHS ceTeBOro aocryrma
4. ®U3NYECKOTO YPOBHSA
15. [IpoTokosn SMTP sBisieTcss mMpOTOKOJIOM 1. YpoBHs npunoxxeHui




W Bomnpoc Bapuantel oTBeTa
2. TpaHCIIOPTHOTO YPOBHS
3. YpoBHS ceTeBOro I0CTymna
4. ®U3NYECKOTO YPOBHSA
1. www.spmi.ru
16 2. spmi.ru
.| YKaxkute TOMEHHOE UM TPETHEro YPOBHS .
3. sbp.spmi.ru
4. spmi.org
DNS
17, Ykaxure cinyx0y, kotopas cooTHocuT IP-aapeca ¢ SMTP
JIOMEHHBIM MMEHEM MAIllWHbI, © HA000pOT FTP
HTTP
DNS
18, Ykaxurte cinyx0y, KOTOpas OTBedaeT 3a MOYTOBYIO SMTP
pacChUIKY FTP
HTTP
YKaxmTe KakKoM ypoBeHb ISO-MoImesnu 1. CeaHCOBBI
OTBEUYaeT B3a I[epelady HOaHHHX IO 2. CereBoit
19. KaHally, 23a KOHTPOJIb OmMbOK U 3. TpancnopTHBIN
CUHXPOHMBALNMIO IaHHBEIX 4. KananbHbIi
Kaxkoii ypoens ISO-mMomenu mo3BosieT ynpaBiiTh 1. CeaHCOBBIi
20, BEIICHUEM JMajiora MeXJay 0ObeKTaMH CETH 2. CereBoit
3. TpancnopTHBIN
4. Ouznveckuit

BapuanTt 3

Ne
W Bormpoc Bapuantsl oTBera
Ykaxure kakoi ypoBeHb ISO-monmenu oTBeyaer 3a 1. CeaHCOBBIi
| | ycraHoBIenne (bM3MYECKOr0 COCMUHEHUS MEXIY 2. CereBoit
ycTpoiicTBaMu 3. TpancnopTHBIN
4. KananbHbIH
WAN st0 1.'mobanpHast ceTh
) 2. JlokanpHas ceTb
' 3. Tabuuia MapmpyTH3aLud
4. Anpec ycTpoiicTBa
LAN »s10 1.'mobanpHast ceTh
3 2. JlokanpHas ceTb
' 3. Tabnuia MapmpyTH3ALHAHA
4. Anpec ycTpoiicTBa
1. Telnet
2. DHCP
4. K mpoToxony TpaHCHOPTHOTO YPOBHS OTHOCHTCS 3. UDP
4. SMTP
Kax Ha3piBaeTCs HayKa O CO3JaHHUU U B3JIOME 1.  dakropuzanus
5 mudpos? 2. UMIEpCOHH(pUKAIMI
3. moaMmeHa
4.  KpUNTOJOTHS
[Ipu xaxgOM BXOZIe B CHCTEMY IIOJIH30BATEIb BHIUT 1.  mackupyromue
npenymnpexaaonee cooleHrne ¢ mepeyHeM Hera- 2.  TPEBEHTUBHEIC
6. TUBHBIX TOCIIEICTBUNA HApPYIICHUS MPABUI, TIPEAY- 3. caep)kuBaroliue
CMOTPEHHBIX MMOJUTUKaMU KoMmaHuu. K kakomy Tu- 4.  pacro3HaBaTeIbHBIE
Iy OTHOCHUTCS TAaHHOE CPEACTBO KOHTPOJIS JocTyma?
7 IIpu xakom mudpPOBaHUU AaHHBIE MHUPPYIOTCST 1. cummerpuyHoe

OJTHUM KJIOYOM, a pacmu(ppoBBIBAIOTCI — JAPY-

2.  mepecTaHOBKa



http://www.spmi.ru/

" paccMaTpuBaCT BO3MOXKHOCTb HUCIIOJIb30BAHUS 00-

[Inardopma kak yciyra (PaaS)

i Bonpoc BapuanTts! oTBeTa
rum? 3. omHOpa30BbIN MUPPOOIOKHOT
4. acUMMETpUYHOE
IIpu xakom anroput™me WHUGPOBAHUSA MPUMEHS- I.  acummeTpuuHOE
8. eTCsA OJUH U TOT ke o0mui PSK-kimou, 4To0sI 2. xem
3amudpoBaTs U pacmudpoBaTh JaHHbIE? 3. cummerpuyHOe
4.  0JaHOPa30BHIA MUPPOOIOKHOT
Kakolt TepMuH npuMeHsaeTcs A OonucaHus Kiroded | 1. KeHnorruHr
9 muQpoBaHus? 2. cay4yalHOCTh KJIrOo4a
' 3. OPOCTPaHCTBO KJIHOYEH
4. keireHepeur
KOJINYECTBO BO3MOKHBIX BAPUAHTOB, KOTOPbIe MOXKET | 1. KEHIIOITHHT
10.p | CO3MATh K04 OIIPEEeTICHHON JJIMHBI 3TO 2. cIy4alHOCTH KItO4a
3. OPOCTPaHCTBO KJIHOYEH
4. keireHepeur
ITpu kakoMm mUQpoBaHUU OJIOK OTKPBHITOTO TEKCTa 1. 610uHOE
11 (PMKCUPOBAHHOW JUIMHBI MOXKET OBITH B JIFOOOH MO- 2. mpeobOpasyromiee
MEHT BpeMeHHU IpeoOpa3oBaH B 128-OuTHbIN 010K 3. CUMMETPHYHOE
KpUIITOrpamMMbl? 4. xem
Kakoit kpunrrorpaduueckuii anroputm npumensercs | 1. IDEA
1 | B AHB u nogpasymMeBaeT UCIOJIb30BaHUE BIIUITHU- 2. AES
YEeCKHUX KPUBBIX Uil popmupoBanus undpossix mog- | 3. ECC
nuced ¥ oOMeHa KIIto4aMu? 4. RSA
Kak Ha3pIBaeTCs TEXHOJIOTHS 3AILUTHI IPOTPaMMHOTO | 1. TOBapHBII 3HaK
13. o0ecrieueHns OT HECAHKIIMOHUPOBAHHOTO JOCTYIA 2. KOHTPOJIb AOCTYyINa
WA MOJU(HUKAINN? 3. mudpoBoil BOASHON 3HAK
4. aBTOpCKHE TpaBa
Cneuumanucty 1mo 6€30macHOCTH MPEAJIaratoT BbIION- | 1 AHanu3aTop IakeToB
HUTH aHAIIN3 TEKYLIETO0 COCTOSHUS CETH KOMIIAHUH. 2. Ckanep ys3BUMOCTEH
14. | Kakoif MHCTpyMeHT OyJeT UCIONb30BaTh CleNuanucT | 3. McrpiTaHie Ha MPOHHUKHOBEHUE
10 0€30I1aCHOCTH Ul CKAHUPOBAHMS CETH MCKIIOYH- | 4. BpemonocHoe I10
TEJIPHO B LEJISIX BBISBICHHS yrpo3 Oe3omacHoCcTu?
Kakue tpu ycnyru e npenoctasisaior CERT? 1. CobnroneHne CTaHIApTOB MIPOTPAMMHOTO
obecrieueHus
2. Pa3paboTka HHCTPYMEHTOB, IPOJYKTOB H
15, METOJMK TEXHHYECKOH AKCTIEPTH3HI
3. YcrpaHeHus ysA3BUMOCTEH NpOrpaMMHOIO
obecrieueHus
4. Pa3paboTka HHCTPYMEHTOB, IPOJYKTOB H
METOJUK AJISl aHaIM3a YsI3BUMOCTEH
YTo MOKHO MCHOJIB30BATH AJIs OANIBHON OLIEHKU 1. Llentp pearupoBaHusi Ha KOMIBIOTEPHBIE
CEPbE3HOCTU YTPO3 B LENIAX ONPEACICHUS BaXKHBIX nauaeHTs (CERT)
16. yS3BUMOCTEN? 2. ACSC
3. ISC
4. HanmonanbsHas 0a3a JaHHBIX 00 YsS3BUMO-
ctax (NVD)
Creranuct mo 0e30MacHOCTH MOXKET UMETh JOCTYII 1. Bo3moxHbIl OoHYC
K KOH(QHICHINAIbHBIM JaHHBIM U pecypcaM. UTo u3 | 2. 3akoHbl, peryiupymoliime o0paboTKy naH-
17. | cnenyrowwero 10DKEH MOHUMATh CHELUAINCT MO 0e3- | HBIX
OIAaCHOCTHU AJIsl IPUHATHS OOOCHOBAHHBIX, 3THUECKUX | 3. [loTeHIMampHas BHITOAa
peuieHuit 4. TlaptHepcTBa
Komnanus neltaeTcs CHU3HUTH 3aTpathl Ha pa3BepThl- | 1. MHDpacTpykTypa kak yciyra (laaS)
|g | BaHHE KOMMEPUECKOro MporpaMMHOro obecrreuennss | 2. 10 kak ycuyra (SaaS)
3.
4.

nagHbIX ciryk0. Kakas obmauHas cimyx6a Oyner

Boccranosnenne kak ycmyra (RaaS)




W Bormpoc Bapuantsl oTBera
HaWITydIIeH Uis pa3MeIIeHus: MPOrpaMMHOro obec-
neyeHus?
Kakue nBe Mepbl MOTYT IpeJOTBPATHTh AOCTYII HE- 1. PerynsapHoe mpoBeaeHne 0O0y4eHHS IO BO-
CaHKLIMOHUPOBAHHBIX MTOCETUTENCH B 3MaHHCE? mpocaM 0€30IacHOCTH
2. 3amku Ha mkadax
19. 3. 3amper Ha BBIXOJ U3 37aHUs B pabouee
BpeMs
4. 3amper Ha HCIOJIb30BaHUE JTHYHBIX
YCTpPOMCTB
[Tonp30BaTenb co3gan NporpamMmy | KejiaaeT mepe- 1. Beruncnuts xem-cymmy (aiiiaa mporpaMmsl,
JaTh €€ BCeM COTpyIOHHKaM KommnaHwuu. [Ipu sTom KOTOpasi MOXeT OBITh HCIOJb30BaHa AJIS IPO-
HEO0OXOIUMO TapaHTHPOBaTh, YTO IMPOrpaMma He Oy- | BEpPKHU LEJIOCTHOCTHU (paiiya mocjie ero 3arpys-
JeT U3MEHEeHa B mpoliecce ee 3arpy3ku. Kakum oOpa- | KH.
50, | 30M MOXHO o0ecneunuTs YBEPEHHOCTDh B TOM, UTO 2. 3ammudposars nmporpaMmy u TpeOoOBaTh ma-

nmporpaMMa He Obljla U3MEHEHa B X0JI€ €€ 3arpy3Ku?

POIB TOCIIE €€ 3arpy3KH.
3. OTKJIIOUHTH aHTHBHPYC HA BCEX KOMIIBIO-

Tepax.

KapTe.

4. PacmpocTpaHsTh mporpammy Ha (ieri-

6.2.3 KpuTepnu oueHOK MPOMEeKYTOUYHOUH aTTecTanmuu (IK3aMeH)
6.2.3.1. lIxana oneHMBaHuA 3HAHHNN MO BLINMOJHEHHIO 3aJaHUN DK3aMeHa

Onenka

«2»
(Hey10BJICTBOPHUTEJIBHO)

IMoporoBelii ypoBeHb
OCBOEHHUS

Yriy0aeHHbli
YPOBEHb OCBOEHHUS

IpoaBuHyTHIH
YPOBEHb OCBOEHHUSI

«3»
(YA oBJICTBOpPHTEJIb HO)

«4»
(xopo1o)

«5»
(0OTJIMYHO)

ITocemenne menee 50 %
JMEKIUOHHBIX U
MPAKTUYECKUX 3aHATHI

[Tocemenne He menee 60
% JNEKIUOHHBIX U
MPAKTUYECKUX 3aHATUN

[Tocemenne He MeHee
70 % JEKLUOHHBIX U
MPAaKTUUYECKUX 3aHATHI

[locemenne He MeHee
85 % NEeKNNOHHBIX U
MPAKTUUYECKUX 3aHATHI

CtyzaeHT He 3HaeT
3HAYUTEIbHOM YacTH
Marepuana, J0MmycKaeT
CyIIeCTBEHHBIC OMIMOKHU B

CTyAeHT TTOBEPXHOCTHO
3HaeT MaTepual
OCHOBHBIX pa3fielioB U
TeM y4eOHOM
JUCLHUIUIAHBI, JIOMYyCKaeT

CTyZeHT XOpoIo 3HaeT

MaTepHall, TPaMOTHO U

MO CYIIECTBY H3JIaraet
ero, IOMycKas

CTyZeHT B IOJTHOM
00béMe 3HAET Marepuai
PaMOTHO U 10
CYIIECTBY M3JIaraer ero,
HE IOMycCKast

b

HEKOTOPBIE HETOYHOCTH B CYIIECTBEHHBIX
OTBETaxX Ha BOIPOCH HETOYHOCTH B OTBETE Ha .
OTBETE Ha BOMPOC. HETOYHOCTEH B OTBETE
BOIIPOC
Ha BOIIPOC
He ymeet Haxoguth HWuornma Haxoout YBepeHHO HaXOJuT Be3ommnbo4yHo HAXOIUT
pemieHns OONBITMHCTBA perieHus, pelIeHus, peuieHus,
MPeIyCMOTPEHHBIX MpeIyCMOTPECHHBIE MPeIyCMOTPEHHBIC MpeayCMOTPEHHBIE
mporpaMMoil o0ydeHus mporpaMMoil o0ydeHus mporpaMMoii 00yueHus MporpaMMon
3aJaHuM 3aJaHui 3alaHuN 00yueHus 3agaHui
BonpmuHCTBO [IpenycmorpenHble [IpenycmoTrpeHHbIE [IpenycMmoTpennsbie
MPeayCMOTPEHHBIX IporpaMMoil o0ydeHus mporpaMMoi o0ydeHus MpoTpaMMON 00yUYeHUs

porpaMMoii 00yueHus
3alaHNil HE BBIIIOJIHEHO

3a/1aHMsl BBIIIOJIHEHBI
YIOBJIETBOPUTEIBLHO

3agaHusd yCIICIIHO
BBITTOJIHEHBI

3agaHusd yCIICIIHO
BBITITOJIHCHBI




6.2.3.2. Illkana oueHNBaHUs 3HAHUN B TecTOBOI dopme

KosimyecTBO MpaBUJIBLHBIX 0TBETOB, % Onenka
0-49 He 3aureno

50-65 3a4yTeHo

66-85 3a4yTeHo

86-100 3auTeHo

7. YHEBHO-METOJUYECKOE U UHOOPMALHUNOHHOE OBECIIEYEHUE
AUCHOUIIJIHNHBI
7.1. PekoMenayemasi aurepatypa
7.1.1. OcHoBHas JuTepaTypa

1. EpmakoBa, A. FO. MeToabl U cpefcTBa 3alIUTHl KOMIBIOTEPHOW HHPOPMANMHU : yueOHOE I0-
cobue / A. HO. EpmakoBa. — MockBa : PTY MUPDA, 2020. — 223 ¢. — TekcT : 3JIeKTpOHHBIH // JIaHp :
3NIEKTpOHHO-O0uOMMoTeunas cuctema. — URL: https://e.lanbook.com/book/163844 (mata oOpameHus:
24.12.2021). — Pexxum mocTyma: s aBTOPH3. MOJb30BaTElCH.

2. [Tapteika, T. JI. UadopmanmonHas 6e3omacHocTh : yueObHoe mocobue / T.JI. IlapTeika, ..
[TomoB. — 5-e u3x., nepepad. u gon. — Mocksa : ®DOPYM : UHOPA-M, 2021. — 432 c. — (Cpennee
npopeccuonanpHoe oopaszopanue). - ISBN 978-5-00091-473-1. - TekcT : anexTponHsii. - URL:
https://znanium.com/catalog/product/1189328 (mata oOpamenus: 24.12.2021). - PexxuMm poctyma: mo
MOJIITUCKE.

3. bapanosa, E. K. UndopmanuonHas 6e30macHoCTh M 3aimuTa HHGopManuu : yueOHoe mocobdue
/ E.K. bapanoBa, A.B. babam. — 4-e u3x., nepepab. u gon. — Mockpa : PUOP : UH®PA-M, 2021. —
336 ¢c. — (Bricmee obpazoBanue). — DOI: https://doi.org/10.29039/1761-6. - ISBN 978-5-369-01761-6.
- Texct : anexktponHblid. - URL: https://znanium.com/catalog/product/1189326 (mata obpameHus:
24.12.2021). - Pexxum gocTyma: Mo MOAIHUCKE.

4. Knumenko, . C. UapopmanmonHas 6€301MaCHOCTh U 3alMTa HHOOPMAIMUA: MOJEIN U METO-
nbl yrpaienus : mororpadus / U.C. Knumenko. — Mocksa : UHOPA-M, 2021. — 180 ¢. — (Hayunas
Mbicib). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. - Texct
: anexTpoHHbIA. - URL: https://znanium.com/catalog/product/1137902 (mata oOGpamenus: 24.12.2021). -
Pexum nocTyna: mo moJmuCKE.

7.1.2. lonoaHuTeNbHAas JUTEpaTypa

1. Kynunos, FO. . OcHOBHEI cOoBpeMeHHOW nHpOpMaTHKH : yueOHoe nmocobue / KO. . KynuHos,
®. @. [Tamenko. — 5-e uza., crep. — Cankt-IletepOypr : Jlanp, 2021. — 256 ¢. — ISBN 978-5-8114-
0918-1. — Tekct : 3neKTpOHHBIH // JlaHb : 37eKTpOHHO-OMONMOTeyHas cuctema. — URL:
https://elanbook.com/book/169187 (mata o6pamenus: 24.12.2021). — PexuM mocTyma: s aBTOPH3.
M0JIb30BaTENEH.

2. Knumenko, . C. UapopmanmoHHass 6€30MaCHOCTh M 3aIMuTa HHOOPMAUKU: MOJCIU U METOIbI
ynpasieHus : moHorpadus / U.C. Knumenko. — Mocksa : UH®PA-M, 2020. — 180 ¢. — (HayuHas
Mbicib). — DOI 10.12737/monography 5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. - Texct
: anexTpoHHbId. - URL: https://znanium.com/catalog/product/1018665 (mata obpamenus: 24.12.2021). -
Pexum noctyna: mo moJmuCKe.

7.1.3. YuyeOHO-MeTOANYECKOE o0ecrmeyeHue

1. [IpeaMeTHBIH y4eOHO-METOAUIESCKUN KOMIUJIEKT (IOPOTOBBIe TPeOOBAHUS MO AUCIHUILINHE)
XpaHeHue W 3aMKUTa KOMIbIOTEpHONW nHDopManuu. 2021.

7.2. ba3pl JaHHBIX, 3JeKTPOHHO-O0MOJIMOTEYHbIe CUCTeMbl, HHPOPMANUOHHO-CIPABOYHbIE U
MOMCKOBBLIE CHCTEMBI

1. «<Akagemudyeckuit kabuHet»: http://www.netcabinet.ru

2. bubnuoreka 'ymep — rymaHuTapHbie Hayku: http://www.gumer.info

3. EBponeiickas nudposas 6ubnumoreka Europeana: http://www.europeana.eu/portal
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4. NUapopManmOHHO-U3AATENBCKUI EHTP 1O T€OJOTHH U HEIPOINOIb30BaHNI0 MHUHUCTEPCTBA MPH-
ponHbIX pecypcoB u skonoruu Poccuiickoit @enepanun OO0 «TEOMHOOPMMAPK»:
http://www.geoinform.ru

5. UudopmanuoHHO-aHATUTHYECKUH HeHTp «MwuHepan»: http:// www.mineral.ru/

6. Koncynprantllnioc: cnpaBodHO-MOMCKOBAs cucTeMa: www.consultant.ru

7. MupoBas nudpoBas oudbnuoreka: http://wdl.org/ru

8. HayuHnas snekTponHas O0ubimoreka «Scopus»: https://www.scopus.com

9. Hayunas anextponnas 6ubnuoreka ScienceDirect: http://www.sciencedirect.com

10. Hayunas anextponnas oubnuoreka «eLIBRARY»: https://elibrary.ru

11. Hayuno-texauueckass 6ubnuoreka SciTechLibrary: http://www.sciteclibrary.ru

12. [ouckoswie cuctembl: Yandex, Rambler, Yahoo u ap.

13. [lopran «I'ymanutapHoe oOpa3oBanue»: http://www.humanities.edu.ru

14. Cucrema 'APAHT: anexTpoHHBIH MEPpUOANYECKUN CIIPABOYHUK: WWW.garant.ru

15. ®epepanpHoe xpanuwnunie «EquHas Komwiekmus MHPPOBLIX 00pa30BATEIBHBIX PECYPCOBY:
http://school-collection.edu.ru

16. denepanbubiit mopran «Poccuiickoe obpazoBanue»: http:// www.edu.ru

17. Dnexrponnas 6ubnuoreka Poccuiickoii ['ocynapcTtBennoit bubnuorexu (PT'B):
http://elibrary.rsl.ru

18. Dnexrponnas O6ubnuoreka yueOHUKOB: http://studentam.net

19. Dnexrponnas O6ubnuoreuHas cucrtema «Harmonanbubil udpoBoid pecypc «PykoHT»»:
http://rucont.ru/

20. DNeKTpOHHO-O0MONMMOTEeYHAS CUCTeMa U3JaTelbCKOTO IeHTpa «JIaHb»:
https://elanbook.com/books

21. DnekTponHo-6uONMMoTeuHas cucrema «9bC KOPAUT»: www.biblio-online.ru

22. «HIMKIIONEeANH U clioBapu»: http://enc-dic.com

8. MATEPUAJIBHO-TEXHUYECKOE OBECHHEYEHHUE JUCIHUIIJIUHBI

8.1. MaTepua/JIbHO-TeXHHYECKOE OCHALEHHE AyIUTOPHIi

Crennanu3upoBaHHBIE ayIUTOPHUH, WCIIOJIb3yEeMble NPU MPOBEACHUH 3aHATHH JIGKIMOHHOTO THIA U
NPAaKTUYECKUX (CEMHUHAPCKUX) 3aHATHH, OCHAIIEHBl MYJIbTUMEIUUHBIMU TNPOEKTOPAaMHU H KOMILIEKTOM
anmaparypsl, MO3BOJISIONIEH JEMOHCTPUPOBATH TEKCTOBBIE U IpadUuecKue MaTepHalbl.

B ydeOHOM mporecce HCMONB3YyeTCs KOMIUIEKT JEMOHCTPAIMOHHBIX CTEHIOBBIX MAaTEpHAIOB IO
TeMaM Kypca.

8.1.1. Ayautopum AJig npoBedeHHs JEKIUOHHBIX 3aHATHI

128 nocaoounvix mecm

Ocuamenaocth: CTON MUCBMEHHBIA - 65 MIT., CTyT ayaUTOpPHBIN - 128 mT., Kpecio ayauTopHOE -
1 wr., TpubyHa - 1 mwmr., TpuOyHa HacTonbHas - 1 wIT., JOCcKa HacTeHHas - 2 mT., kommnbeiorep 400G1,
NOESSES - 1 mr., morutop PROLITE TF1734MC-B1X - 1 mr., 3kpan SCM-4308 - 1 mT., mpoexTop
XEED WUX6010 - 1 mr., “cTtema akycrudeckass Sound SM52T-WH - 8 mr., nnakat - 9 mr.

[lepedyeHb NUIEH3MOHHOTO MporpaMMHoro obecrneuenus: Microsoft Windows 7 Professional,
Microsoft Office 2007 Professional Plus, Microsoft Open License, AHTHBUpPYyCHOE WpOTrpaMMHOE
obecneuenune Kaspersky Endpoint Security, 7-zip (cBobGoaHo pacmpoctpansiemoe I10), Foxit Reader
(cBobomno pacmnpoctpansemoe I[10), SeaMonkey (cBobogno pacmnpoctrpansemoe I10), Chromium
(cBobomHO pacmpoctpansiemoe [10), Java Runtime Environment (cBobomHo pacmpoctpansemoe [10),
doPDF (cBoGomgno pacmpoctpansemoe I[10), GNU Image Manipulation Program (cBoGoaHO
pacupoctpansiemoe [10), Inkscape (cBobomHo pacmnpoctpansiemoe [10), XnView (cBoOGOgHO
pacupoctpansiemoe [10), K-Lite Codec Pack (cBobGomno pacmnpoctpansiemoe [10), FAR Manager
(cBobonmuO pacmpoctpansemoe 110).

60 nocadounvix mecm

Cron nuchbMeHHBIH - 31 mT., cTyn aynutopHbId - 60 mmiT., Kpecno ayauTopHoe - | mT., TpuOyHa
HacToNibHAs - | mT., JOCKa HamoJbHas MoOwibHas - 1 mr., HOyTOyk 90NBOAO2-VQ1400 - 1 mr.,
npoexktop XEED WUX450ST - 1 mwr., skpan SCV-16904 tampion - 1 mT., nmuakar - 5 1mr.
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[lepedyeHb JUIEH3MOHHOTO MporpaMMHOro obOecnedyenus: Microsoft Windows 8 Professional,
Microsoft Office 2007 Professional Plus, AnTuBHpycHOe mnporpamMmmHoe obecneuenue Kaspersky
Endpoint  Security, 7-zip (cBoOGomHo pacmpoctpansemoe I10), Foxit Reader (cBobGogHO
pacupoctpansiemoe [10), SeaMonkey (cBoOomuo pacnpoctpansemoe [10), Chromium (cBoGogHO
pacupoctpansiemoe [10), Java Runtime Environment (cBobomHo pacupoctpansemoe I10), doPDF
(cBobomno pacupoctpansemoe [10), GNU Image Manipulation Program (cBo06oaHO pacmpocTpaHsemoe
I1O), Inkscape (cBoGomHO pacmpoctpansemoe [10), XnView (cBobogHo pacmupoctpansiemoe [10), K-Lite
Codec Pack (cBobongno pacnpoctpansemoe [10), FAR Manager (cBo6oano pacnpocrtpansemoe [10)

8.1.2. Ayautopum AJf NpoBeAeHUs] MPAKTHYECKHX (CEMHHAPCKHX) 3aHATHI

32 nocadounvix mecma

Crton muchbMeHHBIH - 17 WT., CTyNl ayauUTOPHBIN - 32 mIT., Kpeclo ayauTopHoe - | 1mrT., TpuOyHa
HacTojJbHasg - 1 IIT., TOCKa HacTeHHad - | IIT., IJIakaT - 6 IIT.

[Mepexatnas mMynbTUMeauiHas yctaHoBka (HOyTOyk Acer Aspire7720 (Intel(R) Core (TM)2 Duo
CPU T7700 2.40GHz 2 I'b); meimbe npoBoxnas Genius Laser; mpoexktop DLP Texas Instruments VLT
XD600LP; croiika mepeaBrKHasi MeTalandeckass MHOTOSIpyCHas).

[lepedyenb nHIIEH3MOHHOTO TMporpaMMHoro obecrnedenus: Microsoft Windows Pro 7 RUS,
Microsoft Office Std 2007 RUS, AHtuBHpycHOe mporpammHoe oOecrneuenne Kaspersky Endpoint
Security, 7-zip (cBoOomno pacmpoctpansemoe I10), Foxit Reader (cBoGomno pacmpoctpansemoe [10),
Sea Monkey (cBoboano pacnpoctpansemoe [10), Chromium (cBo6omHO pacnpoctpansiemoe [10), Java 8
Runtime Environment (cBo6oaHo pacnpoctpansemoe [10), do PDF (cBo6oano pacnpoctpansemoe I10),
GNU Image Manipulation Program (cBobomuo pacnpoctpansemoe I10), Inkscape (cBoGogHO
pacupoctpansiemoe [10), Xn View (cBoGomno pacmupoctpansiemoe [10), K-Lite Codec Pack (cBobGomHo
pacnpoctpansiemoe [10), FAR Manager (cBo6onHO pacnpoctpansemoe [10).

30 nocadounvix mecm

Crton nmuchbMeHHBIH - 16 mT., cTyn aynutopHbid - 30 mmiT., Kpecno ayauTopHoe - | mT., TpuOyHa
HacTojJbHasg - 1 INT., JOCKAa HACTEHHAas - 1 IUT., IUIaKaThl - 5 IIT.

[Mepexatnass mynbTUMeauiiHas yctaHoBka (HOyTOyk Acer Aspire7720 (Intel(R) Core (TM)2 Duo
CPU T7700 2.40GHz 2 I'b); meimbe npoBoxnas Genius Laser; mpoexktop DLP Texas Instruments VLT
XD600LP; croiika nmepeaBrKHas MeTalandeckass MHOTOSIpyCHas).

[lepedyenb IHIIEH3MOHHOT'O TMporpaMMHoro obecmedeHusi: Microsoft Windows Pro 7 RUS,
Microsoft Office Std 2007 RUS, AHntuBHpycHOe mporpammHoe obOecreuenne Kaspersky Endpoint
Security, 7-zip (cBoOomno pacmpoctpansemoe I10), Foxit Reader (cBoGomno pacmpoctpansemoe [10),
Sea Monkey (cBobogHo pacnpoctpansemoe [10), Chromium (cBo6onHo pacnpoctpansemoe [10), Java 8
Runtime Environment (cBo6oaHo pacnpoctpansemoe [10), do PDF (cBo6oano pacnpoctpansemoe I10),
GNU Image Manipulation Program (cBobomuo pacnpoctpansemoe I10), Inkscape (cBoGOgHO
pacupoctpansiemoe [10), Xn View (cBoGomno pacmupoctpansiemoe [10), K-Lite Codec Pack (cBobGomHO
pacnpoctpansiemoe [10), FAR Manager (cBo6onHO pacnpoctpansemoe [10).

28 nocadouynvix mecm

Cton mUChbMEHHBIH - 15 mIT., CTyn ayAWTOpHBINA - 28 MmT., Kpeclo ayauTopHoe - 1 mr., TpuOyHa
HacTojJbHasg - 1 IIT., JOCKAa HAaCTeHHas - 1 IUT., MIakKar - 5 IIT.

IMepexatnas mMynbTUMeauiiHas yctaHoBka (HOyTOyk Acer Aspire7720 (Intel(R) Core (TM)2 Duo
CPU T7700 2.40GHz 2 I'b); meimbe npoBoxnas Genius Laser; mpoexktop DLP Texas Instruments VLT
XD600LP; croiika mepeaBuxkHasi MeTalandeckass MHOTOsIpyCHas).

[lepedyenp nHIIEH3MOHHOTO TMporpamMMHoro obecrmedenus: Microsoft Windows Pro 7 RUS,
Microsoft Office Std 2007 RUS, AHntuBHpycHOe mporpammHoe oOecrneuenne Kaspersky Endpoint
Security, 7-zip (cBoOomno pacmpoctpansemoe [10), Foxit Reader (cBobomaHo pacmpocrtpansemoe [10),
Sea Monkey (cBobonno pacnpoctpansemoe [10), Chromium (cBo6oano pacmnpoctpansiemoe I10), Java 8
Runtime Environment (cBo6oaHo pacnpoctpansemoe I10), do PDF (cBo6oano pacnpoctpansemoe I10),
GNU Image Manipulation Program (cBobomuo pacnpoctpansiemoe I10O), Inkscape (cBoOomaHO
pacupoctpansiemoe [10), Xn View (cBoGomno pacmupoctpansiemoe [10), K-Lite Codec Pack (cBobGomHO
pacnpoctpansiemoe [10), FAR Manager (cBo6onHO pacnpoctpansemoe [10).



8.2. lomemeHus AJ1s1 CaAaMOCTOSITEJIbHOM pPadoThI

1. OcHalIeHHOCTh MOMEMNIEHHS A CaMOCTOSATeNnbHON paboTel: 13 mocamouneix mect. Crtyn - 25
MIT., CTOJ - 2 INT., CTOJ KOMIIBIOTEPHBIN - 13 mT., mkad - 2 mrT., Jo0CKa ayJuTOpHAs MapKepHas - 1 mrT.,
APM yuebnoe [IK (MoruTOp + cucteMHbIit 0i0K) - 14 mT. JocTyn k cetn «HTEpHET», B 3IEKTPOHHYIO
nHpOpPMaMOHHO-00pa30BaTEIbHYI0 Ccpely YHHBEpPCUTETA.

[lepeuens nUIEH3WOHHOTO TmporpaMMHOro obecmeuenus: Microsoft Windows 7 Professional,
Microsoft Office 2007 Professional Plus, anTtuBHpycHOe mnporpammHoe obecneuenue: Kaspersky
Endpoint  Security, 7-zip (cBobomno pacupoctpansiemoe II0O), Foxit Reader (cBoGomHO
pacupoctpansemoe I10), Foxit Reader (cBoGomuo pacmpoctpansemoe I10O), SeaMonkey (cBoOomHO
pacupoctpansemoe 110), Chromium (cBoGogHo pacmpoctpansemoe [10), Java Runtime Environment
(cBobonmuo pacmpoctpansemoe I[10), doPDF (cBobGoguo pacmpoctpansemoe I110), GNU Image
Manipulation Program (cBo6omno pacmpoctpansemoe I10), Inkscape (cBoOGomHO pacmpocTpaHseMoe
[1O), XnView (cBobomno pacmpoctpansemoe I[10), K-Lite Codec Pack (cBoGomHo pacmpocTpaHsemoe
I10), FAR Manager (cBo6ogno pacupoctpansemoe 110).

2. OcHaAmEHHOCTh MOMENIEHUs I CaMOCTOATeNbHO#H paboTel: 17 mocamounbix mecT. Jlocka mis
nucbMa Mapkepom - 1 1mT., paboume Mecta cTyAeHTOB, obopynoBanuele IIK ¢ nmoctymom B ceTh
YHuBepcutera - 17 mT., MyIbTUMEIUNHHBIN mpoekTop - 1 mrT., APM mnpenomaBartens mns paboTsl c
MyJbpTUMeaua - 1 mT. (CHCTeMHBIH OJIOK, MOHUTOPHI - 2 IIT.), cTOX - 18 mmT., ctyn - 18 mT. Joctym k
cetu «MHTEepHET», B IEKTPOHHYI0 MHGOPMALMOHHO-00pa30BaTEeNbHYIO Cpeny YHUBEPCHUTETA.

[lepeyenr NUIEH3UOHHOTO MporpamMMHOTO obecreuenus: Microsoft Windows 7 Professional,
Microsoft Office 2007 Professional Plus, anTtmBHpycHOoe mnporpammHoe obecneuenue: Kaspersky
Endpoint  Security, 7-zip (cBobomno pacupoctpansiemoe II0O), Foxit Reader (cBoGomHO
pacupoctpansemoe I10), Foxit Reader (cBobGomuHo pacmpoctpansemoe I10), SeaMonkey (cBobomHO
pacupoctpansemoe [10), Chromium (cBoOomHo pacmpoctpansiemoe [10), Java Runtime Environment
(cBobonmuo pacmpoctpansemoe I10), doPDF (cBoGomno pacmpoctpansiemoe I110), GNU Image
Manipulation Program (cBo6omno pacmpoctpansemoe I10), Inkscape (cBoGogHO pacmpocTpaHseMoe
[1O0), XnView (cBobomuo pacmpoctpansemoe I[10), K-Lite Codec Pack (cBoOGomuHo pacmpocTpaHsemoe
I10), FAR Manager (cBo6ongno pacupoctpansemoe 110).

3. OcHameHHOCTh TOMEIIEeHHUs I CaMOCTOsTeNbHOW paborel: 16 mocamounsix MmecT. Cron
KOMIIBIOTEPHBIA 11 CTYIEeHTOB (TUm 4) - 3 INT., CTOJ KOMIBIOTEPHBIH NI CTYIEHTOB (Tum 6) - 2 mrT.,
CTOJI KOMIBIOTEPHBIN I CTyAeHTOB (Tun 7) - 1 mT., Kpecio mpemoaaBareis (CeTka, I[BET YepHBbIil) - 17
ImT., TOCKa HamNoJbHas MOOWIbHas Oemas MarHWTHO-mapkepHas «Magnetoplany 1800mMM*1200MMm - 1
mT., MOHOONOK Lenovo M93Z Intel Q87 - 17 mr., nmmakat - 5 mrt. Joctyn k cerum «MHTEepHET», B
3JEKTPOHHYI0 MHQOPMAMOHHO-00pa30BaTENbHYIO Cpeay YHHUBEpPCUTETA.

[lepeyenr nUIEH3UOHHOTO TMporpaMMHOro obecmeuenus: Microsoft Windows 7 Professional,
Microsoft Office 2007 Professional Plus, CorelDRAW Graphics Suite X5, Autodesk product: Building
Design Suite Ultimate 2016, product Key: 766H1, anTuBupycnoe nporpammHoe obecrneuenue: Kaspersky
Endpoint  Security, 7-zip (cBobomno pacupoctpansiemoe II0O), Foxit Reader (cBoGomHO
pacupoctpansemoe I10), Foxit Reader (cBobGomno pacmpoctpansemoe I10O), SeaMonkey (cBoOomHO
pacupoctpansemoe [10), Chromium (cBoOGomHo pacmpoctpansiemoe [10), Java Runtime Environment
(cBobomro pacmpoctpansemoe [10), doPDF (cBobGomno pacmnpoctpansemoe I10), GNU Image
Manipulation Program (cBo6omno pacnpoctpansemoe I1O), Inkscape (cBoOGomHO pacmpocTpaHseMoe
[1O), XnView (cBobomuo pacmpoctpansemoe I[10), K-Lite Codec Pack (cBoGomHo pacmpocTpaHsemoe
[10), FAR Manager (cBo6omno pacupoctpansiemoe I[10), Cisco Packet Tracer 7.1 (cBoGomHO
pacupoctpansemoe I10), Quantum GIS (cBobomHo pacnpoctpansemoe IIO), Python (cBobomno
pacupoctpansemoe I10), R (cBoboguo pacmpocrpansemoe I10), Rstudio (cBobomHO pacmpocTpaHseMoe
[10), SMath Studio (cBobomuo pacmpoctpansemoe [10), GNU Octave (cBoO0OZHO pacmpocTpaHsieMoe
I1O), Scilab (cBo6oaHO pacmpoctpansemoe 110).

4. YnTanbHBIC 3aJIb1:

OcHallleHHOCTh: KOMIIbIOTEpHOE Kpecao 7875 A2S - 35 mT., cTON KOMOBIOTEPHBIH - 11 mT., MO-
HoOn0Kk Lenovo 20 HD - 16 mT., nocka HacternHas Oenast - 1 ., monutop XK Philips - 1 mr., MmoHuTOp
HP L1530 15tft - 1 mrT., ckanep Epson Perf.3490 Photo - 2 mr., cuctemusiiit 6ok HP6000 - 2 mT; cren-



Jax OTKpHITHIN - 18 mr., Mmukpodon JI-880 ¢ 071c.u. - 2 mT., KHNXKHBIHA mKad - 15 mwr., mapra - 36 wr.,
cTya - 40 wr.

[lepedyenr JTULEH3MOHHOTO MNPOrpaMMHOro obecrnedeHus: ABTOMATH3UpPOBaHHAA HMH(OPMAIMOH-
Ho-Oubnmoreunas cucrtema (AUBC); MARK-SQL, Upbuc, noctyn B MuTepHeT; Microsoft Windows 7
Professional; Microsoft Office 2007 Professional Plus; AHTHBHpycHOe mporpamMMHOe oOecredeHue
Kaspersky Endpoint Security.

5. YuTansHBIN 3aI:

OcnamenHocTh: ammapaT Xerox W. Centre 5230- 1 mr., ekanep K. Filem - 1 mr., xonupoBamnb-
HbIM anmapart - 1 wT., kpecno - 521AB-1 wmr., mouutop KK HP22 - 1 mr., monutop KK S.17 - 11 wr.,
npuatep HP L/Jet - 1 mr., cucremusiii 6iok HP6000 Pro - 1 mr., cucremusii 6ok Ramec S. E4300 -
10 mr., ckanep Epson V350 - 5 mr., ckanep Epson 3490 - 5 mrT., cron 160*80%72 - 1 mr., crynm 525
BFHO030 - 12 mr., mkad katamoxssri - 20 wr., cryna «Komgobda» -22 mr., cron 80*55*72 - 10 mrr.

6. UnrtanpHbIil 3am:

OcHameHHOcTh: KHMXHBIA mkad 1000*3300*400-17 mr., cron, 400*180 Turanuk «Pico» -
1 mwr., crnn mUcbMEHHBIH ¢ TymO0# - 37 mT., kKpecio «Cannes» depHoe - 42 mT., Kpeciao (KpemoBoe) -
37 mt., tenesuzop 3DTV Samsung UES5S9AT - 1 mr., Mouutop Benq 24 - 18 mr., nudposoit UK-
tpancuBep TAIDEN - 1 mr., mynet nna npe3ertanuit R700-1 mr., moHo610k Lenovo 20 HD - 19 mr.,
ckanep Xerox 7600 - 4mr. IlepedyeHp MUIEH3MOHHOTO NMPOTPAaMMHOTO oOecredyeHus:: ABTOMAaTH3UPOBaH-
Hass uHpopManuoHHO-OuONMoreyHas cuctema (AUBC); MARK-SQL, Hpbuc, noctyn B HHTEpHeT;
Microsoft Windows 7 Professional; Microsoft Office 2007 Professional Plus; AETHBUpYyCHOE TTpOTpamMM-
Hoe obOecneuenue Kaspersky Endpoint Security.

8.3. lomemenus AJsi XpaHeHUs] U NPOPHUIAKTHYECKOT0 00Cay:KMBaHUA 000pPyAOBaHUA

1. HenTp HOBBIX MH(GOPMALMOHHBIX TEXHOJIOTHH U CPEACTB 00yUEHHUS:

OcHaleHHOCTh: NEePCOHANBHBIA KOMIBIOTEP - 2 WT. (HocTyn K cetu «MHTEpHET»), MOHUTOD - 4 T,
CEeTEeBOM HaKomUTEedb - | MT., HCTOYHMK OecrmepeOOHHOrO NMUTaHUSA - 2 WIT., TEIEBU30p IUIa3MEHHBIN
Panasonic - 1 mrT., Touka Wi-Fi - 1 mr., nasipHag craHuus - 2 mT., Apenb - 5 wr., nepdoparop - 3 mrT.,
Ha0Op MHCTPYMEHTA - 4 IIT., TECTEP KOMIBIOTEPHON CETH - 3 WIT., OAJUIOH CO CXKAaThIM ra3oM - 1 mr., macra
TETUIOPOBOAHASA - | MIT., MbLIecOC - 1 MmT., paAUOCTaHIUA - 2 IIT., CTON - 4 IT., TyMOa Ha KoJecukax - 1
IIT., TOACTaBKa Ha Kollecwkax - 1 mir., mkad - 5 mr., kpecno - 2 wr., nectHuna Alve - 1 mr.

[lepeyenr nUIEH3UOHHOTO TMporpaMMHOro obecmeuenus: Microsoft Windows 7 Professional,
Microsoft Office 2010 Professional Plus, anTuBHpycHOe mnporpammHoe obecneuenue: Kaspersky
Endpoint  Security, 7-zip (cBobomno pacupoctpansiemoe II0O), Foxit Reader (cBoGomHO
pacupoctpansemoe I10), Foxit Reader (cBoGomuo pacmpoctpansemoe I10O), SeaMonkey (cBobOomHO
pacupoctpansemoe 110), Chromium (cBoGogHo pacmpoctpansemoe I[10), Java Runtime Environment
(cBobonmuo pacmpoctpansemoe I10), doPDF (cBobGogno pacmpoctpansemoe I10), GNU Image
Manipulation Program (cBo6omno pacmpoctpansemoe I10O), Inkscape (cBobGomHO pacmpocTpaHseMoe
[1O), XnView (cBobomuo pacmpoctpansemoe I[10), K-Lite Codec Pack (cBoGomHo pacmpocTpaHsemoe
I10), FAR Manager (cBo6ogHo pacupoctpansemoe 110).

2. lleHTp HOBBIX MH(POPMALMOHHBIX TEXHOJOTUNH U CPEICTB OOyUECHUS:

OcHameHHOCTh: CTOX - 5 mT., CTyJX - 2 mT., Kpecio - 2 mr., mkad - 2 MmT., IepCOHAIbHBIN
koMmmpioTep - 2 mT. (moctynm k cern «MHTepHeT»), MoHuTOp - 2 mT., M®Y - 1 mrT., Tecrep
KOMITBIOTEPHOM CeTH - 1 mT., 6aJIIOH CO CXKATBHIM Ta3oM - 1 mIT., mypymnoBepT - 1 mT.

[lepeyenr NTUIEH3MOHHOTO TpoTrpaMMHOTO obecneueHus: Microsoft Windows XP Professional,
Microsoft Windows 7 Professional, Microsoft Office 2007 Professional Plus, anTHBUpYCHOE
nporpammHoe obecredenue: Kaspersky Endpoint Security, 7-zip (cBoOGomHo pacupoctpansiemoe [10),
Foxit Reader (cBobomHo pacmupoctpansiemoe I10), Foxit Reader (cBoGomno pacmpoctpansemoe [10),
SeaMonkey (cBo6omgHo pacmpoctpansemoe 110), Chromium (cBoGomHo pacmupoctpansiemoe I10), Java
Runtime Environment (cBobomuo pacmpoctpansemoe [10), doPDF (cBobomno pacmpoctpansemoe [10),
GNU Image Manipulation Program (cBoGogHo pacupoctpansemoe II0O), Inkscape (cBobomHO



pacupoctpansemoe I10), XnView (cBobomuo pacmpoctpansemoe 110), K-Lite Codec Pack (cBoGomno
pacupoctpansemoe [10), FAR Manager (cBo6ogHo pacupoctpansemoe 110).

3. LlenTp HOBBIX MH(GOPMALMOHHBIX TEXHOJOTUH U CPEACTB OOYUCHHUS:

OcHameHHOCTh: CTON - 2 MWT., cTyl - 4 1mT., Kpeciao - | mT., mkad - 2 mT., TEpCOHATBHBIN
kommploTep - 1 mT. (moctym k cerm «MHTepHeT»), BeO-kamepa Logitech HD C510 - 1 mir., KOmoHKH
Logitech - 1 mrT., TecTep KOMmbOTEpHOU ceTu - 1 mrT., npenp - 1 wr., TenedoH - 1 mr., HAOOpP PyUHBIX
WHCTPYMEHTOB - 1 mT.

[lepeyenr NUIEH3UMOHHOTO TMporpaMMHOro obecneuenus: Microsoft Windows 7 Professional,
Microsoft Office 2007 Professional Plus, anTtuBHpycHOe mnporpammHoe obecneuenue: Kaspersky
Endpoint  Security, 7-zip (cBobomno pacupoctpansiemoe I1O), Foxit Reader (cBoGomHO
pacupoctpansemoe I10), Foxit Reader (cBoGomno pacmpoctpansemoe I[10), SeaMonkey (cBoGomHO
pacupoctpansemoe 110), Chromium (cBoGogHo pacmpoctpansemoe [10), Java Runtime Environment
(cBobonmuo pacmpoctpansemoe I[10), doPDF (cBoGomno pacmpoctpansemoe I110), GNU Image
Manipulation Program (cBo6omno pacnpoctpansemoe I1O), Inkscape (cBoGogHO pacmpocTpaHseMoe
[1O0), XnView (cBobomuo pacmpoctpansemoe I[10), K-Lite Codec Pack (cBoGomHo pacmpocTpaHsemoe
I10), FAR Manager (cBo6ogno pacupoctpansemoe 110).

8.4. /IuneH3nOHHOE MPOrpaMMHoOe o0ecleyeHHe:

1. Microsoft Windows 7 Professional.

2. Microsoft Windows 8 Professional.

3. Microsoft Office 2007 Professional Plus.



