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Pa6ouasi nporpamma aucuuminnbl «MHpopManuonHas 6€300aCHOCTb U 3alUTa HH(POPMALIUN
pa3paboTtana:

- B cootBeTcTBUH ¢ TpeboBanusmMu ®PI'OC BO — marucrparypa mo HamnpaBiICHHIO IMOATOTOBKU
27.04.03 «CucteMHBI aHaIM3 W YIpaBIEHUE», YTBEPXKIECHHOTO mpukKazoM MwuHOOpHayku Poccuu
Ne 837 o1 29.07.2020 r.;

- Ha OCHOBaHMM YYE€OHOrO IUIAHA MAarucTpaTypsl IO HampasieHuto noarotoBku 27.04.03
«CHucTeMHBI ~ aHANM3 ¥ YOpPaBICHHWE»  HampaBlIeHHOCTh  (mpo¢wmib) «CHCTEMHBIH — aHaIHU3

OpFaHI/ISaHI/IOHHO'ynpaBHeHQGCKOﬁ JACATCIIBHOCTH B OOJIBIIINX CHUCTEMAX».

CocTaBuTenb K.T.H., 1o11. AdanaceeBa O.B.

Pafouas mporpaMma paccMOTpeHa U 0/100peHa Ha 3aceJaHUM Kadeapbl CHCTEMHOI0 aHAJIN3A U
ynpasJjenus ot «01» despans 2023 r., mpotokon Ne 10.

3asenytouuii kadeapoit CAuY,
I.T.H., Ipod.

J.A. IlepByxun



1.IEJIA U 3AJAYM TMCOUTIINHBI

Heap usyvenuss aucuumnauHbl «HbopmannoHHas 0e30macHOCTh U 3alIMTa MHOOPMALIUN»:
(dhopMUpOBaHHE y CTYJACHTOB 3HAHUI B 00JIACTH TEOPETUICCKUX OCHOB HH(POPMAIIMOHHOM 0€301aCHOCTH;
OCBOGHHE METOJIOB pEIICHMs 3a]ady B O0JIACTH Pa3BUTHUSI HAYKH, TEXHUKU M TEXHOJOTHH, MPUMEHSS
METO/Ibl CHCTEMHOT'O aHaJN3a U YIIPABJICHUS C yYETOM HOPMATHBHO-IIPABOBOTO PEryIUPOBaHUs B chepe
MHTEJUIEKTYyaJIbHOM COOCTBEHHOCTH.

OCHOBHBIMH 327]a4aMU AU CHUILIMHBI SIBJISIIOTCS:

- IpuoOpeTeHNe U Pa3BUTHE KOMIIETEHTHOCTH, YMEHHUS MPUMEHSATh METOJIbl CUCTEMHOT'O aHaIn3a
U yOpaBlIEHUS C YYEeTOM HOPMATHBHO-IIPABOBOIO pPETYIHPOBaHUS B chepe HUHTEIICKTYalbHOMI
COOCTBEHHOCTH JJIsl PELlICHUs 3374 B 00J1aCTH pa3BUTUS HAYKH, TEXHUKU U TEXHOJIOTUH;

- copMupoBaTh y MarucTpoB IpEICTAaBICHHE O CYIIECTBYIOUIMX Yyrpo3ax O0e30macHOCTH
nHpopManuu;

- 03HAKOMJICHHE CTYJCHTOB C OCHOBHBIMH HOPMATHBHBIMH JOKyMEHTaMu Poccuu, 1Mo JaHHOMY
BOIIPOCY;

- U3y4YCHHUE MPUHITUIIOB U METOJIOB TIOJ00pa M NMPUMEHEHHSI COBPEMEHHBIX METOJIOB U CIIOCOOOB
3aIuThl HH()OPMALINK;

- popMupOBaHKE HABBIKOB I10 3alIUTE HH(DOpMAIUH.

2. MECTO JUCIIMIIJIMHBI B CTPYKTYPE OIIOII BO

Hucunmumna «WHpopmannonHass 0e30MacHOCTh M 3amuTa  HH(GOpMAIMM» OTHOCUTCS K
obs3atenpHOM  wactu  brnokal  «/lucuumiauHbl  (MOAYJH)»  OCHOBHOM  IpOoQecCHOHANTbHOM
o0pa30BaTeNbHON TpOTpaMMBbl IO HampabiieHHt0 moAroToBkH 27.04.03 «CuctemHbId aHaM3 U
ynpaBiieHue» (ypoBeHb MarucTpaTypbl), HampaBieHHOCTb (mpo¢mib) «CHCTEMHBIM — aHamu3
OpraHMU3alMOHHO-YIIPABJIEHYECKON JESITENbHOCTHU B OOJIBIIMX CUCTEMAX» U U3Yy4aeTcs BO 2 CEMECTpE.

Hucuumumna  «MHpopmanmonHas  Ge3omacHOCT, M 3amuTa  UMHGOpMALMMU»  SABISETCA
OCHOBOIOJIararolei A U3y4eHus ciaeayouux JTuciummint: CoBpeMeHHbIE KOMIIbIOTEPHBIE TEXHOJIOTUN
B Hayke», «OCHOBBI DOKCIEPTH3bl CHCTEM HAa OCHOBE aHaliu3a JaHHBIX», «lHTeNneKkTyanpHble
MH(}OPMALIOHHO-TTIOMCKOBbBIE CUCTEMBI OpraHMU3aIIOHHO-YIIPABJIEHYECKOM JEeSITEIbHOCTIY,
«IIporpammHoe obecrieueHne TEOPUU MOAETHPOBAHUS M MPUHATHUS peleHui», «CucreMbl 00paboTKH
00JIBIINX 00BEMOB JAHHBIX).

Oco0eHHOCTBIO TpenoJaBaHus JMCHMILIMHBI «VHpopmannoHHas O0e30MacHOCT, W 3allIMTa
uHpOpMalMU» B paMKax OCHOBHOHM MpodeccHOoHaIbHOM 00pa3oBaTeNbHON MPOrpaMMbl 10 HAIIPABICHUIO
noarotoBku 27.04.03 «CucteMHbI aHAIM3 M yNpaBlIeHUE», HANPaBIEHHOCTh (Mpoduiib) «CHcTeMHBIN
aHaJIM3 OPraHU3alMOHHO-YNPABIEHYECKON JeATeNIbHOCTH B OoibliuX cuctemax» B [opHoM
yHHUBepcuTeTe sBisercs Oojee TIyOOKOE pacCMOTPEHHME BOMNPOCOB, KacCAOUIMXCA HCCIIEIOBAHUS
pa3BUTHS HAyKH, TEXHUKM M TEXHOJOTHMHM, C MPUMEHEHHMEM TEOPHUHM U MAaTeMaTH4YEeCKHMX METOO0B
CUCTEMHOI'O aHajlu3a W YINpPaBIEHUS OpPraHU3aLMOHHO-YNPABICHUECKON JEATEIbHOCTH B OOJIBIINX
CHUCTEMaX C YYETOM HOPMAaTHUBHO-IIPABOBOI'0 PEryJIMpoBaHus B cepe MHTEIEKTYalbHON COOCTBEHHOCTH
11 00BEKTOB MHUHEPAIIbHO-CHIPHEBOTO KOMILIEKCA.



3. INTAHUPYEMBIE PE3YJIBTATBI OBYYEHMUS 11O JUCIUIIVIMHE, COOTHECEHHBIE
C INTAHUPYEMBIMH PE3YJIbTATAMHU OCBOEHHMS OBPA30OBATEJIBHOM
ITPOI'PAMMBbI

[Tponiecc m3yuenus aucuuiuinHbel «MH(popManmonHas 6€30MaCHOCTh W 3alUTa HH(POPMALIUN)
HanpasieH Ha GOpMUPOBaHHE CIEAYIOUIMX KOMIIETCHIIUI:

@DopMupyeMble KOMIIETEHIHU
Koa n HauMeHOBaHUe HHAUKATOPA
Conepixanue Kon MOCTHIKEHUS] KOMIETeHIINH
KOMIIETEHI[MH KOMIIETEeHIIMH
Crniocoben pelarhb OIIK-5 OIIK-5.1. 3HaTh: COBpPEMEHHBIE METOJIbl CHUCTEMHOTO
3aJ1a49u B o0yractu aHajgu3a W YNOpaBJICHUS U  HOPMBI  IPABOBOTO
pa3BUTHS HayKH, peryJMpoBaHus B chepe HMHTEJUICKTYaIbHON
TEXHUKA W TEXHOJIOTUH, COOCTBEHHOCTH;
MPUMEHSII COBPEMEHHBIE OIIK-5.2. YMeTh: pemath 3aa4yd B OOJACTH Pa3BUTHUS
METO/BI CHCTEMHOTO HayKH, TEXHUKU U TEXHOJIOTHU HAa OCHOBE MPUMEHEHUS
aHajM3a U YNPaBIICHUS C COBPEMEHHBIX  METOJIOB CHCTEMHOIO0 aHajlIu3a U
Y4ETOM HOPMAaTHBHO- yOpaBiIeHUsT €  Y4ETOM  HOPMATHUBHO-TIPABOBOTO
MPaBOBOTO peryJiMpoBaHus B chepe HMHTEJUICKTYaIbHOMN
perynupoBanusi B cdepe COOCTBEHHOCTH;
HMHTEJUIEKTYaJIbHON OIIK-5.3. Bnanets: HaBBIKAMU HCIIOJIb30BaHMsI
COOCTBEHHOCTH COBPEMEHHBIX  METOJIOB CHCTEMHOTO aHalu3a |
yOpaBiI€HUST €  YYETOM  HOPMATHUBHO-IPABOBOIO
peryJIupoBaHus B chepe MHTEJUICKTyaIbHOU
COOCTBEHHOCTH JJIS PEIIECHUS 3a7a4 B 00J1aCTH pa3BUTHUS
HayKH, TEXHUKUA U TEXHOJIOTHH.

4. CTPYKTYPA U COAEP KAHUE JUCIHUIIJINHBI
4.1. O0beM IMCUMILUIMHBI M BUABI Y4e0HOI padoThI
OO6mas Tpya0EMKOCTh Y4eOHOH TUCIUTUIHMHBI COCTaBIsieT 3 3a4€THRIX equHuIbl, 108 ak. gaca.

AK. 4acsl 1o
Bua y4eOHoii padoThI Bceero ak. yacos ceMecTpam
2

AynuTopHasi padora, B TOM 4HcJIe: 48 48
Jlexrum (JI) 12 12
[Tpaktuyeckue 3austus (I13) 36 36
CamocrositenbHas padora crygentos (CPC), B Tom 24 24
qyuciie:
IToaroroBka K NpakTUYECKUM 3aHATHSIM 24 24
IIpomexyTouHas aTTecTanus — dk3ameH (J) 36 9 (36)
OO0uas TPy10€eMKOCTb 1M CHUILIIHHbBI

aK. yac. 108 108

3a4. efl. 3 3




CaMOCTOATCIIbHaA pa60Ta.

4.2. Cogepxanue TMCUUNIMHBI
Y4eOHBIM MJIAHOM NPEyCMOTPEHBI: JIGKLIUH, TPAKTUYECKHUE 3aHATH, Ja0opaTopHbIe paboThl U

4.2.1. Pa3neapl JUCHUILIMHLI U BUALI 3aHATHIA
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Paznen 1 «Ilpunnuns obecrieueHus 3auThl 12 2 4 6
uHbopMaluu .YpoBHH HHYOPMALIMOHHOM 3aIIUTHI»
Paznen 2 «Kpunrorpagudeckue cucteMsl u 12 2 4 6
KPUNTOAHATIH3Y
Pasnen 3 «Texunueckue acekThl 00eCIIeUeHU 3aIUTEI 14 2 10 5
nHpopManum»
Paznen 4 «Ataku cucTeMbl CHApY U U U3HY TP 12 2 8 - 2
Paznen 5 «OcHOBHBIC HalpaBJIeHUs Pa0OT IO CO3/IaHUIO
CHUCTEM KOMILIEKCHOM 3aIIuThl HH()OPMAITMOHHOM 10 2 4 - 4
CHCTEMBI 00BEKTa (TIPEATIPHUSITHS).»
Paznen 6 «MoOubHbIE IPOTrPAMMBD) 12 2 6 - 4
Hroro: 72 12 36 - 24
4.2.2.Coaep:kaHue pa3/iesioB THCHUILIUHBI
Ne HaumenoBanne . Tpynoemkoctb
Conepmalme JEKIIMOHHBIX 3aHATUH
n/n pa3jesa IUCHUILIHHBI B aK. Yyacax
1 | Pazpmenl [TonsTre 6e30macHOCTH. YTPO3bl. 310YMBIIUIEHHUKH.
«[IpuHIUTIBI CrnyuaitHast moteps aHHbIX. CHCTEMBI 6€30MaCHOCTH U
oOecrieueHus 3alUTHl | ©X  JACPEKThl. 3HAMEHHUTHIE JCPEKTHl  CHCTEMBI 5
unpopmanuu YpoBuu | 6e3omacHoctd UNIX, TENEX, OS/360. Ilpunnmumbt
MH(pOPMaAITMOHHOM MMPOEKTUPOBAHUS CUCTEM O€30MaCHOCTH.
3aIUTHI»

2 | Pazmen 2 OcHoBbl kpuntorpaduu. lludpoBanue ¢ cexkpeTHbIM
«Kpunrorpapuueckue | kmouom. IludpoBanme ¢  OTKPBITHIM  KIFOUOM. 5
CUCTEMBI 1 KPUIITO- HeoOpatumsie pynkiun. Hudpossie noanucu.
aHaJIU3»

3 | Pazmen 3 AyTteHTu(ukanus nojiab3onareneil. AyreHTudukamnus c
«TexHuueckue HCIoNb30BaHueM napoieil. Kak B3noMimkaMm yaaercs
acmeKThl 00ecreueHns | MPOHUKHYTh B CHCTEMY. 3alllUTa IMapoJied B CHCTEME
3alIUThI UNIX. CosepiieHcTBOBaHHE 0€30MAaCHOCTU MAPOJICH.
nHpopmanumn» OpnopaszoBble  maposnud. Cxema ayTeHTU(UKALUU 2

«OKJTUK-OT3bIBY». AyTEHTU(DUKAIIUU C UCIIOJIb30BAHUEM
(dbuzmgecKoro oOBeKTa. AyTeHTuUKaIHI c
HCIIO0JIb30BAaHUEM OMOMETPUIECKHUX JTAHHBIX.
KoHTpMepsL.




4 | Paznen 4 Ataku cucrembl cHapyxku. CreHapuum HaHECEHUs
«ATaKH CUCTEMBI ymepba «Bupycamm». Kakx pabGortaer «BUpYCY.

CHapy>Xu U U3HYTpH» | BUpPyChI-KOMITaHbOHBL. Bupycsl, 3apakaronmue
ucronHsiembie Qaitnibl. Pesunentaeie BUpychl. Bupychl,
MOPAXKAKIIKME  3arpy304HBId  ceKTop. «Bupycsm»
JpaliBepoB  yCTpOMCTB. MakpoBupychl. Bupychl,
3apa)karolllue MCXOJHBbIE TEKCThl mporpamMm. Kak
pacnpoCTpaHsIrOTCs BHUPYCHI. AHTHUBUpPYCHbBIE 5
porpaMmbl ¥ aHTU-aHTUBHUPYCHAasT ~ TEXHOJOTHSI.
Cxkanepsl BupycoB. [IpoBepka nienocraoctu. IIpoBepka
MOBEICHMUSI. [Ipenoxpanenue oT BHUPYCOB.
Boccranosienue nocie «BupycHoi» ataku. MiHTepHeT-
4yepBU. ATakM CUCTEMBbI U3HYTpHU. TpPOSHCKHE KOHHU.
QanpmmBas nporpamma peructpanuu. Jlorumueckue
6oMOb1. [lotaitapie nBepu. Ilepemonnenue Oydepa.
ATaka cucTeMbl 0€30MacHOCTH.

5 | Pazmen 5 Mexanuambl  3amuThl.  J{omensl 3amutbl. Crucku
«OCHOBHBIE yhOpaBieHus JAocTynoM. llepedHrn BO3MOXKHOCTEH.
HampaBJIeHUs padoT Hanexneie CUCTEMBI. BricokonaznexHas
M0 CO3JJaHUIO CUCTEM | BBIUUCIUTENbHAs  0aza.  DopMaibHble  MOJEIH 2
KOMIUIEKCHOM 3allIUTHI | 3alMIICHHBIX CHUCTeM. MHOroypoBHEBas 3aluTa.
HH(pOPMAITMOHHOM Mopnens  bemna-Jla  Ilagynsl.  Mopnens  buba.

CUCTEMBI 00BEKTA OpamxkeBast KHUTA Oe3omacHoCTH. TaliHbIe KaHAEL.

(mpennpusTus )»

6 | Pazmen 6 Meron «necoununy. Murepnperanus. IIporpamMmser ¢
«MoOuIpHbIE noanucsamu. bezoracHocTs B cucreme Java. Heckoibko 2
IIPOrPaMMBbI». IPUMEPOB MOJUTHK Oe3onacHocTu makera JDK 1.2.

HTroro: 12
4.2.3. IlpakTHYeCKHE 3aHATHS
Ne . TpynoeMkocTh
u/n Pa3zpnennt TemaTnka NpaKTHYECKUX 3aHATHI B aK. Yacax
MesxTyHapoaHbIE CTaHIAAPTHI B 00JACTH HHPOPMAIIHOHHOM
1. Pasnen 1. 4
0€30MacHOCTH
2. Paznen 2. |[IudpoBanre TekcTa Kak METO/ 3alIUThI HH(OPMALIUU 4
3. Pazgen 3. |AyTteHTH(UKALNS T0JIH30BATENCH 2
4. Paznen 3 |KommbroTepHble BUPYCHI M METOABI OOPHOBI C HUMHU 4
5 Pasien 3 MeToabl 3a1UTHI KOMIIBIOTEPA OT HECAHKLIMOHUPOBAHHOTO 4
JIOCTYTIa
6. Paznen 4. |Yrpo3sl nHhopManOHHON OE30MaCHOCTH 4
7. Paznen 4. |DOnexrponHas nudposas moanuck 4
8. Paznen 5. |Mcnonbp3oBanue ¢ poBbIX cepTU(UKATOB 4
9. Pazgen 6. |IIporpammsl ¢ noanucsaMu 2
10. Paznen 6 |Hactpoiika 6e3onacHocty nouroBoro kiauenta Outlook Express 4
Hroro: 24

4.2.4. JlabopaTopHbie padoThI
JlaGopartopHsbie pabOTHI HE IPEyCMOTPEHBI.

4.2.5. KypcoBbie padoThI (IPOEKTHI)
Kypcogvle pabomul (npoexmoi) He NpedyCMoOmpeHbl




5. OBPA3OBATEJIBHBIE TEXHOJIOI'U

B xozne o0yueHust mpuMeHsoTCS:

Jleknmu, KOTOpbIE SBISIIOTCS OJHUM M3 BaKHEHIINX BUAOB YU€OHBIX 3aHATHI U COCTaBJISIOT OCHOBY
TEOPETUYECKOH MOATrOTOBKU 00yyaronmxcs. Llenn IeKIMOHHBIX 3aHATHHA:

-IaTh CHCTEMAaTH3HpPOBAHHBIC HAy4HblEe 3HAHHWA IO JUCIMIUIMHE, aKIEHTUPOBATh BHHUMAaHUE Ha
HanOoJIee CIOKHBIX BOIIPOCAX TUCHUILIIUHBL;

-CTUMYJIUPOBAaTh AKTUBHYIO TIO3HABATEIbHYIO JIEATEIBHOCTh OOYYaIOIIMXCS, CIOCOOCTBOBATH
(OPMHPOBAHUIO UX TBOPYECKOTO MBIIICHUSI.

IIpakTnyeckue 3ansiTust. L{enm npakTHUECKUX 3aHATHMI:

-COBEPILEHCTBOBATh YMEHUS U HABBIKHM PELIEHUS IPAKTUYECKUX 3a/1a4.

['maBHBIM cojiep>kaHHEM 3TOTO BUAA YUEOHBIX 3aHSTHH sABJsieTcsl paboTa Kaskaoro oOydaromerocs mo
OBJIQJICHHIO TIPAKTUYECKUMH YMEHUSMH M HaBbIKAMU MPO(eCCHOHATIBHON JIESITEIbHOCTH.

JlabopaTtopHbie pa6oThl. [{enm 1abopaTopHbIX 3aHATHI:

-yrIIyOUTh W 3aKPENUTh 3HAHMS, MOIYYCHHBIE Ha JIKIHUAX M B MPOILECCE CaMOCTOATEIBHONW paboTHI
o0yJaromnuxcs ¢ yueOHOM U HAYyIHOU JIMTEPATypPO;

['maBHBIM conep>KaHUEM 3TOrO BUJA YUEOHBIX 3aHITUH sBIsieTcsl padoTa KakIoro oOydaromierocs o
OBJIQJICHUIO TIPAKTHYECKUMHU YMEHUSMH U HaBBIKAMU MPOGECCUOHAILHOM IS TETbHOCTH.

Koncynbranum (Tekyuias KOHCYJIbTallUsl, HAKAHYHE 9K3aMeHa SBISIETCSl OHOU 13 (popM pyKOBOJCTBA
yueOHON paboTol OOydaromuxcs M OKa3aHWs MM TOMOIIM B CAaMOCTOSITEIbHOM H3y4eHHH MaTrepuana
JUCUUIUINHBL, B JIMKBUJALUHN UMEIOIIMXCS TPOOEIOB B 3HAHUSIX, 3a/10JDKEHHOCTEN 0 TEKYILLUM 3aHSTUSM, B
MOJITOTOBKE MMUCHhbMEHHBIX pa0OT (ITPOEKTOB).

Tekymue KOHCyJIbTallMM IPOBOSTCS IperojaBaTesieM, BEAyIUM 3aHATHS B y4eOHOW TIpymre,
HAYYHBIM PYKOBOJHUTEIEM M HOCAT KaK UHIMBHIyaJIbHBINI, TaK 1 TPYIIIIOBOM XapaKTep.

CamocrosiTtesibHasi pa0ora 0o0y4yarolIMXCsl HalpaBlieHa Ha YIUyOJIeHHME W 3aKpeIUIeHHE 3HaHWM,
MOJYYEHHBIX HA JIEKUUSX W APYTMX 3aHSTUSX, BBIPAOOTKY HABBIKOB CaMOCTOSITEIBHOIO AKTHBHOTO
NpUOOPETEHUs] HOBBIX, IOMOJIHHUTENBHBIX 3HAHWH, MOJATOTOBKY K MPEACTOSIIMM YYeOHBIM 3aHATHIM W
MIPOMEXYTOYHOMY KOHTPOJIIO.

6. OUEHOYHBIE CPEJICTBA UISI TEKYIIEI'O KOHTPOJISI YCIIEBAEMOCTH,
MMPOMEXKYTOYHOU ATTECTALUUA 110 UTOI'AM OCBOEHUA JTUCHUIIJINHBI

6.1. Ouyenounsvie cpedcmea 01 camocmoamensbHol padomsl u MmeKyuiezo0 KOHmpo.Jia

ycnesaemocmu

Paznea 1. llpunnuns odecneyenus 3a1uThl MHGopManuK. YPOBHU HH(POPMALIMOHHOM
3aIMThI

1. Yro Takoe nHpOpMamoHHAas 6€30MaCHOCTh?

2. B yeM 3akirodaroTcsl HalMOHAJIbHbBIE HHTepechkl PO B nHpopMannonHoii chepe?

3. Kakue nmerorcs BUJIbl yTpo3 HHPOPMAIIMOHHOM 0€30MacHOCTH MpeanpUsTUs (OpraHu3aiim)?

4. Kakue CcCyIIeCcTBYIOT HCTOYHHMKM HauOojiee pacHpOCTpaHEHHBIX YIrpo3 HH(pOpMAIMOHHON
Oe3onacHocTu?

5. Kakue ypoBHU HH(OPMAIIMOHHOH 3aIIUTHI CYIIECTBYIOT, UX OCHOBHBIE COCTABJISIOIINE?

Paspnen 2. Kpunrorpaguyeckne cHCTeMbl M KPUIITOAHAIH3

1. B uem 3akirodarorcs 3a1a4u Kpuntorpapuu?

2. Uto BriIOYaET B cebst 3amuTa HHGOPMAIIUU OT HECAaHKITMOHUPOBAHHOTO JTOCTYyIa?

3. 3aueM HyXHbI KIIOYH?

4. B yeM 3aKJI0YAOTCS JOCTOMHCTBA M HEIOCTATKH MPOrpaMMHO-AIapaTHBIX CPEACTB 3aIIUThI
uHpopmanuu?

5. Kakue TtpebGoBaHHA HEOOXOAMMO BBINOJHATH NPHU IKPAHUPOBAHMM  TOMEILIEHU,
IIpEeIHa3HAYEHHBIX JIJIS1 Pa3MELEHUS BBIYUCIUTEIbHON TEXHUKH?



Paznen 3. Texunueckne acneKkThbl o0ecredeHUs 3aUTHI HHGOpMAUH

1. Kakoii mporecc Ha3bIBaeTCs ayTeHTU(UKAIMEH T0JIb30BaTeNs?

2. Kakue cxembl ayTeHTH(PUKALIUK BBl 3HACTE?

3. Yrto Takoe cMapT-KapThl?

4. Kakue TpeOoBaHUS MPEABABISAIOTCA K COBPEMEHHBIM KPUNITOTpadhuIeCKUM CUCTEMaM 3alUThI
uHpopmanuu?

5. B yem 3akirovaercs aHaINU3 HAJIEKHOCTH KPUIITOCHUCTEM?

Pa3jnen 4. Ataku cucTeMbl CHAPY:KH U UBHYTPH

1. Yro siBsieTCS OCHOBHBIMH XapaKTEPUCTUKAMU TEXHUYECKUX CPENICTB 3alUThl HHGOopMauu?

2. Kakue ataku U3HYTpH Bbl 3HaeTe?

3. Ot 4ero 3aBUCHUT BBIOOD Ki1acca 3aIUIIeHHOCTH?

4. Kakas nporpamma HasblBaeTcsl BUpycom? Kakue Bubl «BUPYCOB)» Bbl 3HaeTe?

5. Kakue Meroasl 0OHapyKeHUsT «BUPYCOBY» BHI 3HaeTe?

Pa3znesn 5. OcHoBHBbIe HampaBjeHHMs PadOT IO CO3JAHHMI0 CHCTEM KOMILICKCHOH 3alIuThI
UH(GOPMAMOHHOM CHCTEMbI 00bEeKTa (MPeANPUSITHSA)

1. Kakue Moienu MHOTOypOBHEBOM 3aIMThHI Bbl 3HaeTe?

2. B yem 3akiroyaetcs opraHu3zaius padoT Mo 3alluTe 0T HECAHKIIMOHUPOBAHHOTO JJOCTyTa
WHTETPUPOBAHHON MH(DOPMAIIMOHHONW CUCTEMBI YIIPABICHHSI PEATPUATHEM ?

3. Kakue xapakTepuCTHKH MOJI0KEHBI B OCHOBY CHCTEMBI Kilaccuukaiy HHPOPMAIIMOHHBIX
CUCTEM YTPABIICHUS PEITPUATHEM ?

4. Kakue cyniecTByIOT ITyTH 3aIIUTHI HH()OPMAIIUU B JIOKAJTBbHOM ceTu?

5. Yto BKJIFOYAET B ceOs 3amuTa HHPOPMAITMOHHBIX CUCTEM C TIOMOIIIBIO TUIAHUPOBAHUS?

Paznen 6. MoOmIbHBIE TPOrPAMMBbI

1. Yo Takoe MOOHMIIbHBIE TIPOTPAMMBI?

2. Uto npeacTaBiseT co00i METOJT «IIECOYHHUII» ?

3. Yro Takoe uHTEpIpeTanus?

4. Yto Takoe MporpaMMsl ¢ MOANUCAMU?

5. Yto npexacrapiuseT coboi 6e30macHOCTh B cucteMe Java?

6.2. Quenounvie cpeocmea 0151 NPOGEOEHUsL RPOMENCYMOUHOU ammecmauuu (IK3amena)
6.2.1. Ilpumepnulii nepeyens 60npocos/3ad0anuil K IK3ameny (no oucyuniune):

1. ChopmynupyiiTe MOHATUS U OCHOBHBIE COCTABISAIONINE UH(POPMAIIMOHHON 0€3011aCHOCTH.

2. Ompenenure MOHATHS «OE30MACHOCTh MH(POPMALUU» U €ro OTIUYME OT MOHATHS «3alluTa
nH(pOpMaLIUN.

3. Ha3oBuTE 00BEKTHI 3aLMTHI TPU 00ECIIeYeHUH KOMITbIOTEPHOI 0€301MacHOCTH.

4. Kakue Bbl 3HaeTe kaTeropuu 1 HOCUTEIN HHPOPMAIIIH.

5. CdopmynupyiiTe HOHATHUS  «IOCTYIMHOCTBY», «LEJIOCTHOCTB», «KOH(DUICHIUATBHOCTD
uH(pOpMaLIUN.

6. O0oCcHy#Te Ba)XHOCTh IPOOIEMbI KOMITBIOTEPHOW MHPOPMALIMOHHOM 6€30MacHOCTH.

7. Knaccudukanust nHGOpManuu 1mo CTerneH!u BaKHOCTH.

8. O0ocHyiiTe MpoOIeMbl 3alUTH UH()OPMAIIK B HUHTEPHETE.

9. Cdopmynupyiite TOHSITHE «IIEHHOCTh WHpopManum». Ha30BHTE TMOPAAKOBYIO MIKATy
LIEHHOCTEMN.

10. ChopmynupyiiTe akTyaJIbHOCTb PEIIeHHsI TPOOJIEM 3aIUThl HH(OPMALIUH.

11. HazoBuTte Hanbosee pacipocTpaHeHHbIE YTPO3bI 17151 KOMIIBIOTEpPHONH HHPOPMALIUH.

12. HazoBute Haubosee pacpoCcTpaHEHHbIE MyTH U KaHaJbl yTeYKU HHGOpPMAIUH.

13. HazoBuTe BUBI aTak ¥ METO/IbI B3JIOMa MH(POPMAITMOHHBIX CETEH 3JI0yMBIIIEHHUKAMHU.

14. Chopmynupyiite BUIbl IPOTUBHUKOB WIH «HAPYyIIUTEIEH» HHPOPMAITMOHHOIN 0€301acHOCTH.

15. HazoBuTe Bubl BO3MOXKHBIX HApYIICHUA HHPOPMALIMOHHON CUCTEMBI.

16. Codopmynupyiite mnoustue «BpenoHocHble mporpaMmbl (Bupychl)». Kiaccudukanus
KOMIIBIOTEPHBIX BUPYCOB.

17. Ha30BHTE OCHOBHBIE PABWIIA 3AILMUTHI OT KOMIIBIOTEPHBIX BUPYCOB.



18. HazoBuTE COBpEMEHHBIE AHTUBUPYCHBIE TPOTPAMMBI

19. ChopmynupyiiTe JOCTOMHCTBA U HEOCTATKN COBPEMEHHBIX aHTUBUPYCHBIX MPOTPAMM.

20. HazoBuTe npu3Haku 3apakxeHUsi KOMIIbIOTEPA OT BPEIOHOCHBIX IPOrpamMM.

21. ChopmynupyiiTe MOHATHE 3aKOHOAATEIBHOTO YPOBHS HH(OPMAIIMOHHOMN 0€301acHOCTH.

22. O0psAcHUTE BaXKHOCTh 3aKOHOIATEIBHOTIO YPOBHS HH(POPMAIIMOHHOM 0€30MacHOCTH.

23. Ha3oBuTe KpuTepuu 0€301MaCHOCTH KOMITBIOTEPHBIX CUCTEM.

24. CdhopmynupylTe TEKyIlee COCTOSHHE POCCHMCKOTO 3aKOHOJATENIbCTBA B  00JacTH
MH(POPMAIIMOHHOHN 0€30MacHOCTH.

25. B xakoMm ciy4ae COTpPYAHHK YUPEKICHHUS MOKET OBbITh NMPHUBJIEUEH K OTBETCTBEHHOCTH 3a
HapyIIeHHs MpaBui HHPpOpMaMoHHON 6e30macHoCTh?

26. HazoBute TpeOOBaHHS POCCUKMCKOIO 3aKOHOJATENbCTBA B O0OJACTH JIMIICH3UPOBAHUS H
cepTudUKaIHH.

27. ChopMynupyiTe OCHOBHBIC ITOHSATHS B 00JIACTH JTUIIEH3UPOBAHHUS.

28. OObsacHUTE NOPSAOK OGOPMIICHUS M TOJTYYEHHUS JUIECH3MH B 00NacTH WHGOPMALMOHHOM
0€30MMacHOCTH.

29. ChopmynupyiTe MPUUHUHBI OTKA3a B MOJTYYICHUH JIIICH3HH.

30. O6bsicHuTe MOPSIIOK ODOPMIICHUS U TIOTY4YEHHS cepTU(PUKATOB B 001aCTH MH(DOPMALIMOHHON
0€30MacHOCTH.

31. CdopmynupyiiTe NOHATHE «yTeUKa JaHHBIX». Ha3oBHUTe KaHalbl yTEYKH U HAPYLICHUS
0€30MacHOCTH KOMITBIOTEPHOH HH()OPMAITHH.

32. HazoBure criocoObl 3aiuThl THGOPMAIIUU OT YTEYKU IO TEXHUYECKUM KaHaJaM.

33. Kakue Bbl 3HaeTe€ COBPEMEHHBIE TEXHUUECKHUE CPEJICTBA 3AIUTHI HHPOPMAIUH.

34. Knaccudukanus TeXHUIYECKUX CPECTB 3aIIUThI HHPOPMAIIH.

35. Ha3zoBute MeponpusTHs 10 3a1UTe HH(POPMALMK OT HECAaHKLIMOHUPOBAHHOIO JOCTYTIA.

36. HazoBute MeTOIbI 3aIIMTHI HH(OPMALIUH.

37. Chopmymupyiite moustue «Waentudukanus monp3oBareneiiy. Knaccudukamus meromos
UACHTU(DUKAIIUY TT0Tb30BaTENCH.

38. CdopmynupyiiTe NOHIATUS U JaiiTe XapaKTEpPUCTUKY «ayTEHTU(UKALMs TMOJIb30BaTeNeh»,
«MapoiibHask ayTeHTUDUKALIUSY.

39. [aiite ompeneneHue NOHATUAM «YTpaBieHHE JOCTYINOM, OTpaHMYEHHUE, pa3rpaHUYEeHHE,
paszeneHue 1ocTyna K uHpopMauu» U chopMyIUPYHTE UX OCHOBHBIE XapaKTEPUCTUKH.

40. CdopmynmupyiiTe mnpeuMyliecTBAa U  HEJAOCTAaTKH  METOJa  KPUNTOrPapUUIECKOTO
npeoOpa3oBaHus HHGOPMAIUH.

6.2.2. IIpuMepHbIe TeCTOBBIE 3aJaHNUS K IK3AMEHY
Bapuant Ne 1

Ne Bomnpoc BapuanTtsl 0TBETOB
1 SIBienHue, Korna HUKTO HE BUANT, YTO BHI fenaere, | 1. I[IpuBaTHOCTH
HO IMOTEHIMAILHO 3HAET, KTO BBl TAKOM. 2. AHOHHUMHOCTH
3. Wnentudukanus
4. TlceBno - aHOHUMHOCTE
2 SIBaeHME, KOra HUKTO HE 3HAET, KTO BbI, HO 1. AHOHHMMHOCTH
MOTCHIMAILHO BUAUT, YTO BBIJICIIACTE. 2. IlpuBaTHOCTB
3. Wnentudukamms
4. TlceBno - aHOHUMHOCTh
3 SIBiieHne, Koraa Bbl )KEJIAeTe COXPAHUThH CBOKO 1. IlceBmo — aHOHMMHOCTBH
penyTaluio, a He CKPhITh TUYHOCTD 2. AHOHHUMHOCTH
3. Wnentudukamms
4. TlpuBaTHOCTb
4 YpoBeHb yCTOMYMBOCTH HAIIMX AKTUBOB 1. besomacHocTb
MOOTHOLIEHUIO K YIpO3aM, HCXOASIINM OT 2. WNuanuddepentHocTh




3JIOYMBIIIIJICHHUKOB.

3. Unentudukanms
4. HWaTepdepeHTHOCTh

S) Puck - 310 BeposaTHOCTh BO3HMKHOBEHUS yrpo3sl, | 1. PHUCK = (Va3Bumocts x
SKCITYyaTUPYIOIIEH YSI3BUMOCTH B BallIMX Vrpossr x [locnencraus)
cpencTBax obecriedeHus 6€30MaCHOCTH U 2. PUCK = (Ys3BuUMOCTD +
MOCIEACTBHSI, K KOTOPBIM BCE 3TO MOXKET Yrposst + [ocnexctsus)
npuBectu. OH ucuucisiercs GopMyIou: 3. PUCK = (Vs3umMocTb +

VYrpo3sl x [locneacTeust)
4. PUCK = (Ys13BUMOCTb X
Yrpo3ssl + [locnencTus)

6 YTpo3bl U 3T0YMBIIICHHUKH, KOTOPBIM BBI 1. mangmadToM yrpo3 wim
MPOTUBOCTOUTE, HA3bIBAIOTCH ... MOJIEBIO YTPO3.

2. TUTAaHOM OTMACHOCTEH
3. cTparteruei aTaku
4. ysI3BUMOCTSIMHU

7 Komy npunaanexur cienyromiee BoickazbiBanue | 1. bproc IlInaiiep
«IIpuBaTHOCTH COCTOUT HE B TOM, YTOOBI YTO- 2. Hunbc ®epriocon
nn6o caparate. [[puBaTHOCTH COCTOUT B TOM, 3. Tamaécu Kono
YTOOBI UMETh BO3MOKHOCTh KOHTPOJIUPOBATh, 4. bunn Ieiitc
KaKUMH MBI TIpeJICTaeM nepen 3TuM Mupom. OHa
COCTOUT B TOM, YTOOBI BBl MOTJI COXPAHSATH CBOE
myOJIMYHOE JIUIO U B TO KE BPEMs UMEIH
BO3MOYXHOCTH IPHUBATHO MBICIHTD U IEHCTBOBATb.

[TpuBaTHOCTH COCTOUT B MOJAJEP>KAHUU JIMYHOTO
JIOCTOMHCTBa

8 [lepeuncnuth TpU €05 3aLUTHI TPUHIIUIIA 1. TIpenotBpaienue -

"s11e0HMpOBaHHas 3amura” Ob6napysxeHue -
Boccranosnenue
2. O3HaKoOMIIEHHE -
OOHapy:xeHue -
Boccranosnenue -
3. OO6HnapyxeHue -
AxtuBanus -/leakTuBarus -
4. O3zHakOMJICHHE -
AxTuBanus —
BoccranoBnenue

9 Kakomy npuHIUITY COOTBETCTBYET CIEIyIONIas 1. DmenonupoBaHHas
Hjes B TOM, YTOOBI 3aIuTa
00eCTeuynThb CII0M 3alUTHICIEAYIONM 00pa3oM: | 2. AKTHUBHas 3aluTa
MIPUIIAICHUU OJTHOM 3aIUThI 3. TlaccuBHas 3ammra
Jpyrasi MPoI0JKAeT3aIIMIIATh Bac Ha 4. Jlunelinas 3antuTa
CBOECHIIO3NUIIAH

10 3ammTa OT KOMIIPOMETALUMH Bamux (aition 1. TlpenotBpaiienue
3JI0YMBIIIJICHHUKAMUH MX JIOCTYyTIa K Ballen 2. OOHOBIEHNE
KOH(UICHIIMATBHOM HH(OPMAIIUU — 3TO. .. AHTUBHUPYCHBIX CPEJCTB

3. BoccraHoBiieHME TaHHBIX
4. Cumynsnus
11 OOGriee MOHATHE JIJIST BCEX TPOTPAMM, 1. BpenoHocHbIe

HAIMMCAHHBIX CO 3JIbIM YMBICJIOM — 3TO...

MIPOrpamMMbl
2. TpostHBI

3. PyTkuTts
4. YTumutel
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Bupycsl, KOTOpbIE CKPBIBAIOT IIPOU3BOIUMBICUMHU

Crenc-Bupycol

1.
W3MEHEHUS B CUCTEME. 2. Yepsu
3. baru
4. TposiHbI
13 Bupycel, koTopbie co3natot paznuunbie padoune | 1. Ilomumopdubie BUpYCHI
KOITUH CaMUX ceO0st 2. Yepsu
3. baru
4. TposiHbI
14 Kako#l Tvn BUPYCOB pErUCTPUPYET HAKATUSA 1. Keitnorrepst
KJIaBHIL HA KJIaBUAType WU MbIIIN? 2. TposiHb
3. UYepsu
4. PyTKuUTHI
15 Bpenonocusie mporpammsl aiist cbopa 1. IInuonckoe I1O
pasBenpIBaTeIbHON HHMOpMAIu? 2. CkaHHEpBI
3. Yrumutsl
4. Keiinorrepsl
16 Bupn ataku, npu KOTOpod OOBIYHO MBITAIOTCS 1. ®umwmnr
CKJIOHUTb KEPTBY K Iepexoay no omnpeneneHHol | 2. CrnaMMHUHT
CCBUJIKE WJIU 3aIlyCKYy BPEAOHOCHOIO 3. 3axsar
IPOTrpaMMHOr0 obecreueHust 4. Cumynsuus
17 Kakas camas pacnpocTpaHEHHAs TEXHUKA 1. Tloamena nomeHa
¢bummmnra? 2. CwmeHa Ha3BaHUS caiiTa
3. H3menenue npepukca
4. Her npaBuiIbHOTO OTBETA
18 ['maBHas uaes GUIIMHTA COCTOUT B TOM, YTOOBI... | 1. TlomyumuTts moctym
JIOTMHY U HapOJI0
I10JIb30BaTEIIS
2. 3apa3uTb KOMIBIOTEP
BHUPYCOM
3. Hcka3uth npaBuiIbHYIO
nHpopmanuio
4. Her npaBuJIbHOTO OTBETA
19 Bupycsl, koTopble mpu cBoeM pa3MHOKeHHH TeM | 1. DaiiioBble BUPYCHI
WM UHBIM CIIOCOOOM HCIIONIBb3YIOT (PaiyioByIO 2. TposHbI
CHUCTEMY KaKoM - 1100 (WM Kakux -1m0o0) 3. Uepsu
OTEPALIMOHHOM CUCTEMBI — 3TO ... 4. PyTKUTHI
20 3ajava ... 3aKI0YaeTcs B TOM, YTOOBI B3SITh 1. Kpunrorpadumn.
coob1eHue win (aiis, Ha3bIBa€MbI OTKPBITHIM 2. Iudposanue
TEKCTOM, U ITpeoOpa3oBaTh €ro B 3. Hemmdposanue
3amu(ppPOBAHHBINA TEKCT, TAKUM 00pa3oM, YTOOBI 4. KoampoaHue

TOJIbKO «IOCBSIIEHBD» MOTJIU MPeoOpazoBaTh €ro
00paTHO B OTKPBITHIN TEKCT.




Bapuant Ne 2

Ne
Bormpoc Bapuantsl oTBeTa
n/m

1. | [lomoOue necoyHMIIbl, OHH ABJISAIOTCS OTANYHBIM | 1. BupTyanbHble MamiHel
UHCTPYMEHTOM JUJIs peaTu3aliiy U30JISAIUH U 2. OO6nayHble XpaHWINLIA
KOMITAPTMEHTAIN3AINH C IeTIbI0 CHIKECHHS 3. OrmepalMoHHbIE CHCTEMBI
PHCKOB U HETAaTUBHOTO BO3/ICHCTBUS, a Takke s | 4. Her mpaBUIIbHOTO OTBETa
KOHTPOJISL aTaKyIOIIETO — 3TO. ..

2. | Yka3aTh Ha3BaHHWE MEXaHU3Ma, KOTOPBIH 1. Jails
SIBJISICTCSI HE3aBHCHMOM CPEJION, peain3yeMou 2. BSD
[IOCPEACTBOM BUPTYaIM3aL[MU HA YPOBHE 3. OpenVZ
OIIEPAIIMOHHOM CHCTEMBI, TJe KaX/1asi TIOpbMa 4. Whonix
NpEeCTaBIsIeT COOOW BUPTYaIbHYIO CPEIy CO
CBOMMH COOCTBEHHBIMHU (haiijIaMu, MPOLIECCAMH U
YUETHBIMH 3aIHCSMU TIOJIb30BATEIICH, a TaKKe
IpUBsI3bIBacTCS K onpeaeneHHomy IP-anpecy

3. | Kakas nporpamma B Windows 10 ucmonb3yer 1. Windows 10 Device
TEXHOJIOTHIO 0€30MaCHOCTH aIapaTHOro Guard
o0opy1oBaHus U BUpTyanu3anuio o u3osimun - | 2. Windows KM free
GYHKIUI NPUHATHS PEHICHUI OT OCTaIbHON 3. Windows 10 ESET
YacTH ONEPAMOHHON CHCTEMBI, YTO IOMOTAET 4. Windows Avast
00ecCIeunTh 3aIUTY OT aTaKyIOUIUX U
BPEIOHOCHBIX IIPOTPaMM, KOTOPHIE CMOTIIN
HOJTYYUTh IIPaBa aJMUHUCTPATOPA.

4. | 3agaya nepBOCTENIEHHOW BaKHOCTH, 1. Ilonnepxanue
NOYEepPKUBAIOIIas HEOOX0IMMOCTh 0€30IaCHOCTH XOCTOBOM
UCTIOJIB30BaHUS OT/ICIBHOTO 3aIIUIIIEHHOTO OTIEPALIMOHHON CUCTEMBI
J3TITOMA JJISl KPUTHUECKUX CUTYaIUid, Ha 2. OOHoBneHue Opaysepa
KOTOPOM BBl MOKETE PaCCMOTPETh BO3MOKHOCTh | 3. Y aleHue Kama
UCIIOJIb30BaHUS BUPTYaIU3allUU B KAUeCTBE 4. Her npaBUIBHOTO
cpeacTBa obecrieueHus: 6e30MacHOCTH MPU BapHaHTa OTBETA
MOMOIIY M30JSIIMU U KOMIIAPTMEHTAIU3alMU —
3TO...

5. | beutu npeneneHTsl, Korjaa BUpyC MOT 1. Jla
OCYIIECTBUTD MOOET U3 BUPTYaIbHON MallluHBI? 2. Her

3. HccnenoBanus He
MIPOBOJIMIIACH
4. Ha, HO poOiemMa perieHa
HaBceraa
6. | Kakyto necounuiyy umeer Mac OS? 1. Sandbox
2. Xbox
3. Parallel
4. lIsland

7. | CBoOoaHas 1 OTKpBITAs onepaonHas cucrema, | 1. Whonix
0c000e BHUMaHUE YJICIISONIas aHOHUMHOCTH, 2. Symbian
NPUBATHOCTH U OE30MACHOCTH — 3TO. .. 3. KaiOS

4. Puffin OS

8. | W3 crkompKuX YacTeil COCTOUT omeparnroHHas cetb | 1. 2

Whonix? 2. 1
3. 5
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Cy11ecTBYIOT JI CEPBUCHI OJIHOPA30BbIE YUETHbHIE

3armcu?

Cy1ecTByroT

He cymecrtByror
Cyl11ecTBYIOT BpeMEHHBIE
Cy1ecTBy10T
MOCTOSIHHBIE

el N s

10.

HazoBure noseneHyeckue Mepbl 0€301aCHOCTH

1. H3mMmenenue noBenacHUs U
HCIOJIb30BAHNE TEXHUYECKUX
CPEJICTB 3aIIUThHI

2. Hcnonw3oBaHue
TEXHUYECKUX CPEICTB
3aIIUTEI

3. Hcnons3oBanue
AQHTUBHPYCHBIX ITPOTrpamMm
Her npaBunpHOTO OTBETA

11.

K yrpo3am kakoro Tumna OTHOCATCS CIELYIOIINE
YTPO3BI: Kpaxka TMYHOCTH, criaM, (PUIIHUHT, CKaM,
BUILVHT, MOLIEHHUYECTBO U T.J.

ColuanbHOro
Texandeckoro
OKOHOMHYECKOTO
ITommTHueckoro

12.

YTO OTHOCHTCS K TEXHUYECKUM CPEJICTBAM
3aIATEI?

il Eal A el P

Hcnonp3oBaHue cepBuca
KPEIUTHOTO MOHUTOPUHIA
ITpoBepka BiokeHuE
IIpoBepka oTpaBUTEIIS
ITpoBepka cChIIOK

13.

BI)I6epI/ITC TCXHUYCCKHUEC CPCACTBA 3allIUTHI OT
aTaK COIIMaJIbHOI'O THIIA

Bce nuxke nepeuncieHHoe
N3omamus n
KOMITApTMEHTaTU3aIHs

3. Hcnoas3oBanue
BUPTYaJIbHBIX MaITUH
ITecounuis!

NEIR W

14.

JomeHn 6€30macHOCTH MOXET OBITH ...

DOu3nYeCKUMHI
AGcCTpaKkTHBIE
PeansabIit
ITuceMeHHBIN

15.

Jomen 6€30macHOCTH MOXET OBITH ...

BupryansHbiMu
AOGcCTpaKkTHBIE
PeasibHbIi
ITucbMEHHBIH

16.

UTo HCTIONB3YIOTCS 7S peanu3alii JOMEHOB
0€30IaCHOCTH, TIyTEM CO3aHUs Pa3/IEIbHBIX
ypOBHEH 103a0UIHTH, OE30MACHOCTH U
MOJIICPIKKH PA3TMYHBIX WICHTH()UKAITMOHHBIX
JAHHBIX WU TICEBJOHUMOB JUJISl IPUBATHOCTH U
AHOHHMHOCTH

el A R Pl

H3omsauusa u
KOMITAaPTMEHTATU3AITUS
2. JlomeH 0e301acHOCTH
3. BupryaneHas MammHa
4. Tlecounwniia

17.

Yro Takoe HACHTU(DUKATOP MPOU3BOJAUTEIIS B
MAC-anpece?

1. Tlepssle Tpu Oaiita B
MAC-anpece

2. Ilocnennue Tpu OaiiTa B
MAC-anpece

3. Illects Gaiit B MAC-
aapece

4. Her npaBHIBLHOTO OTBETA

18.

Yro Takoe HHIWBHUIYAJIbHOC 1

1. Tlocnennue Tpu OaiiTa B




YHUKaJIbHOE 3HAYEHHE I CETH, JUIsl CETEBOI MAC-anpece
KapThl, 115 agantepa Wi-Fi, qiis amantepa 2. Ilepsbie Tpu OaiiTa B
Ethernet MAC-anpece
3. Ilects Gaiit B MAC-
azpece
4. Het npaBuIbHOTO OTBETA
19. | U3onupoBanHas cpeaa s 3anmycka npuioxenuid | 1. Ilecounnna
WIY KOZIa — 3TO 2. JlomeH 0e301acHOCTH
3. Bupryanbnas mammHa
4, Uzomauus u
KOMIIapTMEHTAIU3aLuUs
20. | Yo u3 npuBEACHHBIX TEXHOJIOTUH SIBJISACTCS 1. Bce HIKE EpPEYUCIIEHHOE
TEXHOJIOTHUEH ECOYHHIIBI? 2. Shadow Defender
3. Returnil
4. Bufferzone
Bapuant Ne 3
Ne
Bomnpoc Bapuants! oTBeTa
/i
1. | IloxHOE MM$, 1aTa POXKACHUS, HOMEpP MacropTa 1. TlepcoHanbHBIM TaHHBIM
OTHOCSITCS K... 2. JlaHHBIM
ayTeHTU(UKAIHH
3. JlaHHBIM MOOHMJIBLHBIX
YCTPOHCTB/KOMITBIOTEPOB
4. ]JlaHHBIM OAHKOBCKOM HIIH
¢uHaHCOBOW MHPOPMALIUU
2. | Kakas cTpaTerus 3akiroyaercs B TOM, YTOOBI 1. Crparerus uzberanus
MONPOCTy U30eraTh 2. O®parmeHTanus
UCIIOJIb30BAaHUS ONPEIENICHHBIX COLUAIBHBIX 3. Crparerus aeneHus
ceTell, Hu4ero He MyOJuKyeM, He 3aIll0JIHIEM noJtydaresnei napopmanuu
AHKETBHI, TONPOCTY HE PETUCTPUPYEMCS, HE Ha IPyMIbI
BbIJIaeM 0 ceOe HUKaKoi MH(pOopMalHH. 4. Ctparerust OTKpbITOCTU
3. | IIpu xakoil cTpareruu NpOUCXOAUT pa3/ieieHne 1. Crpaterus nenenus
JMYHOTO U MPO(HECCHOHAIBHOTO OKPY>KEHUS noJryyaresei nHpopManun
nyTeMm ucrnonbs3oBanus Facebook as apyseii u Ha IPyMIbI
cembH, a LinkedIn s nuyHBIX cBsI3el. 2. Crparerust n3deranus
3. Crparerus OTKpBITOCTH
4. ®parmeHTaIms
4. | Kakas cTparerus 3akiatouaercs B ucnoib3zoBanuud | 1. Ctparerus oTKphITOCTH
JTaHHBIX O Balllel peajJbHOW JIUYHOCTH, TAE BCE 2. Crparterus aeineHus
PO3payvyHo U MOATUHHO. nonyyaresuei nHpopmanun
Ha TPYIIIBI
3. ®parmeHTanus
4. Crpaterus n30eranus
5. | B yem 3akitouaercst crpaterus OTKpbITOCTU? 1.B UCTIONIB30BaHUM JAHHBIX
0 Balllel peanbHOMI
JUYHOCTH, T'JIe BCE
MIPO3PAYHO U MOITUHHO




2.B pa3JeNeHUN JTUYHOTO U
po¢eCCuOHATBHOTO

OKPY KEHHS ITyTeM
ucnonb3oBanusa Facebook
JUISL IPYy3€d U CEMbH, a
LinkedIn ms nuunbIX cBs3ei
3.B TOM, 4TOOBI MOMIPOCTY
M30€eraTh UCII0IL30BaAHUS
OTIpECIICHHBIX COLUATBHBIX
CeTe, HUYero He myOJIuKys,
HE 3aI10JIHss aHKETHI, HE
PETHCTPUPYSCh, HE BbIIaBas
0 cebe HUKaKoi nHpopMaLUn
4.HeT NpaBUIIBHOTO OTBETA

B ugem 3akmrouaercs crpaTerust uz3oeraHus?

1.B TOM, 4TOOBI TOTIPOCTY
n30eraTh UCMOJIb30BAHUS
OTIPECIICHHBIX COUATBHBIX
CeTeil, Hu4ero He mMyOIuKys,
HE 3aI0JTHSST AaHKETHI, HE
PETHCTPUPYSCH, HE BBIIaBast
0 cebe HUKaKoi nHpopmanuu
2.B HCIIOJIb30BAHUH JTAHHBIX
0 Ballel peajsbHOU
JIMYHOCTH, TJIC BCE
IPO3PAaYHO U MOJTHHHO

3.B pa3eiCHUN JIMYHOTO
pohecCHOHATBEHOTO
OKPYXCHHSI ITyTeM
ucrons3oBanus Facebook
JUISL IPY3€i U CEMbH, a
LinkedIn ms nuuHbBIX cBA3EH
4.HeT npaBUJIHHOTO OTBETA

YT0 3HAYUT UMETH KOHTEKCTYaAJIbHO-
HE3aBUCUMBIE JPYT OT JApyra JMYHOCTH,
OTJIEJIEHHBIE OT Balllel peaIbHOW JTUYHOCTH?

1. ®parmenTanus
2.Ctparerust eleHUs
noJtydaresnei napopmanuu
Ha TPYIIIbI

3.Ctparerus u3deranus
4.Ctparerusi OTKpbITOCTH

Kakue ceTr MOKHO OTHECTH K
JIELEHTPAIM30BaHHBIM COLIMAJIBHBIM CETsIM?

1.Bce Huxe nepedncieHHble
2.Diaspora

3.Friendica

4.GNU social

B xaxom roay BbIILIA B CBET aBTOHOMHAA BEPCUA

Windows 95?

1995
1994
1996
1997

10.

['nmaBubiii pazpadotunk Windows NT (New Tech-
nology) — ...

HpBua Katnep
Crtusen Cunodcku
Maiikn TyTonrn
Kpeiir Mynau

11.

IIepBblil YHUBEPCAIBHBIN 8-pa3psIHBIN

PR ONE IR WD P

1974.




LEHTpaJIbHBIN Tpoueccop ¢ HazBanueM Intel 8080
— xommanwus Intel BeImycTHna B ... roxy.

1980
1990
2000

12.

Bepcus Windows ... Oblia nepenMeHOBaHa B
Windows 2000 B Hauane 1999 rona.

Windows NT 5.0.
Windows XP
Windows 98
Windows NT 4.0

13.

[TepBbIit HacTOSAMINM THPPOBOH KOMITBIOTED
M300pEN aHMMUCKUIM MaTeMaTHK ...

Yapas3 br606umK.
Konpan Ilyse
Apna Jlasneiic
Anan Teropunr

14.

... - I[IporpamMmma, Haxoasdmasacsa B pEXKUME
BBITIOJTHCHNA.

[Iponecc
PerynupoBanue
3arpyska
OOHoBIIeHHE

15.

Cozparens OC Linux ...

Linus Torvalds
Andrew Tanenbaum
Patrick Volkerding
Richard Stallman

16.

3arpy3uuk onepannoHHbii cucreMbl MS-DOS
CITY>KUT JIJIA ...

PPN REIRONEIRONDEREIRONDEIRWD

CUUTBIBAHUS B MIAMSATh
MoTyJIeH 10.8ys 1 msdos.sys.
2. 3arpy3KH Iporpamm B
olrepaTUBHYIO naMaTe OBM
3. o0paboTku KOMaHI,
BBEJICHHBIX T0JIH30BaTEIIEM
4. TOIKIIFOYCHUS YCTPOUCTB
BBOJIa-BBIBOJIA

17.

CexTop 0 n1cKa Ha3bIBAETCH ...

1. rnmaBHOII 3arpy304HON
3aIUCBIO.

2. JIOPOKKOH

3. TEOMETPHUYECKUM
CEKTOPOM

4. xjacTepoM

18.

CnynuHr — 3710 ...

1. npensapurenbHOE
HaKOIUUICHUE JaHHBIX

2. cOop 3amanuii ¢
OJIMHAKOBBIM HA0OpOM
pPECYPCOB B ITAKETHI 3alaHUN
3. opraHu3zaiys pearbHOTo
BBOJIAa [TaKETAa 3aJaHUM U
BBIBOJIa PE3YJILTATOB Ha
OTJIENbHBIX
crienannu3upoBaHHbix OBM
4. opraHu3zaiys peaabHOro
BBOJIa IaKeTa 3aJaHui 1
BBIBOJIa PE3YJILTATOB HAa TOM
K€ KOMITBIOTEPE, KOTOPBIN
IIPOU3BOJUT BBIUMCIICHUS

19.

BIOS - 310 ...

1. 0GasoBag cuctema BBOJA-
BBEIBOJIA

2. uWrpoBas mporpamma

3. auanorosast 000JI0YKa




4. xomagaHbIi 361K OC

20. | I'me vaxonurcst BIOS?

1. B mocrosiHHO-
3allOMMHAIOLIEM YCTPOMCTBE
2. B OIEpPaTHUBHO-
3allOMMHAIOLIEM YCTPOMCTBE
Ha BUHYECTEPE
na CD-ROM

21.| Tlanka, B KOTOPYIO BPEMEHHO IIOIAIal0T
yAaIeHHbIC O0BEKTHI, HA3BIBACTCH. ..

oTiepaTUBHAs
noptdenb

3
4
1. xop3uHa
2
3
4. OGIOKHOT

6.3. Onucanue noka3areJieii 1 KpuTepueB KOHTPOJIsI yCIE€BAEMOCTH, ONUCAHUE

IIKAJ OHCHUBaAHHUA

6.3.2. Kputepun o1eHOK NPOMEKYTOYHOM aTTeCTANMHU (IK3aMEH)

OneHka

«2»
(Hey10BJIETBOPUTEJILHO)

Iloporosbliii ypoBeHb
OCBOCHHSI

YrayoJaeHHbl
YPOBEHb OCBOEHUS

IIpoaBuHYyTHII
YPOBEHBb OCBOCHHSA

«3»
(Y10BJ1€TBOPUTEJIHHO)

«4»
(xopoiuo)

«5»
(oTJIMYHO)

CryneHT He 3HaeT
3HAYUTENBHON YacTH
Marepuaa, JoImycKaeT
CYILIECTBCHHBIC OIIMOKU B

CTyaeHT HOBEpXHOCTHO
3HACT MaTepHal
OCHOBHBIX Pa3/elioB U
TEM y4eOHOM
JTUCIUTUINHBI, JOITYCKaeT

CTyzneHT XOpoIlo 3HaeT

MaTepuai, TpaMOTHO U

II0 CYLIECTBY U3/1araer
€ro, JOoIycKas

CTyneHT B OJHOM
00BEME 3HAECT MaTepHUall,
IPaMOTHO | I10
CYILIECTBY U3JIaraeT ero,
HE JIONyCcKas

HEKOTOpbIE HETOYHOCTH B CYILIECTBEHHBIX
OTBETax Ha BOMPOCHI HETOYHOCTH B OTBETE Ha N
BoMpoC OTBETE Ha BOIIPOC. HETOYHOCTEH B OTBETE
Ha BOIPOC
He ymeer Haxoauts Wnorna naxoaur YBepeHHO HaXOAUT bezommbo4yno HaxXOIUT
pereHns OOJIBIIMHCTBA peleHus, pereHus, pereHus,
IPEayCMOTPEHHBIX IPeayCMOTPEHHbIE MIPEeSyCMOTPEHHbIE peayCMOTPEHHbIE
poOrpaMMoii 00ydeHus IporpaMMoi 00y4eHus [IporpaMMoit 00y4yeHus IporpaMMon
3alaHUH 3alaHUN 3alaHuN 00yUeHUS 3aaHni
BonbmmHCTBO IIpenycmorpenHsle IIpenycMoTpeHHbIE IIpenycMoTpeHHbIE
MIPETyCMOTPEHHBIX MPOTrpaMMoii 00ydIeHHUs nporpaMMoii O0y4eHusi | TporpaMMoil o0y4eHus

porpamMMoii 00ydeHus
3aJIlaHUI HE BBITIOJIHEHO

3aJaHHA BbIIIOJTHCHBI
YAOBJIICTBOPUTCIBHO

3aJaHud yCIICIIHO
BBITTOJTHCHBI

3aJaHud yCIICIIHO
BBITTOJTHCHBI




7. YYHEBHO-METOAUYECKOE U THOOPMAILIMOHHOE OBECIIEYHEHUE
JAUCHHUIIJINHBI
7.1. PexomenayeMas qureparypa
7.1.1. OcHoBHasi iMTEpPaTYypa

1. bapanoga, E. K. Undopmanmonnas 6e30macHOCTh U 3amuTa nHpopmaiuu : yauebHoe mocoodue /
E.K. BapanoBa, A.B. babam. — 4-e u3z., nepepad. u gon. — Mocksa : PUOP : UHOPA-M, 2021. —
336 C. — (Bsiciree obpa3oBaHue). — DOIL: https://doi.org/10.29039/1761-6.
https://znanium.com/catalog/document?id=364911

2. baxapos, JI. E. Hudopmanumonnas 06e30macHOCTh M 3amuTa HHDOpPMALUU @ paslesbl
kpunrorpadus u creranorpadus : npakrukym / JI. E. baxapos. - Mocksa : U3a. Jlom HUTY «MUCuCp,
2019. - 59 c. URL: https://znanium.com/catalog/product/1232734

3. MeTo/ibl ¥ cpelicTBa KOMIUIEKCHOH 3alUThl HHPOPMAIIMH B TEXHUYECKUX CHCTEMaX : y4eOHOe
nocobue / 3. B. 3anonos, A. I1. Mapteinos, . I'. Mamms [u 1p.]. - Capos : POAI-BHUND D, 2019. -
224 c. URL: https://znanium.com/catalog/product/1230827

4, XKyk A.Il. 3amura napopmarmu: yueoHoe nocodue / A.IL. XKyk, E.IT. XKyk, O.M. Jlenemkun,
AWM. Tumomkun. — 3-¢ m3a. — MockBa : PUOP : MH®PA-M, 2021. — 400 c¢. — (Bricmiee
obpa3oBaHue). — DOl: https://doi.org/10.12737/1759-3. - URL:
https://znanium.com/catalog/product/1210523.

5. Crenanos, O. A. TIpotuBojeiicTBue KubepreppopusMy B IH(PPOBYIO 3MOXY : MoHOrpaduws /
O. A. CrenanoB. — Mocksa : U3natensctBo FOpaiit, 2021. — 103 ¢. - https://urait.ru/bcode/476768

6. Maptumms, C. A. OCHOBBI TEOPUH HAJCKHOCTH HH()OPMAIIMOHHBIX CHCTEM : yueOHOe mocobue
/ C. A. Maptumms, B. JI. CumonoB, M. B. Xpamuenko. — Mocksa : ®OPYM : UH®PA-M, 2020. —
255 c. - URL.: https://znanium.com/catalog/product/1062374

7. Maptumms, C. A. OCHOBBI TEOPHH HAICKHOCTH HH(POPMALIMOHHBIX CHCTEM : y4eOHOe ocodue
/ C. A. Maprtumun, B. JI. CumonoB, M. B. Xpamuenko. — Mocksa : ®OPYM : UHOPA-M, 2020. —
255 c.. - URL: https://znanium.com/catalog/product/1062374

8. Cxpumnnuk JI.A. OOuue BOMPOCH TEXHUYECKOH 3amuThl nHpOpManuu : ydedHoe mocobue /
Cxkpunnuk J{.A.. — MockBa, CaparoB : HHrepHer-YHuBepcurer MHdopmannoHHbIX TexHONOrHi
(MHTYUT), Aii [Tu Ap Menua, 2020. — 424 c. — URL: https://www.iprbookshop.ru/89451.html

9. Crrues, 10. H. 3amura nadopmanuu u nHGOpMAITMOHHAST 0€30MaCHOCTH : y4eOHOE TTocooue /
IO.H. CorueB. — Mocksa : UHOPA-M, 2021. — 201 ¢. DOI 10.12737/1013711. —

URL: https://znanium.com/catalog/product/1013711

7.1.2. JlonoaHuTEIBLHAS JIUTEPATyPa

1. TIporpammHO-anmapatHble CpeJCTBa 3alIUThl MH(popManuu [DneKTpoHHbIH pecypc]: yueOHOoe
rnocodue JJis CTYZAEHTOB BY30B IO HampaBieHHUIO MoArotoBku «MHdopmanmonnas 6ezonacHoctsy / JI.X.
Mudraxosa [u ap.]. — DnekTpoH. TekcroBble naHHble. — CII6.: Mutepmenns, 2018. — 408 c. —
Pexum noctyna: http://www.iprbookshop.ru/73644.html

2. OcHOBBI MH(POPMALMOHHONW 0€30MaCHOCTH [DNEKTPOHHBIA pecypc]: y4eOHUK A CTYIEHTOB
BY30B, OOydYaloUmIMXCs TIO0 HampaBieHHto moarotoBku «IIpaBoBoe obecrieueHne HAMOHATIHHOMN
6e3omacHoctn» / B.}O. Porosun [u ap.]. — DnektpoH. TexcToBble nanubie. — M.: KOHUTU-JIAHA,
2017. — 287 c. — Pexum nmocryna: http://www.iprbookshop.ru/72444.html

3. CagonoBa JI.A. DKOHOMHYECKHE acleKTbl HHPOPMALMOHHOM Oe3omacHOCTH : yuyeOHoe
nocoone / CadonoBa JILA.. — HoBocubupck : CuOUpPCKUII TOCYJapCTBEHHBI YHHUBEPCUTET
TeleKOMMYHUKaIui u uHdopmaruku, 2019. — 97 ¢. — URL: https://www.iprbookshop.ru/90606.html

4. Knumenko, U. C. UnpopmanmonHas 6€30MacHOCTh U 3alUTa UH()OPMALIMK: MOAETU U METOIbI
ynpasienus : Mmonorpadus / U.C. Kmumenko. — Mocksa : UHOPA-M, 2021. — 180 c¢. — (Hayunas
mbiciib). — DOI 10.12737/monography_5d412ff13c0b88.75804464. - ISBN 978-5-16-015149-6. - Tekct
: anexTponHbIi. — URL: https://znanium.com/catalog/product/1137902

5. Yepnukos, b. B. InpopmainrionHble TexHONOrMM ynpasieHus : yueonuk / b.B. UepHukoB. —
2-¢ u3n., nepepabd. u gon. — MockBa : ®OPYM : MHOPA-M, 2021. — 368 c. — (Bricmee
obpasoBanwue: bakanaBpuar). - https://znanium.com/catalog/product/1223242.



https://znanium.com/catalog/document?id=364911
https://znanium.com/catalog/product/1232734
https://znanium.com/catalog/product/1210523
https://urait.ru/bcode/476768
http://www.iprbookshop.ru/73644.html
http://www.iprbookshop.ru/72444.html
https://znanium.com/catalog/product/1137902
https://znanium.com/catalog/product/1223242

6. lllansrun, B. ®. KommiekcHas 3amuTa nHGOPMAIMK B KOPIIOPATUBHBIX CHUCTEMax : yudeOHOE
nocobue / B. @. Illanerun. — Mocksa : ®OPYM : UHD®PA-M, 2020. — 592 c.

URL.: https://znanium.com/catalog/product/1093695

7. Ienemenko B.C. MeHEeIXKMEHT MHIMICHTOB MH()OPMAIIMOHHONW 0€30MacHOCTH 3allUIICHHBIX
ABTOMATU3MPOBAHHBIX CHCTEM yINpaBlieHHs [DNeKTpOoHHBIH pecypc]: ydeOHoe mocobue / B.C.
[Tenemenko, C.B. ['oBopoBa, M.A. Jlanuna. — DaeKTpoH. TEKCTOBbIE naHHbIe. — CTtaBpomnois: CeBepo-
KaBkasckuit  denepanpubiii  yHuBepcurer, 2017. — 86 ¢. — Pexmm  goctyma:
http://www.iprbookshop.ru/69405.html

7.2. Ba3bl JAHHDbIX, 3JIeKTpOHHO-6I/16J'IHOTe‘lHI>Ie CHUCTECMBbI, I/IH(l)OpMaIII/IOHHO-Cl'IpaBO‘leIe H
IMIOMCKOBBIC€ CHCTEMBbI

1. EBporneiickas nudposas 6ubimoreka Europeana: http://www.europeana.eu/portal

2. Koncynbrantllmioc:  crmpaBoYHO-TIOMCKOBasgs  cuctemMa  [DJIEKTpOoHHBIM  pecypc]. -
www.consultant.ru/

3. NudopmaninoHHO-U3IaTENbCKUI LEHTP MO T'EOJOTUU M HEIPOIOJb30BaHUI0 MUHHCTEPCTBA

MPUPOJHBIX pecypcoB U 3kojorun Poccuiickoit ®enepauuun - OO0 "TEOMHOOPMMAPK":
http://www.geoinform.ru/

4. HNHubopMannoHHO-aHAIUTHYCCKUH HIeHTp «MuHepan»: http://www.mineral.ru/
Muposast nugposas oudbmuoreka: http://wdl.org/ru
Hayunas anekrponnas 0ubimoreka «Scopusy: https://www.scopus.com
Hayunas snekrponnast 6ubnuoteka ScienceDirect: http://www.sciencedirect.com
Hayunas snexkrponnas oudiauoreka «eLIBRARY»: https://elibrary.ru/
[Topran «I'ymanutapHoe obpazoBanue» http://www.humanities.edu.ru/

10.  ®denepanbublii opTan «Poccuiickoe oopazoBanue» http://www.edu.ru/

11.  ®enepanbHoe xpaHwinine «EnuHas koieknus mu(POBBIX 00pa30BATEIBHBIX PECYPCOBY
http://school-collection.edu.ru/

12.  TlouckoBsie cuctemsl Yandex, Rambler, Yahoo u np.

13. DnexTpoHHO-OMOIMOTEUHAs cucrema U3/1aTeIbCKOTO LEHTpa «Jlanb»:
https://e.lanbook.com/books

14. Dnextponnas  Oubmmoreka  Poccuiickoit  ['ocymapcrBennoit — bubmuoreku  (PI'B):
http://elibrary.rsl.ru/

15.  DnexrtponHas 6ubnuoreka yueOHukoB: http://studentam.net

16.  DiaexTpoHHO-6HGIMOTEuHas crcTeMa « 9BC FOPAMT»: www.biblio-online.ru.

17. DOnextponHas OubmmuoreuHas cuctema «HamumonanpHbli 1HGpoBOK pecypc «PyKOHT»»:
http://rucont.ru/

18.  DnekrtponHO-OMOMMOTEUHas cuctema http://www.sciteclibrary.ru/

©CooNoO

8. MATEPUAJIBHO-TEXHUYECKOE OBECINHEYEHUE JUCIHUIIJINHBI

8. 1. MaTepna/ibHO-TeXHHYECKOe OCHALLIEHHE ayAUTOPHIi

1. Ayaurtopws IS POBEICHUS JCKITMOHHBIX 3aHATHH U MIPAKTHYECKUX padboT
OcHanieHHoCTh nomenieHust: 16 nocagounbix mect. Cton ayaAuTOpHBIM — 10 1IT., KOMIIBIOTEPHOE KPECIIO
— 23 mT., MOHOONOK — 17 mT. (BO3MOXHOCTh JocTyna k cetu «MHTepHET»), J0oCKa ayauTOpHas MO
¢dbraomactep — 1 mwIT., 1a3epHbIA puHTEp — | MIT.
[lepeuens nuueH3MOHHOTO TporpammHoro obecredenus: Microsoft Windows 7 Professional (I'K Ne
1464-12/10 ot 15.12.10) Microsoft Office 2007 Professional Plus (Microsoft Open License 46082032 ot
30.10.2009, GPSS World (cBobomno pacmpoctpansemoe I[10), Arduino Software (IDE) (cBobGomnO
pacnpoctpansiemoe [10), Microsoft SQL Server Express (cBo6oaHO pacnpoctpansemoe [10).

2. AynuTopus s IPOBEACHHS JISKITMOHHBIX 3aHATHIA U TPAKTHYECKHUX padoT
OcHateHHOCTh OMenIeHus: 16 mocagoynsix MecT. CTON ayAUTOPHBIN — 9 MIT., KOMIIBIOTEPHOE KPECIIO —
17 mT., MOHOONOK — 17 mT. (BO3MOXKHOCTh JOCTyna K cetu «HTepHeT»), na3epHslid npuatep — 1 mT.,
nmocka — 1 mir.


http://www.iprbookshop.ru/69405.html
http://www.geoinform.ru/
http://www.mineral.ru/

[Tepedens nuieH3nOHHOTO MporpaMMHoOro obecmeuenus: Microsoft Windows 7 Professional (I'K Ne
1464-12/10 ot 15.12.10) Microsoft Office 2007 Professional Plus (Microsoft Open License 46082032 or
30.10.2009 MathCad Education (J{oroBop Nel134-11/12 ot 28.11.2012), GPSS World (cBo6oano
pacupoctpansiemoe 110), Arduino Software (IDE) (cBob6omHo pacmpoctpansiemoe [10), Microsoft SQL
Server Express (cBo6oaHo pactpoctpansiemoe [10).

8.2. [loMemeHus AJ151 CAMOCTOATENbHO PadoThHI:

1. OcHameHHOCTh MOMEIICHUS IS CaMOCTOSITENbHONW padoThl: 13 mocamounbix mect. Ctynm —
25 mT., CTOA — 2 MT., CTOJ KOMMBIOTEPHBIH — 13 mmT., mikadg — 2 mT., JOCKa ayAUTOpHAsT MapKepHas —
1 mr., APM yuebnoe IIK (MonuTtOp + cuctemusiii 610k) — 14 mt. octyn k ceru «MHTEepHET», B
ANEKTPOHHYIO0 UH(DOPMALIMOHHO-00pa30BaTEIbHYIO Cpely Y HUBEPCHUTETA.

[lepeveHp TUIIEH3MOHHOTO MporpaMMHoro obecneuenus: Microsoft Windows 7 Professional:I'K Ne
1464-12/10 ot 15.12.10 «Ha nocraBky kommbroTepHoro obopymoBanus» 'K Ne 959-09/10 ot 22.09.10
«Ha mocraBky xommnbrotepHoit Texuukm» 'K Ne 447-06/11 ot 06.06.11 «Ha moctaBky o0opynoBaHHs»
I'K Noe 984-12/11 ot 14.12.11 «Ha nocraBky o6opynoBanus" Jloropop Ne 1105-12/11 ot 28.12.2011 «Ha
MMOCTaBKy KOMIIBIOTEPHOrO oOopymoBanus», JloroBop Ne 1106-12/11 or 28.12.2011 «Ha mocraBky
KOMITbIOTEpHOT0 000pyaoBanus» I'K Ne 671-08/12 ot 20.08.2012 «Ha mocraBky npoaykiui», Microsoft
Open License 60799400 ot 20.08.2012, Microsoft Open License 48358058 ot 11.04.2011, Microsoft
Open License 49487710 ot 20.12.2011, Microsoft Open License 49379550 ot 29.11.2011,

Microsoft Office 2010 Standard: Microsoft Open License 60799400 ot 20.08.2012, Microsoft Open
License 60853086 ot 31.08.2012 Kaspersky antivirus 6.0.4.142

2. OCHaIICHHOCTh MMOMEIICHUS ISl CAMOCTOSTEIIbHON paboThl: 17 mocamounbix MecT. Jlocka s
nuckMa MapkepoMm — 1 mr., paboume Mmecta CTyIeHTOB, obopynoBanHble [IK ¢ moctymom B cetb
yHuBepcurera — 17 mr., MynbTuMmenuiinelii npoexkrop — 1 mr., APM npenopaBarens ans paboTsl C
MylbTUMeana — 1 mT. (CUCTeMHBIN 070K, MOHUTOPHI — 2 IIT.), cTod — 18 mT., ctyn — 18 mr. Joctyn k
cetu «MIHTEpHETY, B AIEKTPOHHYIO HH(OPMAITMOHHO-00pa30BaTEIbHYIO Cpeay Y HUBEPCHTETA.

[TepeueHpb TUIECH3MOHHOTO MPOrpaMMHOro obecreyenus: Oneparnuonnas cucrema Microsoft Win-
dows XP Professional: Microsoft Open License 16020041 ot 23.01.200.

Onepannonnast cucrema Microsoft Windows 7 Professional Microsoft Open License 49379550 ot
29.11.2011.

Microsoft Office 2007 Standard Microsoft Open License 42620959 ot 20.08.2007

3. OcCHamIeHHOCTh TOMEUICHUsI Ui CaMOCTOSATENBbHOW paboTel: 16 mocamounslx mecT. Cton
KOMIIBIOTEPHBIHA 1715l CTYIeHTOB (Tl 4) - 3 IIT., CTOJ KOMIBIOTEPHBIH A1 CTyAeHTOB (TUI 6) — 2 miT.,
CTOJ KOMIBIOTEPHBIN Ui CTyAEHTOB (Tun 7) — 1 mT., Kpecyio mpenojaBaTesns (CeTKa, BET YEPHBI) —
17 mrt., nocka HamosibHAs MOOWIIbHAs Oenas MarHUTHO-MapkepHas «Magnetoplan» 1800mMm*1200mm - 1
mrt., MoHOOMOK Lenovo M93Z Intel Q87 — 17 mit., tutakar — 5 mwr. JJoctynm k cetn «MHTepHeT», B
3JIEKTPOHHYIO0 HH(POPMALIMOHHO-00pa30BaTeIbHYIO Cpely Y HUBEPCUTETA.

[lepeuenp nMIIEH3MOHHOrO NporpammHoro obecneuenusi: Microsoft Windows 7 Professional:
Microsoft Open License 49379550 ot 29.11.2011.

Microsoft Office 2007 Professional Plus: Microsoft Open License 46431107 ot 22.01.2010.
Core]DRAW Graphics Suite X5 JloroBop Ne559-06/10 ot 15.06.2010 «Ha moctaBky mporpamMMHOTO
obecrieuenus». Autodesk product: Building Design Suite Ultimate 2016, product Key: 766H1. Cisco
Packet Tracer 7.1 (cBobomno pacmpoctpansemoe [10), Quantum GIS (cBoGomHO pacmpocTpaHsieMoe
I10), Python (cBoGomno pacmpoctpansiemoe I10O), R (cBobomHo pacmpoctpansemoe I10), Rstudio
(cBoGomHO pacmpoctpansemoe I10), SMath Studio (cBo6oano pacmpoctpansemoe I10), GNU Octave
(cBoGomHO pacmpoctpansemoe [10), Scilab (cBob6oaHO pactipoctpansemoe [10)

8.3. llomemenus i XpaHeHUs U NPOPUIAKTHYECKOT0 00CTYKMBAHUSI 000PY10BAHMS

1. LleHTp HOBBIX HH(OPMAIIMOHHBIX TEXHOJIOTHH U CPEICTB O0YUCHHUS:

OcCHaIIeHHOCTh: TePCOHABHBIA KOMITbIOTEp — 2 mT. (HocTtyn K cetn «MHTepHeT»), MOHUTOp —
4 mT.,ceTeBOi HAKOMUTENb — | MIT.,HCTOYHUK OecriepeOOMHOr0 MUTaHUs — 2 IIT., TENEBU30p TJIa3MEHHBIN
Panasonic — 1 mr., Touka Wi-Fi — 1 mit., masuibHast cTaHius — 2 WIT., Apelib — 5 mt., nepdoparop — 3 mir.,



Ha0Op MHCTpyMEHTa — 4 MIT., TeCTEP KOMITBIOTEPHON CeTH — 3 IIT., OAJIOH CO CXKAThIM Tra3oM — 1 mmiT.,
rmacrta TeruionpoBogHas — 1 mT., meiiecoc — 1 mT., paguocTanius — 2 mT., cTol — 4 mT., TymM0a Ha
KoJiecukax — | mT., mojCTaBKa Ha KoJiecukax — 1 mr., mkad — 5 mrT., Kpeciao — 2 mrT., JectHuna Alve —
1 mr.

IlepedyeHb IHUICH3MOHHOTO Mporpammuoro obecmeucnus: Microsoft Windows 7 Professional
(JIuensuonnoe cornamenue Microsoft Open License 60799400 ot 20.08.2012)

Microsoft Office 2010 Professional Plus (JIuuensuonnoe cormamrenue Microsoft Open License
60799400 ot 20.08.2012)

AHTHBHUpYCHOE nTporpammHoe obecnieuenne Kaspersky Endpoint Security ({orosop Ne JI810(223)-
12/17 ot 11.12.17)

2. HenTp HOBBIX HHGOPMAITMOHHBIX TEXHOJIOTHH U CPEJICTB O0YUEHHUS:

OcCHaIIeHHOCTh: CTOJA — 5 WT., CTYJd — 2 WT., Kpecao — 2 mT., mKkap — 2 IMT., MepCoOHATbHBINA
KOoMIlblOTep — 2 mT. (moctym kK cetu «MuTepHeTr»), MoHuTOop — 2 mrt., MO®Y — 1 mT., Tectep
KOMITBIOTEPHOMU ceTH — | mT., OaJIoH CO C)KAThIM ra3oM — | mT., mrypymnoBept — 1 miT.

IlepeuyeHb IUICH3MOHHOTO Mporpammuoro obecmeucnus: Microsoft Windows 7 Professional
(JIuensuonnoe cornamenue Microsoft Open License 60799400 ot 20.08.2012)

Microsoft Office 2007 Professional Plus (JIuuensuonnoe cormamenue Microsoft Open License
46431107 ot 22.01.2010)

AnTtuBupycHoe nporpammHoe obecneuenne Kaspersky Endpoint Security (Jorosop Ne J1810(223)-
12/17 ot 11.12.17)

3. LenTp HOBBIX HH(POPMAITMOHHBIX TEXHOJIOTHIA U CPEJCTB O0yUEHUS:

OcHallleHHOCTb: CTOJI — 2 WT., CTyJas — 4 wT., kpeciao — 1 mr., mkagp — 2 1WT., NepCOHATbHBIN
koMmmbtoTep — 1 mT. (moctyn k cetu «MHTepuer»), Be6-kamepa Logitech HD C510 — 1 mr., KOJOHKH
Logitech — 1 wT., Tecrep KommblOTEepHOU ceTr — | WT., Apens — 1 wr., Tenedon — 1 mT., HAOOP PyUYHBIX
WHCTPYMEHTOB — | mIT.

[TepeueHp JIMIICH3MOHHOTO MporpaMmmHoro obecnedenus:Microsoft Windows 7 Professional
(JTunensuonnoe cornamenne Microsoft Open License 48358058 ot 11.04.2011)

Microsoft Office 2007 Professional Plus (JIunensuonnoe cornmamrenue Microsoft Open License
46431107 ot 22.01.2010)

AHnTHUBHUpYCHOE nIporpammHoe obecnieuenne Kaspersky Endpoint Security (Jorosop Ne JI810(223)-
12/17 ot 11.12.17)

8.4. JIunieH3MOHHOE MPOrpaMMHoe odecrevyeHne
1. Microsoft Windows 8 Professional (moroBop 6eccpounsiii 'K Ne 875-09/13 ot 30.09.2013 «Ha
MOCTaBKY KOMITBIOTEPHOU TEXHUKHY)
2. Microsoft Office 2007 Standard (moroBop OGeccpounbiii Microsoft Open License 42620959 ot
20.08.2007)
3. Microsoft Office 2010 Professional Plus (morosop 6eccpounsrit Microsoft Open License 60799400 ot
20.08.2012, noroeop Oeccpounsiii Microsoft Open License 47665577 ot 10.11.2010, morosop
6eccpounsiii Microsoft Open License 49379550 ot 29.11.2011)
4. MathCad Education, [lorosop Nel134-11/12 ot 28.11.2012 "Ha mnoctaBky IpOrpaMMHOIO
obecneueHus"

5. LabView Professional, 'K Nel142912/09 ot 04.12.2009 " Ha mnoctaBKy HIpOrpaMMHOTO
obecnieueHus".
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